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Abstract In this paper, we designed and implemented a system that applies machine learning techniques
to automatically detect malicious macro information embedded in MS Office files. When an MS Office
file contains macro functionality, it may perform abnormal actions on the user’s system, potentially
leading to the leakage of sensitive personal information stored within the system. Therefore, a system
is needed to automatically detect malicious scripts embedded in MS Office files and verify any
tampering. To achieve this, this study applies supervised and unsupervised learning-based machine
learning models to design and implement an automatic detection system for determining whether an MS
Office file contains malicious macro data. Experimental results demonstrate that the proposed system
provides improved detection performance compared to existing methods, ensuring a safer environment
for the use of MS Office files.

Key Words : MS Office Macro File, Malicious Code, Machine Learning, Auto-Detection System,

Supervised/Unsupervised Learning Model

0] =22 shifistyl shadFH| X0 Qs ATEUS.
’ e@hs.ac.kr)
M 20259 018 21 28U 20254 028 11 AARAZ Y 2025E 02¢ 17¢Y



108 AEQIENg=E=EX HM11¥ H135, 2025

ol
=
w
9
=
o
D
fﬁ

3 r
N

EO
J{%
~ o

é’é
il
)

>

i)

=)

T3H5][6], fﬂra}/ﬂ, MS—Offlce 7413—4

3 BA7-0] 9 WA A4 A e S

sl I S o sk
w e ro] 28 oby nhy

T & 9 71801 Rl e
H

@ﬂ OLE VBA uHELf—L' 7“%1] =
A5 HEokL %“é éﬂ%lE 24 oRE A5 HET

A 8 Falsick & §7el A

2 A% waste] kbt o

e AT = Ak

2.1 DiMfY 7J8t Bt U B X

|

MS- OfflCe AL qu ! wi=

o
@ s, W U AFY 494 S5 Aok o
:

MS-Office B4 1 j22 ¥52 7|9toz of4

HE sty Qs waled AAFI10-121 88
gk 74 off 1% 13} o] (1) Training Phase(Z&
@ADL} (2) Prediction Phase(dllSE ©A)E 4t
[11[2](4].

Training phase

Benign

executables : (O] 0?@

Malicious
executables Training

e /

Processing
by a predictive model

Predictive model
Protection phase

D Unknown
executable

Model decision

Machine Learning: principles

[Fig. 1] Training and Prediction Phase on ML
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