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Abstract A Virtual Private Network (VPN) is a security technology used to ensure anonymity on public
networks or securely access private network environments. Currently, the most widely used VPN
protocols are OpenVPN and WireGuard, each of which has distinct characteristics in terms of
performance and security. This study aims to compare and analyze the performance and security of
OpenVPN and WireGuard to provide users with criteria for selecting the optimal VPN protocol based
on their network environment. We evaluate the performance of both protocols in external and internal
network environments based on upload speed, download speed, latency, CPU usage, and packet loss
rate. Additionally, we analyze security vulnerabilities in cases where configuration files were leaked,
emphasizing the importance of securing configuration files. Experimental results show that WireGuard
outperforms OpenVPN in terms of communication and computing performance, while OpenVPN
provides stronger security, particularly in terms of protecting anonymity and preventing traffic analysis.
Based on these findings, this study guides selecting the appropriate VPN protocol according to user
needs and highlights the importance of configuration file security in VPN environments.
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1. M2

| AU A8 A9 HEE Tt TR Au|AT}
S5 FA Y ELYI(Wireless Network)S E3tF T
P AEF FHEL Ak FA YEIE Wi-Fi
(Wireless Fidelity)2} Zo] 719 BE 3704 A7t}
379 A9k glo] AREA BEE 54T £ e 7
<oltt. 1 FA4 ‘—1]‘5043—': tolgg FHoR &
FAI6E7] 2ol AR A5 E 7t2d 4= 9lon, o]
2 ola) Azt Kol 9Fe =
et gafjzrt 22 54 Fo AXE B¢, TAR =
/\PQX}Q' 22 dgto s FAS Agd 4= ok F
Ao| JFstd, A= A HlolEE g3 3stAY
LIS & *}“lz}oﬂﬂl a2 85ks 59 HaliE
= 5 AUtk T ol Het 9FE RIS Sl
YEZ Bt 71+ 482 ¢ F85trH1-3].
UIEQIZ Het 7|&9] &4l A& 7HF AHd HE
YJ=(VPN, Virtual Private Network)”} 31t} VPN
YELIE Fol 2712t VPN A8 Ato]9] FAlE ¢
S3tsto] BdS FAste 7leolth ol#gt Bt B
PO FAXNERE HEQA Edfjulo] HSHT o
2 F& VERT ST 3HAT A E 7124
4 glou=g HokE Zslol= o wWiRio] & 4= SlH4l
VPNE& ARgol= 2 &2 [2PT(Layer 2 Tunneling
Protocol), PPTP(Point-to-Point Tunneling Protocol),
IPSec(Internet  Protocol Security), SSL(Secure
Sockets Layer) 5°] 912, 20234 7|&, 4H|A} of
Aoz g A EE VPN Z2EZo|x} AXEoj=
OpenVPNT WireGuardZ} QItH5]. VPN Z2ES
o wet st EeMgolAl Ate|7 et
E A9 542 OpenVPNY WireGuard® 4%
HoMdE S 08 Hlwste], AR Ao wet &
o HYs TR EFS A9 4= Qs 71ES AlXst
Ao},
2 =29 thedt 2tk 2%olA= VPN 22
EZ HuE A% A5 HoM B VleEe wiEA
A4 ‘:35_}‘:} oA gzvguols 2835t 7
Q& VPN AJH| 9 A 42 Attt 43004
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2.

e

H A7

gutr o g Falo|AE(Client)= HEYZS} HH4
o7 AAEA|T, VPN AHEE A9, ¢53td dolg
7t VPN HE& B3] VPN Auz AFHch weba
ClientZ} oFd VPN AHe} HEQ A 71| FA4lo] ol &
oA YEYIYY QR AMA= VPN Hel 9=
ClientolAl A4 H2e 4= Qirk

£ 42 OpenVPNI WireGuard®] 7|&
Agstl, & TE2EF 719 45 9 HM =4
o|24 viFS ATk

2.1 OpenVPN

OpenVPNI6,7]1> SSL/TLS 7]Hte] @& AA 74t
APH(VPN) “ﬂiolq HEQIE tdsHA &%
3l1 Client 912 7152 A gtth TS SSL 2ho]B Y
ZE 83l AU YEQZ EfgE R
SSL/TLSE &3l AlAS J5st TLS TR EES 59
715 ¥t OpenVPN2 UDP(User Datagram
Protocol)@} TCP(Transmission Control Protoco)&
5% X gop, tpeet EYAA(l: Linux, Windows,
i09)o4] ARERE &= qlo] W80l &1, ARAT} 7
3 gPer BHEdS AT 4 qlo] "HEsith Eﬁ}
OpenVPN-2 IP W7l FAsHA Fi&slste] EY
Adsts 2E 2=t

OpenVPN2 HloJ§E AES(Advanced Encryption
Standard) 4]0 2 & skstc}, ARST v|= HE B
o8 AHHE dX7] 45 Peg, 453t Je
128(AES-128), 192(AES-192), 256(AES-256)8|E &
ShtE ARESHo] HlolHE ¢S 3Igith. AESE dEstet
553} oA 22 715 AHESHH, 5535 BpolA
AH:H;G_E o ﬁ/ﬂ—o] Qs ]'_E AQ /\]7}0] 711:].

. I8Y, AESE 7125t Hobda} obgAS AlEst

01 tﬂo]"ﬂe A HEgict ARSARS] AAol wet
AES B4l ChaCha207t -2 tfe 453}l WAl AR
e S% rH8-10]

2.2 WireGuard

WireGuard[11]&F AFEAE GA 8T = 2 |
| VPNolE=R, fekst HolA AEE 4 Stk
OpenVPN# th2A] TCPE A|¥sHA] ¢l UDPRE A
&3ttt UDPE &9l IP mi72lE& QHdsHA fi&ststo] E
g ALt E3F WireGuarde= 374 71 7|6t 915
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of HlolE & AT Tz ] DIREZL2 ¥ 7] AEH
A4S E 7|E Salsa20 &S /NS FejolH, IR
&=zl Bt Adtol %ZHOV] %}—71 & ERHdol =
H10]. WireGuardE 2565 E 719t 96H|E AE A4
EZ(nonce)Z AH&Sto] HORE Asloln, AZE 0]
FA3lo| E3pE 1S 453 daFOE AT
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2.3 74 m(Config File)

T4 T2 VPN AZEQ0]9] 34 A JEIL &
ol TPolrh. o] T2 A9 A HH, AH <
Het 7], SEo|AES] Het 7], 45d} 4] 5 of &
H7} o017} Stk g 714 mhdo] EEH o) Fof A
] AREAN FAAE HES 4= U, AW HES
AT AFSAE 7FA7HA 710l Q1Y) AMEE B9
AW, NAS, ZHE 5 ofg] HEYA 717]o] J28
Qth= BA71 @35t} Fig. 12 OepnVPN 74 o
(ovpn)S YEHYH, Fig. 2+ Wireguard 74 T+
(.conf& HERHAT
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5 Edit tunnel X

Name: wireguard|

Public key: {unknown)

[Interface]

PrivateKey = dqwdqwd12312wdfsfsadadwdquwdwsdqd=
Address = 10.20.0.2/24

DHS =1.1.1.1

[Peer]

PublicKey = dqwdqwfdvedfhsgiheri23oek321354314sdsdqdcas=
PresharedKey = 43123rerfegARwSt43twrgehrt234=
[AllowedIPs = 0.0.0.0/0

Endpoint = VPN.SERVER.CO.KR:1234

Save 1 Cancel
[Fig. 2] WireGuard Config File

2.4 VPN 85 =d Ut X|E
£ =74 & "o Yol 541 £%(Upload
Speed), 41 £(Download Speed), Ping(Packet
Internet Groper), CPU AR&E, 7l £4E(Packet
Loss Rate), A/ AlZHLatency)S SA3tc} WA, &
A2 A ASE HUls Zolth mabs $4 2 E]
olElE AWl AReEA] Pl drpt HeE] HE 4= 9l
Ag gufgith. 412 S4TSR 54 4SS W
= A0E 4l &h= AH Qo] A7 HlolEE gv
U gy BE = EAE 9uiRith oldf &k
bps(bit per second) Y= S}, bpstt 120 E
HES $4 9 AT = J=AE Uehde k=
Kbps(Kilo bits per second), Mbps(Megabit per
second), Gbps(Gigabit per second)”7} 31t} SIEH
5\—591 s z_;agl—g MbpsO]E], !g_/ﬂ lg_g _/'\_/R] f‘“—E‘—‘-
IE MbpsE SHHETE tho &, A A HES
A $H £ F U= ARE, HolHE $54lsk=
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3. M2 o

3.1 St=QI0 7% (Raspberry Pi 5)

E =RA+= OpenVPN¥ WireGuard 759 74
Q18 VPN AHS AAREF A g0 F=9tL, At
|A9] B4 oJH VPNE AEish= Ao| £2A 4
T HOMdE BRI olE Y VPN StEfoE
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Raspberry Pi 58 AMESISth Fig. 32 & A+l &
23517] 98l Raspberry Pi OSE AX|t 73& vepdict
Raspberry Pie= FH 7]719k9] dZo] /2L &
3 AFE FAR #8lE, AAIE, Aoz AL
2 7IRpe}t gut ARER7E ThkRt Eof W ZRAE
&85 4 qtt. GPIO(General Purpose Input
Output) W3} 22 &4, USB, EFFA Bl AlA
4 tjeRet 9 7171¢ AZT 4= 912 IoT, 7HQI NAS
AW, HEQA EeF AX], 88 = T tHHeE
AR8E 4= 9t} E3], Raspberry Pie
ol Aext ZEg AFUE BHAE 7R R g2
AMEAFZE VPN AfH] A5 8skar QIeH13].

IEAAATLE

[Fig. 3] Raspberry Pi Hardware

3.2 ATDEYN &5

E  AFoAE  Raspberry Pi 55 7[Hloz
OpenVPN# WireGuardg x5t VPN 34& 1=
sttt = IolA PiVPN mi7|XE  AR8sttt
PiVPN2 Raspberry PiollAl OpenVPN¥} WireGuard
£ 7HsHA Aot BT 4= JEE HAE ATHE
715t si7|1A 2, gPol 7|gke] Ax] #7g3t GUI 714t
A% vlwE AF3ith. VPN MY 5 g2 ohgat &
t}. WA, PiVPN H2] ATHEE 45l OpenVPN
I WireGuard & AX|ol1A} sh= T2 EZ-Z Aestal
HEQZ QgHolA 9 2E M XPsict. 7][EH0
2 OpenVPNZ UDP 1194 ZE, WireGuard:= UDP
51820 ZEE AMGSHARE, Het A3lE flsf ARSAH A
Sk ZEES AT 4= Sltk. o] DNS AlFAt A
317 1P ®+= DHCP 7% ¥ Raspberry PiE A9
o] 7] AA& vpztt VPN AH] A%o] Zgdo=z
EH, SEOIRIET J&ET = S ST0IRIE AR
A5 7152 Raspberry PiolA A% Sgol|dE

_‘

do o yg

d TS SToIIE AR EAlslo] VPNE AR
AEE gttt olrf OpenVPNE] 74 TU2 .ovpno|X
WireGuard®] 74 T4 .confo|tt}.

Fig. 4= VPN AX] & Uehts A9 ZHgoltt. o]
oA OpenVPNZ A=t OpenVPN AHWE 5
& A WireGuardE A=6HH WireGuard AHE

ok >

1 7009999999939999979999qa Installation mode £QQ9IIIUIIIddIIIeaIdgaTaai)
WireGuard is a new kind of VEN that provides near-instantaneous

eeeeee pecially if you use mobile devices
is easier on battery than OpenVEN.

% OpenvEN is still available if you need the traditional, [lexible, X
if you need features like TCP and custom

trusted VEN protocol or
seazch domain.

Choose a VEN (press space to select):

<Cancel>

e B7te F ZEREFY 4 &k, 4 i,
Ping, CPU AME, TA £4E, AA A 71808
43I &%, $4 &% Pingd B¢
Speedtest by OoklaolA] A stz B & S
0|3l 100MbpsE 7|E2 & QF AW £ 9 4
52 &A%} Fig. 53 Fig. 62 &% ZYolt

S4

oL

() UPLOAD M

1117

® 114

® DOWNLOAD M

01.10

® 9
[Fig. 5]. OpenVPN

Ping ms @ 5

[Fig. 6] WireGuard
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Fotal sfAE duit 2 Hest=A ERlIst| ¢
sto] WE WollAl et SRto|dE 7+ EdfjY Rst
B = P A FFL
100Mbps £%=9 UDP Z2EFS AREslal Y EYF
A5 58 =T =& iperf3E& AR&SIAIT ©] B7FE &9
Raspberry Pi AH<t AFEA} PCY] AFE 719 HEY
3 AA ARE S &5, EdE AY 52 SH5H,
ol H® O R OpenVPNI WireGuard?® As< H|

3.3.2 Hord It

VPNY 4 mHdo] &8 4% 74 Z2EF9| Het
A&o] LA 4= Ut} OpenVPNLS F7H4Q0 AREA
1F FEE AlFscte] 44 FYReE VPN AHo] 3
+& & Qitt UHH WireGuarde 4 oHdvt 9low
AHof vl2 H2g 4= Qlo] AtiF o g Hobdo] Wt
olo] & =wolAle AR 4 dE Sl VPN Al
Hol| HIFokar 7Hgste] & 7HA] o R HOME
B7lsksict.

HM2 T 7HAE Bl Bkt A WA= QlE
Yl oA (Anonymity on the Internet) 4 E3
AA| 1P 49 =& 73 FRIstath. VPNE AR
ot AREALS] AA| [P F471 FAA7] fE] oE A
‘AL ol& FRIstAY Ay BAE 4= gloth. 18y A
HO 2 44 S Bl STeldEY] IPE &9l
o 4= Qloh E9], AH= dZE SEoldE Ho] HJH

P Aok F7071, VPN IP F4, AA 321 1P
4 T STO|YES FEE XIT & Q1AL o] &
7Fe AT 2R mEkd 2 =EoAe
OepnVPNZ} WireGuard® Qg4 H|wsl7] Yal A
W 24 m+(wg0.conf, server.conf), A¥ 21, AH
9] IP 74 5& AHESto] o] IR EZo| QPAE o
BASH=A] ERIgtt}. & WHAE WiresharkE ©]-85}0]
LU EARRCES Yot o]F 3l EolAES] VPN A
& ol & St 4= Q=R ERIgIT o] oA
o] A A Z2EF 39 [PFA 59 HJHE 5
A% 5 A=A gtk ol &3 OpenVPNi}
WireGuard % ol ZR2EFo] HM] SHoA B &
54 v E 23
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4. & Zit

E Ho|AE= OpenVPNTF WireGuard?] A5 9 =
MgE BA Y ZHE B vl griet] Ahg &
ol wE A3t ZREZ AY 71ES AARITH

4.1 VPN E41 45 24
£ AoXE OpenVPNI WireGuard®] ¥t
Wi B4 A5S vu- 24513t olE {8 4
VPN ZREZO] $4 £k, Al £, YEST 57
AHERE Y A AR ERlstgith HEYA o=
S A9 B} Adeo] ot BisE 4 JlonE T2
Aol &7gsto] Effj o] EAIY 9 ¥4 I
F|23}stal VPN AH X EQo]e} st=gof7 g3t
5= FAS=A 5] Hlsf 59 St WY 22
Alzrolghe 4Rt 24 HHE: S8tk ol=
A gEfAl= AW AdE9] dRRS FAsleta, AT Al
oA & B7Iske Aol F83ithe 7|1& A+
BEAHS dHIgotrt.[14]. Table 13 Table 2=
OpenVPN} WireGuard9 s &7 Z3olct

ﬂl

£

¢

T

(Table 1) OpenVPN Performance Measurement

Trial Upl?&dbiﬁeed Dowrfﬁic;sslpeed Latency [ms]
st 12.04 63.56 5
2nd 10.82 61.50 5
3rd 11.12 61.10 9
4th 10.06 61.05 6
5th 9.21 62.33 7
Average 10.7 61.9 6.4

(Table 2) WireGuard Performance Measurement

Trial Upl?:/ldbss;])eed Dow?ﬁit;jpeed Latency [ms]
st 11.99 76.16 6
2nd 10.64 74.37 6
3rd 14.29 74.69 5
4Ath 12.75 74.16 6
5th 11.42 76.04 5
Average 12.2 75.1 5.6

sgelAle] e ohleh el e
selsty] Slef YIEAD EdfuS Qo wyAA J
Pt H9E A9 EAINN Be Fol doleE
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A2 AlZto] dotd -5 7Hdste] VPN ZeEFo]
T2 CPU AMEE, W3l S4E, 602 5t EdgS 7
SIS o SetolAESE VPN AlH Alolo] LAdsh=
A4 A7k BRIEHt. CPU ARgHat HIEYA H%
A EFy He} WOE T2AA £59] ke wr
on A3}o|| wlgl 2Agko] MEE £ Qoug A
U TS wE7] 99 53] &7 & BAEE WOl ®
2 YeRJItt Table 32 OpenVPN#Z WireGuardQ)
YEQZ Edg Fot &% Zijo|rh

(Table 3> Measuring network traffic load

Category OpenVPN WireGuard
CPU Usage [%] 4.31 3.44
Packet Loss Rate [%] 0.00031 0.00022
Latency [ms] 0.546 0.424

=4 A3}, WireGuard’} OpenVPNETE $A4] &£

4 SErbElE T XA A7to] g Yol o] 4
g AeE yeigth WERIAY Ads ET
WireGuard”} CPU ARg-Eo] Wl sf7l &AL o
), XA AIRE A H #tth ol& &9 WireGuard7t
OpenVPNETH Hlolg HE £&7t ¢ w21 EEH"‘J
ZF A7 8g0] #ohe A& & 5 AUATh weEtA B4
£k EdY AY 45 FHoAE \X/ireGuardﬂ-
OpenVPNET} 955ltte AL dRlslglon, 4&9t
A6 Aok AEAIA WireGuard AH-S B4
st

Jl->

42 VPN B2EZ HOMM EM

E HoJAE= OpenVPNI WireGuarde] R4
T4 ol FE Al HS A8, ARER 994, B
Efjg 353l 9 ARSA A 7] SHOA H-
Agitt,

> o

M

421 78 MY RF A9l 22t fd 2A
OpenVPNQ] -4 m}U9Ql .ovpn T2 XA 4
5= Q1% 7|39l CA(Certificate Authority), o]
EE A¥Hst= 371 71(Client Certificate), 8|1l
F Z2o]AE 7iQl Zl(key, Client Private Key)&
RITH15]. wEbA 4 o] AT f52 AS +
T VPN Ao H&3 4= Qlot SHAIRE OpenVPN2
718- 0oz AREA} Q1% HH4](User Authentication)&

l‘ H:I &“ 2 ol

AHgBFER, Hg. 73k o] F7HAQ 915 AAE Aok
5T 5 9t

@
TR UE: ST
[Tue Mar 4 19:53:01 2025 OpenVPN 2.6.13 [git2.6.13/5662b3aBeb %e’5744] Windows [SSL (OpenSSLJ] [LZ0] [L24] [PKCST1 A
[Tue Mar 419:58:01 2025 Windows version 10.0 (Windows 10 or areater), amdé4 exeeutable
[Tue Mar 4 19:53:01 2025 library versions: OpenSSL 3.4.0 22 Oct 2024, 170 2.10
[Tue Mar 419:53:01 2025 DCO version: 1.2.1
[Tue Mar 419:53:01 2025 MANAGEMENT: TCP Socket litering on [AF_INET[127.0.0.1:25340

ITue Mar 4 19:59:01 2025 Need hold release from management interface, wating

ITue Mar 4 19:59:02 2025 MANAGEMENT: Client connected from [AF_INET]127.0.0.155262
[Tue Mar 4 19:59.02 2025 MANAGEMENT: CMD 'state on"
|Tue Mar 4 19:55:02 2026 MANAGEMENT: CMD g on all*
[Tue Mar 4 19:59:02 2025 MANAGEMENT: CMD ‘scho on all”
[Tue Mar 4 19:59:02 2025 MANAGEMENT: CMD bytecourt 5°
|Tue Mar 4 19:55:02 20256 MANAGEMENT: CMD ‘state’

ITue Mar 4 19:59:02 2025 MANAGEMENT: CMD old off

ITue Mar 4 19:59:02 2025 MANAGEMENT: CMD ‘hold release’

OpenVPN - 749l 7| = (test2)
Ee
r ] -

Oz= &z

g =8 5

azsA Moz 2717

[Fig. 7] OpenVPN User Authentication Process

O|AE A/ Al ‘nopass F4S AREsHA 7S
AS glo] AFEHER, 74 qUUoRE FA] 4
F 4 ok 184 OpenVPNS A|4(Session) T
= AFSER, AW TRt Peers AHAISHE HE
H&o] FREEE F7HAQl o] Agtdrh
3, WireGuard?] 44 oUQl .conf WIS &

o]AEL] 791 7|(Private Key), AHe] 3-8 7](Public
Key), 18]2 VPN Y& IP(Allowed IPs) X7} &gt
o] 9t} WireGuards= ARRA} Q1= HFAlo] ojd 114
% 7] W Key Exchange) TAl= ARESto] S2to|d
eIt &, ko] IDU HEHE AY glo] A

=59 37 719 71 719 ¥A] oRF AFTH
&< o83t

oA 717 fEE A SR E
Z Qlo] dF SetoldER WA ste] VPNO| H3t
ot webd WireGuardg AR 3%, 7 715
$2o 2 BEs|of Sttt Fig. 82 UF §lo] dZo| %
33 Ao}, Wik, FAXT} ARGARS] VPNl 6t
of AH #EAL olF Adst7] $J5l Peerg AHAISHH
2t=, OpenVPNI th2A WireGuards SA] 20|
TREA] Gt ol Ha 2 XA Y 2 & St
do] fxE & 9o, WireGuarde AH #4
(Stateful) Z2EZo|B g A AZS FA5k= +27}
oftt},

891, OpenVPNI WireGuard 2% T4 o+
o] FEHETH HS el k&2 4 ok ey
OpenVPN-2 F714Q1 ARRAL QG #FS AlZstE g,
WireGuard®th A& og Hebdo] &t}
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Interface: user2
Status: @ Active
Publickey. OBebXHyt3PuqUZH;j74)pcupvsPFnkUgwdF+Zi17BPms=
Listen port: 55882
Addresses:  10.213.252.3/24
DNS servers:  8.8.8.8[EnumerationSeparator]8.8.4.4

Deactivate
Peer
Publickey: RDgWOESpoM3RfKgWjzYPxppJviK9)1muLfynRxZhhSg=
Preshared key: enabled

Allowed IPs:  0.0.0.0/0[EnumerationSeparator]:/0
Endpoint:  0.0.0.0:51820

[Fig. 8] WireGuard client connection

4.2.2 VPN 2EY 2AM

OpenVPN-2 handshake”l 7|Z%XA] ¢7] wj&of
AR 2 &, 2 & Ao VPNol F&3EA] g
g glok. wEhA EFANEARE AESH] oy AR,
OpenVPN2 1% [PE ARESHA] 9kl DHCPE ARESH
of [PE o8 Fgotng Jfd AAE S45h=
Zo] E71s3tt}. OpenVPNO] 7250 & VPN AREA:
£ EX3Y & =& AAHIAN, 2 =
(openvpn-status.log)oll  FAohH  AREAR]  Fd
IP(End PointE RIS & 9t Iﬂraw & AR
1411"% IPE= £2 § AT 271 Y-S 55 ARGAe] &

H)7} 28 $H9omg oh:ﬂ/ﬂo] HSHA HAE
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[Fig. 9] WireGuard server configuration information
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110 1.895787 192.1.. 119.1. OpenVPN 106 MessageType: P_DATA V2
111 1.961866 192.1.. 119.1. OpenveN 199 MessageType: P_DATA V2
112 1.930797 119.1.. 192.1. OpenVPN 106 MessageType: P_DATA V2
113 1.931482 119.1.. 192.1. OpenVPl 1506 MessageType: P_DATA V2
114 1.931639 119.1.. 192.1. OpenveN 1506 MessageType: P_DATA V2
115 1.931757 192.1. 119.1. OpenVPN 106 MessageType: P_DATA V2
116 1.931757 119.1.. 192.1. OpenvPN 1506 MessageType: P_DATA V2
117 1.932561 119.1.. 192.1. OpenveN 1506 MessageType: P_DATA V2
118 1.932561 119.1.. 192.1. OpenvPN 401 1 |ESSagETypE P_DATA V2
119 1.932698 192.1.. 119.1. OpenVPN
120 1.934219 192.1.. 119.1. OpenVPN
121 2.037881 119.1.. 192.1. OpenvPN
122 2.037881 119.1.. 192.1. OpenVPN

310 MessageType: P_DATA V2
123 2.033468 182.1.. 119.1. OpenVPl 394 MessageType: P_DATA V2

124 2.093526 119.1.. 192.1. OpenveN 106 MessageType: P_DATA V2
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131 2.255820 192.1.. 119.1. OpenVPN
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133 2.265893 192.1.. 119.1. OpenVPN 118 MessageType: P_DATA V2

[Fig. 10] OpenVPN Packet
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[Fig. 11] WireGuard Packet
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(Table 4) Summary of Performance Evaluation

Category OpenVPN WireGuard
Encryption Algorithm AES-256 ChaCha20
Transmission Protocol TCP, UDP Ubp
Upload Speed 10.7Mbps 12.2Mbps
Download Speed 61.9Mbps 75.1Mbps

Ping 6.4ms 5.6ms

CPU Usage 4.31% 3.44%
Packet Loss Rate 0.00031% 0.00022%
Latency 0.546ms 0.424ms

VPN Access via Config File Not Possible Possible
User Identification (Anonymity) ~ Not Possible Possible
Traffic Pattern Analysis Not Possible Possible
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