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Abstract In the field of information security, the importance of automated security assessments and
practice-oriented education is steadily increasing. This study proposes an educational curriculum model
designed to cultivate practical cybersecurity talent using Pentera, a real-world attack-based security
validation tool. Pentera is an automated penetration testing platform that enables real-time security
assessments based on attack scenarios, capable of simulating a wide range of threats that could occur
in actual organizational environments. This paper analyzes the core components of Pentera and its
applicability in education, and presents a modular curriculum model based on hands-on Pentera
training. The proposed curriculum is applicable to practice-based courses for information security
students, cybersecurity consulting training for small and medium-sized enterprises (SMEs), and
re-skilling programs for security professionals. Through this model, the study aims to contribute to the

development of cybersecurity professionals equipped with practical skills.
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(Table 1> Overview of the Introductory Security Theory and Technology Phase

Learning Objectives

Key Topics and Activities

Assessment Methods

Understand security
fundamentals

CIA Triad, threat models, legal and ethical issues

Exams, short essays

Learn core security
technologies

Cryptography, OS security, network protocols

Problem-solving assignments

Practice vulnerability
intelligence

CVE/NVD database navigation and analysis

Vulnerability report writing
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(Table 2) Structure of the Pentera-Based Scenario Practice and Response Phase

Scenario Type Learning Focus

Expected Outcomes

Active Directory Attack

Privilege escalation, lateral movement detection

Visualized attack path report

Credential Exposure

Password reuse detection, exposed credential matching

Incident response strategy for identity theft

Ransomware Simulation

Infection chain tracing, encryption behavior analysis

Containment and recovery proposal

Cross—Scenario Analysis

Risk prioritization, exploitation chain comparison

Executive-level security summary report
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Project Phase

Component Description

Deliverables

Project Task Execution

Pentera-based security assessment on a simulated SME environment

Full vulnerability assessment report

Security Documentation

Threat modeling and security policy recommendations

Executive-level security proposal

Presentation & Evaluation

Team-based project briefing with industry expert feedback

Presentation slides, peer and mentor review
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