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Abstract This paper focuses on the hidden areas of self-encrypting drives (SEDs) that comply with the
Trusted Computing Group (TCG) storage specification. In general, data storage devices include not only
areas accessible via standard read and write commands provided to end-users but also hidden areas
such as the Host Protected Area (HPA) and Device Configuration Overlay (DCO), which are inaccessible
through conventional commands. These hidden areas may not be detectable by standard industrial tools,
posing potential security risks to digital forensic investigators and corporate security administrators. The
existence of such hidden areas significantly increases the risk that a forensic image of the storage
device may not represent a true physical copy, potentially leading to incomplete or inaccurate
investigative results due to concealed data. Moreover, data residing in these areas may persist despite
deletion procedures carried out using typical industrial tools, resulting in the retention of sensitive
information. This paper introduces the unique hidden areas present in self-encrypting drives compliant
with the TCG storage specification. It further demonstrates, through the use of open-source and freely
available tools, that users can access, modify, and write data within these hidden regions. Finally, the
paper discusses the potential implications of these hidden areas in digital forensic investigations and

proposes corresponding countermeasures.
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[Fig. 1] Architecture of Self-Encrypting Drive

Slo] #4= HolEE REgith uEhd AFA A
2 3o b Apd RE 95 IG(Pre-Boot
Authentication)& =3 4<slks dojg|9] U435 =
719 AL 4= JLE ok F Alo] 2go] A=
of gItH11]. AP RE AZ-E 5] gt =233
= Ast7] fIsto] Shadow MBRE &&= 24 99
o] AlFH} 3 ATA E& ARl HAI" TRUSTED
SEND % TRUSTED RECEIVE ®#< A Y3it) o=
B3 HpoloA, 2FAIA T2 §8 ZEIHA 27|
dsst 7159 AA 9 Aloj7t 7hsskt12-141.

Manufactured —
Inactive
Legend:
Manufactured

R o

[ Mandatory
Optional
Not Required

[Fig. 2] Life cycle state diagram of manufactured SPs
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[Fig. 3] Overview of the disk areas
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Agof| ARg%E Samsung 870 EVO SSD+= TCG Opal
SSCE A Ysk= A7| g5t A4=g=|oltt. Table 1]

TCG Opal SSCE A ¥st= 8 A XA SSD AlE=
Vst

(Table 1) Shortlist of disks that are compatible
with TCG Opal SSC

Make Model Bus
Samsung 870 EVO SATA
SKHynix HFSO01TDE9X081N NVMe

WDC SANDISK SSD G5 BICS4 SATA
Kingston SUV500M8/120G NVMe
Segate SEAGATE FIRECUDA 520 NVMe

Intel SSDPEKKF256G8 NVMe
Crucial CT1000T700SSD3 NVMe

AR 0 A7 s ER1E 4= Sl #E 0 HaA
He| TRESS $Y5 & S ot W8-S gRlsto]
TCG Opal SSC2] F+ Alo1E #17t Locking SP2] &3
3} o}, Shadow MBR 71'5°] €43} ofF 4 MBR M
T 4 AdEE wee &= Qlrk ARPER| ] 27] AJH
oA+ Locking Enabled HIE7} ‘0'0]=& Locking SP
7b v} JEiRlS ER1et 4= Slrh. SPE E43tebd,
ST HIEZL TR MAHEE o|F Fdto] SPo| 245}
oRE BRI 4= 91, Shadow MBR ¥l 128MB
719 HolEE 24 & 312, DataStore Fol=
10MB =719 dloJ&lE 2493 4= Qit}. Shadow MBR
F9go] glolE§E 243t & MBR Enabled HIEE T'E
At A=Y 7lsol 245k, MBR Done HIES
008 AASHAY AgA o 2L AU AfolEE <l
7Fld MBR ¥<o] Shadow MBR ¥goz A=,
T2 M4otd Eg€rt. w2bA MBR Enable HIEE
‘008 Aok A=Y 7ol SR Fong, Af
BA7} A 7FsE LBA J90l| k&= A7t HAst
A 91, HlolEe 24 H

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE OF
00000000 AR AR AR AR AR AA AR AA AA AR AR AR AR AR AR AR
00000010 AR AA AR AR AR AA AR AR AR AR AR AR AR AR AR AR
00000020 AR AA AR AA AR AA AR AR AR AR AR AR AR AR AR AR
00000030 AR AR AR AR AR AA AR AM AR AR AR AR AR AR AR AR
00000040 AR AA AR AR AR AA AA AR AR AR AR AR AR AR AR AR
00000050 AA AA AR AA AR AA AA AA AA AR AA AR AR AA AA AR
00000060 AR AR AR AA AR AA AR AA AA AR AR AR AR AR AR AR
00000070 AR AA AR AR AR AR AR AR RA AR AR AR AR AR AR AR
00000080 AA AA AR AR AR AA AA AA AA AA AR AR AR AR AR AR
00000090 AR AA AR AA AR AA AR AM AA AR AR AR AR AR AR AR
O00000A0 AR AR AR AR AR AA AR AR AA AR AR AR AR AR AR AR
O0D0000BO AR AA AR AR AR AA AR AA AR AR AR AR AR AR AR AR
000000CO AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
Q00000D0 AR AA AA AA AR AA AA AA AA AA AR AR AA AR AA AR
OO0000ED AR AA AR AR AR AA AA AA AR RA AA AR AR AR AR AR
OO0000F0 AR AA AR AR AR AA AA AA AR AR AR AR AR AR AR AR

[Fig. 5] Dump of LBA 0 when MBR Enabled = 1
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0000000050 F7 131 00 -
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0000000080 SF c4 1 A 56
0000000050 BA 7€ 01 EA 1C FE
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00000000B0 55 32 E4 B8R FE 7D S
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00000000F0 43 50 41 7

[Fig. 6] Dump of LBA 0 when MBR Enabled = 0
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(Table 2) Experimental Procedure

Sequence & Details Note

Level O Discovery

Activate

Injection of PBA Image

Set MBREnable to ‘1’

pattern = OxAA

Perform a power cycle
Read LBA 0 Fig. 5
Set MBREnable to 0’
Perform a power cycle
Read LBA O Fig. 6
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