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Abstract As the installation of Wi-Fi in public spaces becomes increasingly common, security threats
are intensifying in network environments where no password is set or a shared password is used by
many users. In particular, since sensitive personal information of users can be stolen through Evil Twin
attacks, security enhancement measures are required. In this paper, we propose a RADIUS server-based
random account generation system (R-RAGS, RADIUS-based Random Account Generation System) as a
method to fundamentally block Evil Twin attacks by allowing each user to use a different password. The
proposed system consists of a Spring Boot-based web server, a RADIUS server, and MariaDB, and is
implemented as open source so that anyone can use it. Through experiments, we confirmed that Evil
Twin attacks are virtually impossible in Wi-Fi environments where the proposed system is applied
because random passwords that cannot be guessed by outsiders are individually assigned to each user.
This study presents an open code-based approach to enhance public Wi-Fi security, and we expect that
the proposed system will be applied to various public places to contribute to creating a safer wireless
network environment.
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@PostMapping(§~"/api/create/CollectedData")
public RedirectView create
(@odelAttribute CollectedDataForm collectedDataForm)4{
collectedDataService.create{collectedDataForm);
return new RedirectView( url: "/available.html");

}

[Fig. 3] Part of controller's code for Evil Twin
Attack back-end server
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<Li><input type="submit" value="2191">¢/1i>
<ful></form>

[Fig. 4] HTML code for Evil Twin Attack front-end
page
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@cetMapping (G " /newAccount™)
public String createRadiusAccount(Model model) {
model.addAttribute( attributeMame: “account”, radcheckService.create());

return “newAccountPage”; // newAccountPage.html= 0/&
}
[Fig. 11] Part of Controller's Code for RADIUS
Account Generator Back-end
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public Radcheck create() { 1 usage

String username = generateRandcllLStrlng(), I AFEARS
while(radcheckRepository. ex1st53yUsernaﬂe(usernaﬂe))
username = generateRandﬂnstrlng(),

Radcheck radcheck = new Radcheck
( id: null, username, attributer "Cleartext-Password”,
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radcheckRepusnory save( entity: radcheck),
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return radcheck; // &f

}

[Fig. 12] Part of service’s code for RADIUS's
back-end server
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[Fig. 18] Raspberry Pi connected with Wi-Fi
router
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[Fig. 19] Tablet computer with display of R-RAGS's
Front-end
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database
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[Fig. 21] Information for Wi-Fi Connection
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