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Abstract Small and medium-sized enterprises(SMEs) often face challenges in conducting effective
security assessments due to limitations in security personnel and budget. This study analyzes real-world
security vulnerabilities in SMEs using an automated penetration testing solution, Pentera Core. By
employing Black Box-based testing, threats such as credential theft, privilege escalation, and
ransomware simulation were validated in real time. The results revealed that most organizations failed
to comply with basic security practices, such as avoiding password reuse and applying critical patches.
Based on these findings, a step-by-step response framework was designed, including risk-based
prioritization and revalidation processes. Furthermore, the study proposes a practical security operation
model through the adoption of Pentest as a Service(PTaaS). This approach not only enhances the
cybersecurity posture of SMEs, but also offers scalability for future adoption in public and financial

sectors.
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[Fig. 1] Attack Map Tab(Kill Chain)
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(Table 1> Overview of Key Features and Expected Outcomes of Pentera Core Attack Scenarios

ltem Function Description

Expected Outcome

Attack Map

Visualization based on attack kill chain

Analysis of intrusion paths and visualized response
plan

Credential Exposure

Password cracking and reused credential identification

Guidance for improving account and password
policies

Lateral Movement
systems

Simulation of lateral movement between internal users and

Review and improvement of network segmentation
policies

Shadow Admin Detection

Detection of unauthorized administrator privileges

Measures to prevent privilege escalation

Ransomware Simulation : f
disruption

Execution of scenarios targeting file encryption and backup

Simulation-based preparedness against
ransomware attacks

Reporting Module

Automatic generation of technical and executive-level reports

Simplified internal reporting and communication
process
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(Table 2) Step-by-Step Threat-Based Security Response Model Using Pentera

Step Description Key Tool/Method

Step 1 Automated assessment using Pentera Auto Pentesting Scenario
Step 2 Classification of vulnerabilities and risk rating CVSS, Pentera Score

Step 3 Establishment of response measures and guidelines Remediation sheet by vulnerability
Step 4 Reassessment after remediation Effectiveness verification via retest

Step 5 Documentation and reporting

Dual reports for executives and staff
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