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Abstract The Korea Internet of Things Society. In particular, Internet of Things (IoTs) devices, which
are composed of Cyber Physical Systems (CPS), which combine cyber systems and physical systems,
have a greater impact from potential vulnerabilities than other Information Technologies(IT) systems
due to their characteristics of operating in public places. Therefore, fuzzing tests are useful as a tool
for improving security by identifying vulnerabilities in such IoT devices and removing them, but existing
IT-based fuzzing tests are not very useful due to the security characteristics of the IoT. In order to
overcome this shortcoming, this study proposes a vulnerability identification technique that considers
the operation and security characteristics of the IoT by proposing a Token Tree-based fuzzing test data

mutation technique.
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perform_fuzzing_test procedure

Input TT root (Root node of the Token Tree)

npu target (Target to perform vulnerable test)

Output tuzzing data (Data for fuzzing test)

fuzzing data_list — Q;
/* Initializes the fuzzing test data list. */

vulnerabilities — Q;
/* Initializes the variables that store the list of vulnerabilities
(both fuzzing data and response */

p_root — TT root,
/* The root node of the token tree (TT) passed as an
argument is stored in the variable p_root. */

fuzzing data_list — mutate_tokens(p_roos);

/* The fuzzing test data generated as a result of performing
mutation work wusing a token tree is stored in
fuzzing_data_list. */

WHILE fuzzing data list # Q DO

tuzzing data « retrieve(fuzzing data_liso:

/* Bxtract test data one by one from the fuzzing data list
and save it in fuzzing_data. */

response — send_to_target(fuzzing data, targen):

/* Fuzzing test data is sent to the vulnerability inspection
target system through the network and the response is
stored in the response variable.*/

IF is_normal(response) # TRUE THEN
add_to(vulnerabilities, fuzzing data, response);
ENDIF
/* If the response to the fuzzing test data is not normal,
it is stored in vulnerabilities by associating the input and
response together. */

ENDWHILE

RETURN vulnerabilities;

/* Returns vulnerabilities containing the fuzzing test data
that caused abnormal states in the target of the vulnerability
scan and the response to it. */

[Algo. 1] Algorithm to perform fuzzing test to target
systems.
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mutate_tokens procedure

Input TT root (Root node of the Token Tree),
P cur_node (Current node to swap children)
Output tuzzing data (Data for fuzzing test)

fuzzing data — Q;
/* Initializes the fuzzing test data list.*/

p_root — TT root,
/* The root node of the token tree (TT) passed as an
argument is stored in the variable p_root. */

n = num_of_children(cur_node)
/* The number of child nodes of the current node (cur_node)
passed as an argument is stored in the variable n. */

FOR /=1, ..., n DO
/* Repeats the number of child nodes of the current node
(cur_node) passed as an argument. */

tmp <« cur_node.childT,
FOR j =1, ..., n-1 DO
cur_node.childj — cur_node.childj+1
cur_node.childn ~ tmp:
/* Rotates left using the pointer to the child nodes of the
current node (cur_node) passed as an argument.*/
ENDFOR

fuzzing test_data — fuzzing test data U

concatenate_tokens_by_traversing(p_root, )

/* Tt traverses the Token Tree and combines the tokens
stored in each node to generate fuzzing test data. */

FOR /=1, ..., n DO

mutate_tokens(77 root, cur_node.child);

/* Recursively calls a function transforming the TT and
generates mutant fuzzing data by rotating the child nodes of
cur_node. */

ENDFOR
ENDFOR

RETURN fuzzing data;

[Algo. 2] Algorithm to Mutate Tokens in Token Tree
in order to Generate Fuzzing Data for
Industrial Control Systems



190 AEQIEN8=E=EX| M11¥ X235, 2025

of thgt 4:3)7} Lojui7] wo] O(n®) o] 43 A7t &
FL g 7Y ol &gt A% AFE 473olA Attt
L E 3o =Y, BAP EF EF U AE EF
nEE B TATY EF EfY 2 WY £, od E
2]E Zlo] 941 FA(DFS, Depth First Search) 7]4t
+£3E B9l 2 =EE WEek A WA ol T(leal
node) HE FHE Fck= 3] IAoA HESE o
Y A EFES ol EAD] Adshs WA
o7 w4 HAE HolgHE g3t

concatenate_tokens_by_traversing procedure

= I 29 Zth Al|HEZAARIS] IFoR TRth
ARERIE Yl Al ARIo] -85 AMdA| oAl ARlof x|l
%l DNP(Distributed Network Protocol) 3.0 Z&

ZZ T8 opendnp3E S5 AR APHIERZE
o AYS APt on], HWFLOEH, LZFuzz
o} 1 45 vla EAstAT A2 24 core Apple
M2 Ultra 33} 192GB HEE GAGE A|A-0A
sorlor, A¥di= vt Atk

(Table 2) Performance Comparison on Generating
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stored in the stack are concatenated and returned as fuzzing
test data. */
ENDIF

p_root.isVisited — TRUE
FOR u € p_root.children DO
IF wisVisited # TRUE THEN
S.push(w);

concatenate_tokens_by_traversing(z, 9:

S.pop()
ENDIF
ENDFOR

RETURN fuzzing_data

[Algo. 3] Algorithm to Concatenate Tokens in Token
Tree by Traversing
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tuzzing data — Q; 10KB 2889.7 N/A 59389.2 N/A
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