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Abstract As the societal demand for cultivating skilled cybersecurity professionals rapidly increases,
there is a growing need to strengthen practice-oriented security education. This study proposes a
hands-on information security education model utilizing an automated penetration testing tool such as
Pentera, and empirically analyzes its effectiveness when applied in a university setting. Designed to
address the limitations of conventional security training and systematically enhance the practical
competencies required by the industry, the proposed model was tested with undergraduate students
majoring in information security at Baekseok University. The effectiveness of the training was evaluated
through pre- and post-education surveys, analysis of practical results, and expert assessments. The
findings indicate a significant improvement in learners’ security awareness and technical proficiency.
Moreover, the model was positively evaluated in terms of its applicability and scalability for real-world
industry settings. This study is expected to contribute to the broader adoption of automated security

tools in cybersecurity education moving forward.
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{Table 1> Comparison Table: Traditional Security Practice Course vs. Pentera-Based Practice Course

Category

Traditional "System Security Theory & Practice”

Pentera-Based Security Practice Course

Practice Structure

Focused on individual tools (e.g., firewall, IDS)

Scenario—based, full-cycle learning using
automated penetration testing

Learning Flow

Tool usage — result interpretation

Attack execution — analysis — response simulation
— report writing

Threat Scenario Integration Static and predefined tasks

Dynamic scenarios based on MITRE ATT&CK
framework

Tool Utilization

Manual tools like Nmap, Wireshark

Integrated tools (Pentera + SentinelOne) for
end-to—end security

Practice Environment

Individual VMs or local machines

Group-based internal network setup + agent
deployment

Learner Activity Type

Individual practice and result reporting

Collaborative problem solving, team reporting, and
presentation

Report Use

Screenshot or short-form task reports

Automated reports + visualized analysis and
response strategies

Automation Level

Manual configuration and analysis

Automated attack simulation, reporting, and
mitigation

Evaluation Method

Assignment submission and exams

Pre—post surveys, rubric-based report grading,
participation review

Learning Effect Measurement

Grades and assignment completion

Quantitative (Likert-scale analysis) + qualitative
(report/interview)

Industry Relevance

Introductory concept-based learning

Simulated consulting environment with expert
feedback
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(Table 2) Comparative Analysis of Learning Outcomes Using Pentera & SentinelOne-Based Training

Evaluziiten Caiizsary Pre—Education Avg. Post-Education Avg. Improvement Rate
(out of ) (out of 5) (%)
Security Awareness Level 34 4.5 +32.4%
Technical Proficiency (Intermediate or Higher) 40% 84% +110%
Tool Utilization Proficiency 3.1 4.4 +41.9%
Anticipated Applicability to Practice 3.6 4.7 +30.5%

A Fg=o] 9lom, 55| HE2te} SentinelOne 71_}91
A T2 AA AR TN ALS THsd &
droletal Frlolgict. k3 "SMYEC] AETH -“%—1-*14
et A THo] el A&t o, AL W
88 F47]9 BT MY nRAEd vl Bg

R $olets SR SIS, oleit 3y % A

7o) HEme B 58 wdo] Wit 7|4 £50] 1%
2 917, W3 F400) 539 2 A o] BTHY

2 A

B A%0) 4iE FFH0R W] 9 AbEA
F Ol BY, A4 A%E WL ST 24 2UE

gate] BAlstelh Aol Folet 351e) ShY AAS
POR F 4 JHMS A4, V1% G, =7 B
59, A% 48 /K540l thet Wk The 29} Zo]
elstsich

olefet $AE BE T 5L WolH, Aol
e 15T 24 o149, B B4 59, 9 o8 A

AeE PRES S8 A 9 4= A4
-SentinelOne 271 7|8k A7t ©2] Au} BA
FoFH S ek 9 R 24 ARt
A8 2dd =4 2 oRE 55 37
WEAE HIA gk, £49] Zlo], AF 2840
g3t 288 7128 E5 7 €9] A7E grlsigon,
AukR o 2 ok ERe}l Bl 2220] A £23)
Aoz BAEQIL, E3] 27 2= 24 &) g3

"1 BA7ER] sk, et 718 AgolA Z1d) o4t

o,

fu

o] ZeojH g :%ﬂé HojZdch
o=t Arl= Wel2ket SentinelOnes 3T A
79k Hot wg Kol AR o:m-oﬂ 7}7;}_3_ 23l

H AL #Hg|g}t 7)uke] s Hot A

S SentinelOned} QA 5t0] AA5HL, oS wiaglw
AHRS P8I Aegoan skaate] 7le I
gl wot ol M AIE AZHOoT HAST) A
2ol SAEL Tt BT B8-S o4 A4 B A
9] ¥l 129} TS WA 7A] olaskA| o
£ 25 3 Hot A 9 w9 7 Ao 283t >
‘il% ¢-r-‘ﬂ él% %ﬂi% —zmom] 5)9ith AR} Ak
FA71Y BoF A &
A EO] H}E ?J %2 mdo]als Wy
£ W FF AFolld= ‘:1*—# 22 T4 S Al
b 4= A

- Al 7]u} o]/l]— 2

_l

%

-

HA| Al2F(]): EDR 719 4]
o A gte] A FA
Aot

e WSS AT 5 Aok

- Hg=t ﬂoﬂE SafeBreach, Cymulate chorst
34 AlEdold EES vl 45t ZF =19

El
o

3w 484, vg 584 5 FPHoR

S27|Y9 W Het



£ S
= [S)

1t

A4 209

AT

fol

18 Py Ty o

fol

ot

gHE

=

A% 454
FHE S
AAH 0z

(1

(2]

(3]

4]

(5]

9

(7

(8]

9]

(10]

(11]

(12]

(13]

[14]

299 IAL} Bot Qi HA A4S ABYD
AseonA B 7 d
% 9l

ol

kel

90
T _’

ol

o =

B
re,
i
. (o
o
E

AT F445
Aol gt Hofol A 8
SERE oovg AAE BTt BAH|n
% 9 Bl

]
o& o
X,
1
-0,

REFERENCES

D. Tymoshchuk, V. Yatskiv, V. Tymoshchuk, and N.
Yatskiv, “Interactive cybersecurity training system
based on simulation environments,” arXiv preprint
arXiv:2501.00186, 2024.

J. Vykopal, P. Celeda, P. Svabensky, and D. Tovarniak,
“Scalable learning environments for teaching cybersecurity
hands-on,” arXiv preprint arXiv:2110.10004, 2021.

D. Tymoshchuk and V. Yatskiv, “Using hypervisors to
create a cyber polygon,” arXiv preprint
arXiv:2501.10403, 2025.

P. Nespoli, M. Albaladejo-Gonzalez, J. A. Ruipérez-
Valiente, and J. Garcia-Alfaro, “SCORPION Cyber
Range: Fully customizable cyber exercises,” arXiv
preprint arXivi2401.12594, 2024.

SANS & Pentera, “Why security validation matters
now: Review of the Pentera platform,” SANS Institute
White Paper, 2021.

Pentera Inc., “Automated Security Validation Report —
ROI Assessment (525-600%),” White Paper, Aug. 2024.

Pentera Inc., “What is Automated Security Validation
Asv)?,”
https://www.pentera.io/glossary/automated-security-

validation

Pentera Inc., “Pentera Platform Datasheet,”
https://www.pentera.io/resources/platform-datasheet

PeerSpot, “Pentera vs. SafeBreach — User Comparison
and Review Insights,”
https://www.peerspot.com/products/comparisons/pe
ntera_vs_safebreach

Wikipedia, “Pentera (company),”
https://en.wikipedia.org/wiki/Pentera

CloudShare, “What is cybersecurity simulation training?,”
https://www.cloudshare.com/virtual-it-labs-glossary/
cyber-security-simulation-training

SANS & Stratejm, “Automated Security Validation —
Pentera,” Technical White Paper, Nov. 2021.

EM360Tech, “Pentera: Automated Security Validation
Platform,” White Paper, Jan. 2024.

TheMoonlight.io, “Interactive cybersecurity training

system based on simulation environments,”
https://themoonlight.io/pentera-training-review/

[15] Wikipedia, “CyberCIEGE,”
https://en.wikipedia.org/wiki/CyberCIEGE

0] 2 &(Keun Ho Lee) (B3

= 20064 8¢ : 1t HFE
REiCIEEIZY)

= 20069 99 ~ 20109 29 :
APJAZ DMCET-4 AT

=20109 3¥ ~ @A : N
AFEZSE e




