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Abstract In the Internet of Things(IoT) environment, Message Queuing Telemetry Transport(MQTT) is a
widely used message transmission protocol based on its lightweight and efficiency. However, in the
standard MQTT architecture, subscribers statically configure their Quality of Service(QoS) levels without
considering network conditions, which can lead to unnecessary overhead or data loss under depending
on changes in transmission environments. In this paper, we propose a new QoS-optimized transmission
method where the broker evaluates network conditions in real-time, then dynamically selects and
adjusts to the lowest Quality of Service (QoS) level that satisfies the allowable latency and loss rate
required by the subscriber's application class before delivering the message. The proposed approach
allows the broker to recommend an appropriate QoS level at the initial subscription stage to prevent
misconfiguration and adaptively adjust the QoS level at the time of message delivery, thereby improving
both efficiency and reliability. Equation-based performance analysis demonstrates that the proposed
method adapts flexibly to changing network conditions, especially in environments with irregular or
long publishing intervals, and effectively reduces packet loss by increasing the QoS level when the
network becomes unstable. Future work will focus on designing and experimentally verifying a method
to more actively control QoS according to subscriber requirements by considering the trade-off between
reliability and latency.

Key Words : MQTT, broker-based control, dynamic QoS control, real-time condition evaluation, adaptive
message delivery
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[Table 1] Communication Requirements by
Application Class

Data Type Lmax Plossmax
2D camera flow 150 ms 103
3D camera flow 150 ms 1073

Audio flow 150 ms 1072

Temperature 250 ms 1073
Blood pressure 250 ms 1073

Heart rate 250 ms 103

Respiration rate 250 ms 1073

[Table 2] Assumed Packet Loss Rate by Payload Size
and QoS Level

QoS 0 QoS 1 QoS 2
1000 byte 1.00% 0.90% 0%
2000 byte 1.05% 0.90% 0%
4000 byte 1.20% 0.90% 0%
8000 byte 1.20% 1.056% 0%
16000 byte 1.40% 1.10% 0%
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[Fig. 4] End-to-end delay comparison based on the
subscriber's QoS level or the delivery QoS
level determined by the broker, when the
publisher sends a message with QoS 0
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[Fig. 5] End-to-end delay comparison based on the
subscriber's QoS level or the delivery QoS
level determined by the broker, when the
publisher sends a message with QoS 1
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[Fig. 6] End-to-end delay comparison based on the
subscriber's QoS level or the delivery QoS
level determined by the broker, when the
publisher sends a message with QoS 2
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[Fig. 7] End-to-end delay comparison based on the
number of retransmissions in a QoS 1
environment
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Throughput Impact of Retransmissions under QoS 1
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[Fig. 8] End-to-end throughput comparison based on
the number of retransmissions in a QoS 1
environment
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