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Abstract This study proposes a multiview ensemble-based phishing detection model to effectively
respond to sophisticated phishing website attacks. A total of 113 features were categorized into six
groups: URL, domain, directory, file, parameter, and network. Each group was independently trained
using the LightGBM. The results were then integrated using a soft voting mechanism. The proposed
model demonstrated superior performance over the individual models, achieving an accuracy of 96.0%
and an Fl-score of 94.9%. In addition, the SHAP-based explainable Al (XAI) technique was employed
to quantitatively analyze and visualize the contribution of each feature group, thereby enhancing model
interpretability and reliability. Generalization experiments on external datasets confirmed a stable
detection performance, demonstrating the model's applicability and scalability in real-world
environments. We expect that the explainable multiview ensemble model developed in this study will

contribute to the detection and prevention of phishing sites.
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[Fig. 1] Overall Architecture of the Multi-view
Ensemble-based Phishing Detection Model
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(Table 1) Feature Group-wise Dataset Composition
for Phishing Detection

Number of Number of Number of
Feature Group Rows _ Co_lumns Fee_ztures
(including Label) | (excluding Label)

URL 103,758 20 19
Domain 103,758 22 21
Directory 103,758 19 18
File 103,758 19 18
Params 103,758 21 20
Network 103,758 16 15
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(Table 2) Performance Comparison of Feature Group-based and Binarized Models for Phishing Detection

Model / Dataset Accuracy Precision Recall Specificity F1-score ROC AUC PR AUC
URL 0.9040 0.8793 0.8824 0.9186 0.8808 0.9690 0.9574
DOMAIN 0.7419 0.7016 0.6230 0.8218 0.6600 0.7927 0.7348
DIRECTORY 0.8867 0.8639 0.8526 0.9097 0.8582 0.9517 0.9386
FILE 0.8489 0.7412 0.9593 0.7747 0.8362 0.9132 0.8699
PARAMS 0.6817 0.9526 0.2194 0.9926 0.3567 0.6092 0.7455
NETWORK 0.9525 0.9420 0.9397 0.9611 0.9408 0.9868 0.9822
Multi-view Ensemble 0.9600 0.9609 0.9387 0.9743 0.9497 0.9923 0.9901
dataset1(Binarized) 0.8451 0.7312 0.9723 0.7596 0.8347 0.9075 0.8626
dataset2(Generalized) 0.8353 0.7328 0.8605 0.8209 0.7915 0.8277 0.7681
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[Fig. 2] SHAP-based Feature Importance Visualization
for Each Multi-view Group
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