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Abstract The rapid advancement of large language models (LLMs) has highlighted the Model Context
Protocol (MCP) as a new standard for tool integration. However, security vulnerability research in MCP
environments remains insufficient. This study presents one of the first experimental applications of
fuzzing in MCP environments, targeting two representative modules: a SQLite-based query engine and
a file system (FS) interface. To this end, customized fuzzing harnesses were developed to systematically
generate diverse payloads, and performance metrics were collected over 30-minute experiments. The
results indicate that the SQL-based server produced 77,758 test cases with greater payload diversity and
longer average payload lengths, whereas the FS-based server produced 47,520 cases with shorter and
simpler payloads. Notably, the response rate showed a clear disparity, with SQL fuzzing achieving
approximately three times higher response success compared to FS fuzzing. These findings suggest that
fuzzing characteristics and security robustness vary significantly depending on the target tool type
within MCP environments. Overall, this study provides an early systematic evaluation of fuzzing-based
vulnerability detection in MCP environments, offering foundational insights to strengthen the security
of MCP-based applications.

Key Words : Model Context Protocol (MCP), Fuzzing, Security Vulnerability Detection, Large Language
Models (LLMs), SQL and File System Comparison
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[Fig. 1] Key participants in the MCP architecture([3]
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(Table 1) Experimental Results of 30-Minute
Fuzzing Sessions

Experiment FileSystem MCP SQLite MCP
Total Cases 47,520 77,758
Unique payload Lengths 62 406
Avg payload Length 176.5 383.2
Max payload Length 429 2,479
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[Fig. 4] Number of Test Cases Executed in 30-Minute
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(Table 2) Response rate comparison between
SQLite MCP and FileSystem MCP

SQLite MCP FileSystem MCP
Total Test Cases 77,758 47,520
Responses Received 27,900 5,700
Response Rate (%) 36% 12%
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