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Abstract As the digital information society advances and Internet use becomes more widespread, the
importance of security continues to grow. In 2021, a company suffered a server breach due to the
hacking of its external messenger, email. This incident led many companies to adopt in-house
messengers to enhance work efficiency and security. However, some small and medium-sized
enterprises (SMEs) still rely on external messengers due to implementation difficulties. In particular,
SMEs in the semiconductor industry—a key sector in South Korea—face high risk of technology leaks
during a cyberattack. This paper proposes a messenger system for SMEs that configures a server within
the internal network, allowing access only in an environment isolated from the external network. This
system is designed to allow access only to those with the same network bandwidth, physically blocking
the risk of external hacking and providing an efficient security solution that can prevent information

leaks at low cost.

Key Words : Network Separation, Private Network, Secure Messenger, Data Leakage Prevention, Access
Control
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2.3 React
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[Fig. 1] Internal Network Security Messenger System
Isolated from External Network
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[Fig. 2] Messenger System Flowchart
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(Table 1) Default Flask Code Flow

code Explanation

app = Flask(__name_) Create Flask app instance.

@app.route(/)
def hello_world():
return "Hello, World!"

Define root path route.

Handle root path request.

Return greeting message.

@app.route(/api) Define /api route.

def api(): Handle /api request.

return jsonify({'message”:

"Hello, APII") Return JSON response.

if _name__ =='_main_" Ensure script is run directly.

app.run(debug=True) Start app in debug mode.
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(Table 2) Basic Real-time Messaging Code in React

code Explanation
socket.connect(); Connect to WebSocket.
socket.emit(authenticate’, {
token });
socket.on(chat,
handlelncomingMessage):
handleSend = async () =) { ... };
await
axios.post(${API_BASE}/api/me
ssages, msg);
const res = await
axios.get(${API_BASE}/api/user
s);
setMessages(prev =) [...prev,
msg));
scrollToBottom = () =) { ... };

Authenticate with JWT token.

Listen for chat messages.

Send message to WebSocket.

Save message to server.

Fetch user list from server.

Update Ul with new message.

Scroll chat window to bottom.
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3.2.1 Flask AH| 15
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[CEED) -MacBook-Pro backend % gunicorn -k geventwebsocke
t.gunicorn.workers.GeventWebSocketWorker app:app —bind ©.0.0.0:5050
[2025-09-26 20:10:39 +0900] [46314] [INFO] Starting gunicorn 23.0.0
[2025-09-26 20:10:39 +0900]1 [46314] [INFO] Listening at: http://127.
0.0.1:8000 (46314)

[2025-09-26 20:10:39 +0900]1 [46314] [INFO] Using worker: geventwebso
cket.gunicorn.workers.GeventWebSocketWorker

[2025-09-26 20:10:39 +0900] [46315] [INFO] Booting worker with pid:
46315

[Fig. 3] Flask Backend Server Execution Log
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[Fig. 4]= React®t Flask«] Hlo]A [PE oF H&S
Aot 2R 44 18] S 24 PR
475} o Alo|c,

REACT_APP_API_BASE=http://127.0.0.1:5050

REACT_APP_REA_BASE=http://127.0.0.1:3000
FLASK_ _SECRET_KEY=super—secret

[Fig. 4] Specify Base IP as Local IP
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(Table 3) Applying IP Configuration at Startup

code Explanation

Copy .env file from parent

op ../env env directory to current directory.

"prestart":

"start": "react-scripts start" Start development server.

"puild": "react-scripts build" Build app for production.

"test": "react-scripts test" Run React app tests.

Eject React setup for full build

eject’: ‘react-scripts eject configuration control.

o|o}A] [Fig. 412} Zo] IP A4 = [Fig. 5, 611} Zo]
Flask A2} WebSocketo]] dZ23] F+= IS S35
Flask 75 A] [Fig. 41914 2743t IPZ B2 5HA 23
i},

EE T

os.environ.get('REACT_APP_REA_BASE')

[Fig. 5] Applying an IP Configuration File to Flask

const socket = io(process.env.REACT_APP_API_BASE, {
transports:

'websocket'],
autoConnect: false

[Fig. 6] Applying an IP Configuration File to WebSocket
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=http://192.168.0.4:5050
=http://192.168.0.4:3000

=super-secret
[Fig. 7] Change IP Configuration File to Router IP
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