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Abstract With the recent acceleration of cloud service adoption across various sectors, cloud failures
have become synonymous with business disruption. However, existing resilience management
approaches suffer from fragmented environments, insufficient verification of recovery reliability, and
limitations in quantitative assessment. These challenges lead to delayed and failed recovery in the event
of failures or attacks, posing a significant threat to service continuity and reliability. To overcome these
limitations, this paper proposes the Automated Resilience Verification and Improvement System
(ARVIS), which integrates chaos engineering, immutable backup, cloud-native orchestration, and
AI/ML-based resilience analytics. ARVIS actively verifies failures, ensures clean recovery points,
automates recovery processes, and quantifies and predicts resilience, thereby implementing an
automated, closed loop of verification, measurement, and improvement. This system simultaneously

enhances reliability, visibility, and efficiency in resilience management in cloud environments.

Key Words : Cloud Resilience, Chaos Engineering, Immutable Backup, Orchestration, Artificial

Intelligence
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1. Chaos Injection Module

Inject controlled failure events

Ttailure

2. Orchestration Module
Execute automated recovery process

Feedback for
optimization

4. AI/ML Analysis Module

Compute & predict RI
RI=a(1/RTO) + B(1/RPO)

[Fig. 1] ARVIS system workflow
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(Table 1) Chaos experiment scenarios

. . . Measurement
Scenario Failure Type Duration -
S1 Pod Kill (podinfo) 30s RTO_app
Network Delay 1000
52 Delay/Loss ms, Loss 5% RTO_app
S3 MySQL Process Kill 20 s RTO_db, RPO_db
sS4 |1/o Chaos (MysaD)| /O delay 150 | R10_db, RPO_db

7t AP Al 71 27004 FRESE 24 A VIS
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(Table 2) Comparison of recovery performance
before and after applying ARVIS

Condition SR(%) RTO(s) RPO(s) RI
A (Manual) 81.2 68.3 + 12.1 1425 + 30.4 0.017
B (Chaos +

91.4 48.7 + 9.8 93.2 £ 271 0.026

Backup)

C (ARVIS) 98.6 294 + 5.1 58.7 + 185 0.041
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