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Abstract As blockchain-based data security technology becomes increasingly important in the Internet
of Things (IoT) environment, this study proposes PRESENT as a lightweight encryption algorithm
suitable for resource-constrained IoT blockchain systems and analyzes its performance. To evaluate the
applicability and performance of the PRESENT algorithm in IoT blockchain systems, we compared its
performance with that of SIMON, a representative lightweight cryptographic algorithm. To this end, we
applied both algorithms to the same Ethereum-based blockchain system and quantitatively compared
their encryption/decryption speed, power consumption, and gas usage. Bxperimental results showed
that while SIMON demonstrated faster processing speed, PRESENT showed superior efficiency in terms
of power consumption and gas usage. Therefore, it was confirmed that PRESENT is a lightweight
encryption solution more suitable for IoT blockchain environments with limited computational and

power resources.
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