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Abstract This paper proposes a novel IoT architecture that encompasses both IP-based and
non-IP-based, low-power things, enabling them to form social relationships and provide efficient
communication. The proposed architecture includes a novel application protocol, TinyAP-S, whose
design features focus on improving communication efficiency across the IoT platform by eliminating
handover procedures between gateways. Relationships between things and between things and users are
simplified into three types: Ownership, Partial Ownership, and Guestship. Location- and
recommendation-based navigation functions support efficient control and relationship formation.
Performance evaluation results show that the TinyAP-S protocol significantly reduces the number of
message transmissions through improved sleep mode operation, demonstrating high energy efficiency.
In particular, comparisons with MQTT-SN, a low-power standard protocol, demonstrate that TinyAP-S
achieves higher energy efficiency within the same energy budget. Furthermore, the proposed IoT
platform demonstrates superior scalability in experiments assuming a high-density environment

compared to existing SIoT platforms.
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1. M2

IoT 71&9] 4t} A o]7|% A k9] 3t
AZES SHE7] gt TRt A7} o]Fol A fiTh
Z7191= 9 71&S E83 WoT(Web of Things)[1]7}
575, o]F SNS 7IHHe] SWoT(Social Web of
Things)[2,3], & &4 EHZS FHCE T SloT(Social
Internet of Things)[4,5,6,7]12 ¥5ttt. £3] SloT
© AR I AEE BAE 285te] YEN T g T
AFPE FIA7e AS BHE Tt

Jejv B2 10T A2 A8 F5°] o|g9AY Hi=
g wA7t Bl EEHQ] 04 &6 witol, A
TS Fole B4 B8] ¢ F5851H8,9,10]1. 1
Aol 7]& SloT A& MNEH 1324 A= &9 4
O & o]RofH, ¥ AHEY ovA AL A%t &3
2 S(sleep mode) +9, °158< 7 ZA]9] Aol
flo] 92 Al &84 A=oH At 5 AA 94 9
4 EAl= 585 0FA Z3h

£ =Rolxl= ol=Et HAE dsh] sl B4 B
< Aoz A" A2 CSloT (Communication-
efficient Social IoT) OFIHAE AQI3ct. CSloT °F|
HA4= Alo|EQolet AFE 7t 5718k &8 HEE B9l
EZ Q3 AY AHE E0l, A 38 ZRESZ &Y
slo] HAIA] eHSEet HE QW HAE FHASho =R
HEQZ Fs18 M X3 A B4 /3
Ownership, Partial Ownership, Guestship®] Al 7}4]
2 oeslela, 94 7|e 9 =4 7)RE S Adtslo]
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£ o5 AU s 1gt 45 B7HE o, CSIoT of
7IEAet g ZEEEC] V& ST E3F ¥
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d A SHAAN TS ARH o= FFIITh
£ =29 12 o At 2380AME B AT
EA51a, 3304 Ajbsk= CSloT o718l E A
gt 430 Ms F8 & WAUESE 7Iest, 5%
A 85 B7F 2FE AR vRREte 2 o=
Ei=g

it

ml 2 of
ox

o
=

2. p

—_

re

T+

IoT &7g0lA A 1 =2y gx

e
1o
<t
4
]

il

Z HOo=Z WoT(Web of Things)Zt AU=ACH1].
WoT+x REST of7[El4E 7|Hto 2 & 9 7]4S [oT
Aol Hgsto]  AH|A FHT HAlE YR e
& oks Aol Sitk. 13y 2 A 7F TCP/IP A%
= FAelor stER, HFY el Wl AY A|oko] &
AAY AFEols F8o] ofgt= TAE 7HIh
ol gt Aok Hetstr] Ysto] SWoT7t AQt= itk
(2,3]. SWoTE= A8 SNSE IoT G| 53t UA
£ 5k HIAA] =AY 7IREO & TlolE Ff 2 A
o}E Fg3lrt. o] H WAl FTLE 7|9k SNS Ql=
&8 SHOA Aol o, A2 55, Afd &
Azt 5 [oT 04 E44Q 7152 HE]
J5}A] k1 ARE SNS Rdlof o]&3sl= LZ3Z SHA

o

ol2fgt ZAIE a5l sl SloT7F AbE| ATHAI.
SloT= AR 7t Tz AR-AREAY 7S] ARE Ownership,
Social, Service, Co-location, Co-work?] T4l 7}4]
o= AostaL, o &9l A= 119 Y ¢ AsA
Ql ABlA A3 HIEE TH4,5,6,7]. olHE &4 T
A BYe AR AEAHQ AZAE E=olar AHlA A
A& AYste © 583 JTZ PSRN, thFEe
e TAY AEH HA FFE SloH, AA|
[oT 3AollA 83 XA X Y, €9 ZE 7|9
ozl &7, A olsAol e &Y W=eHe} 2
2 484 29 WAYUES FE5] AFsHA ZFlT

stH, LPWANO|Y FA4 A4 YEYZ 404 H
olg9] E214 HE HE&S Eol7] AT Uzt 7l&ol
AtElo] AT AR BA By} ZiE o] QA=
%H8,9,101.
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[Fig. 11 CSIoT architecture diagram
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Bk Zpo] FEIE P 7] AFEL f- A AEHYS
B9 SR 2 F&Sch vhd, v 1P 7]eE AAY
AR Al AAHoE IEU dE 7)ol glo
AClEFIelE Bl ERAEF} AAHr

AolEQIol= vl IP A gt SA BA=E, AA
MEE A 88 ZEEEQ TinyAP-S oHEHE W&
0}01 ZHEI FIF dlold wES 4343ttt TinyAP-S
= AAY [oT FZAE Yol EAAE TinyAP[11]E CSloT
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[Fig. 2] Device configuration and communication
relationship with the platform
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CSloT Z#EF-2 thyst tjuto| Ao HuAE AlF5
= YL 7|9t QY e R, 719 W ?l%, At
= B34, A=A B4 9 HlolE 3 5 3 7le=

Pttt ZEL T2EQIE Y AH]A, TinyAP-S
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T (Fig. 3 F=).
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[Fig. 3] System configuration of the CSIoT platform
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{Table 1) Functional Differences between TinyAP
and TinyAP-S Application Protocols

Function TinyAP TinyAP-S
address field length 2 bytes 4 bytes
platform integration X 0]

created and

managed by the created by a thing,

creating a thing 1D managed by the platform

server
sleep mode management
entity gateway the platform
mobility support X 0]
location information X 0

transmission

TinyAP-S= 38 [oT A= 93t 4% S8 ==
EZ TinyAP[11]9] CSIoTY A4 7|5 XY=
4%+ T2EFo|r} TinyAP HH] TinyAP-S9] F8
U AR thadt ZtHTable 1 #X).

o F713} 7HF €9 2T TinyAP-S& Z3iE0] %
A BEst= &9/9e1aY AAEC] wE AlolE
?Jole}t 5713 &Y HEE ARSIt ESHES
AREo] ofubs AlZtollRt o3 HolElE A
&oto] A= EE st 7] AHE AASIL 9
YA AH1E A7etKFig. 4 F2).

o A A= oH!: TinyAP-S&= SE T4 X E
g-8sto] AREo] o] FIE ACIEH] 1t AEQ
HY ARIF Aat glo] HolHgE A4 41T £
GA gk ol AlA" AT B 588
l.—_o]\jr

o Fa AA FE T4 AAE 4HO|ER oo
CSIoT #49] A& & 58& gHsI50H,
AREEA7H] AR 5= AYske Al HIAIA] B
d=o] F7HE U

_{

42 MEX 1Y H AE S5

CSIoT SR HEols FAe B4 2 HE A

55 98l 71 € Q15 HAE AX AR HHle]

AL ol oYl BEL AM&StEE HTTPE 719] Azt
23} ]":]'(Flg 5 X)), vhH AF=-S [P 7]dl/H] P
HE 22 glo] TinyAP-S HAXE 53l S EZo| 5=
"ot AHE 58 Al AR D, HHlolA BT} 3, "]‘
£9 294 2/AE Sk W4 Het 949 1f
7I(AF=9] PIN, Al2lE ¥E 5)7F Basith o] FH=
o]% Ownership ¥4 43S A3t 7|5to] Eot. Fig. 6
< AHE 58 EAE UEhdth
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[Fig. 4] Control command transmission procedure
in sleep mode
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Response: registration /- regs i — : e-mail message
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[Fig. 5] User registration procedure
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Manager
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Generate authentication key Registering things in the
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Complete registration

I : platform component — : TinyAP-S

@ : cevice

RESP_REGIST: Registration results
(including authentication key)
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— interal msg
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[Fig. 6] Registration procedure for things
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*  Guestship: 371¥ 4 dloJERt 23] 715
A Ast
Ownership ¥4 474 FAH& Fig. 80l HehA
Ownership IAE AHEAE FHO4 Owner7} gl
AR BASE &, AA ARE S0k IR71E 9"
sto] AgEct. /7171 GAISHE BAZE A=, o]
AE+= TinyAP-SE &9 AFEE Asdrh

&
m

o Ownerol7l %9 o35 SRelsh WA B9 94
=t} Owner7 4218 4% 234017 Akl 71 4
2 Hslo] Rojun], BAEL o]F FAH WA 5

sk,
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Partial Owner
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Read
Timeline

Manage
Relation

[Fig. 7] Restrictions on accessible functions based on
object relationships
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Request: explore the surroundings

Response: search results (guesthip list)

Check for object IDs without
owner set

Request: request for ownership

Check PIN

information

- — [ : piatiorm component
PIN information is
) @ :cvice
valid

—> :TinyAP-S
REQ_OWNERSHIP: Send > :HTTP

) ) new owner information

ownership ] - action

Response: request for unique key
(PIN) input

Request: send PIN information

[Fig. 8] Ownership relationship formation process
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L - IR A L ERCRt )
A B B AEE ko sin, Qlr]Es}

2 99 3 LR MBS 9H 2HT

t} o] HAle el HEEIRAE glo|x Wash
Al BEUE #E2A ot A ARz ofdA]

£ Utk

i

4.5 HOoE AM H %

lolel AlARE ARge] =313t Hlo[HE E3Ee2 A
Sdte FRlolH, o] I TinyAP-S HAAZ 3
ChFig. 9 #%). ERE2 FAlE HolHE Bzl 3
Bl& 7Fgsto] HTTP 7|fko2 ARg2} tjuto]Ao] wigl
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Data Tx and Rx
Manager
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[Fig. 9] Data posting example
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5. 4

oIr

Got

CSIoT &9 #4] 45 842 TinyAP-S ZEE
29| &7} CSloT oZ189A 9] & AFsl] ¢
3 Java 102 AZTE AA| AlEHCIEHE o]&5to]
MQTT-SN[12] € 7]& SloT[4] SHED} vn B7=
SP5t9ict. TinyAP-S9F MQTT-SN9| F8 7154 2}
o] Table 20] 89F=o] 9t} &£ Lt F72 - A&
A5 - 4571 784l - Hlole] AA] - &8 BE AU
shte] EdAdoz Holstoirt.

{Table 2 Functional Differences between MQTT-SN
and TinyAP-S application protocols

Function TinyAP-S MQTT-SN
operation mode Client-Server Publish-Subscribe
gateway handover no specific connect after scanning
procedures
authentication session key session key
header size 7 bytes 5~8 bytes

messages per 4 8
transaction
bytes per 3 18
transaction

Fig. 112 8] IP 79k ]2 ARze] 5,0003]9] E=f
AL U S o ke HAR Y] AT Ho
F. TinyAP-S= €4 2E AXY Al 2] Aof H
AAE 85| k= #2454 9ol MQTT-SN
oiH] o A2 HAXE L

Total Messages Count

45000
40000
35000
30000
25000
20000
15000
10000

5000

——MQTT-5N Messages  =—TinyAP-5 Messages

[Fig. 11] Total number of messages exchanged

oA 4¥) WS A5 Fig. 129] ¥ IP 74 A
g FHsk, % el AA Wlekl WAE NP A2
3o} AU FFoATk Y BAL Table 30 B2t
et

RF Interface

MCu
STM32L476 5X1276

3.6V Li-ion
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o

ST YT

ADC Ports (4) SPI Ports (2)

[Fig. 12] Non-IP based low power thing

(Table 3> Energy consumption evaluation
experimental environment

Item Setting value
low-power thing MCU STM32L4
wireless communication module SX1276
transmission power 14dBm
message length Tbytes

voltage drop-based power
consumption measurement

62000 times

measurement method

number of messages sent

=4 A7 27] AGL 3.118V, AL olF Mg
2.670VE Yetgton, s 9k M= d7iEtel HiE
2]9] W A4 H|wA Akt s i7tol] sfidst
02 A9 29 H8519[13,14] #AA 139 B
AY ot oF 7.2uVE A&

AlEFOlA B3RS gHs5t7] s MQTT-SNo=
TinyAP-S¢t 5Ye &4 7|5 HAAE F713eH, &
9 oy gejulEE 75te g A& eoldE 35t
At Fig. 132 & ZREZY oA LH|HS B et
ZA3o|w, AHE 2t19] BHagtolth. A% A TinyAP-S
AHE2 MQTT-SN AR thH] 40% o1 &2 oUix] &
€2 Hrk o]t Aol MQTT-SNo| ¥E 44l
EQF 34 IHolA o B2 Ao HAAE 85t
HAIZ] Zo] g 47| figog HAgr

Energy Consumption of Device

EnergyRemained (V)

The number of data messagestransmitted and received

——e&nergy remained on MQTT-SN Device  ——Energy remained on TinyAP-S Device

[Fig. 13] Terminal energy consumption by protocol

Fig. 14+ CSIoTS} SIoT[4]19] dlolg ATAZRS H]
w3t Axtolct, dlofg ARpAZE 7,2 THEEF o] A
ottt
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tlolHE £33 & X 270 R RFEHY k= $A
walo|Z|gk, CSloTE A tutolA BRY)-Agte] 7|5t
S AP "EEE ssto] 2943t dojg HEg &
o]7] o Hrie},

=

Propagation Time of Sensor Data

-SioT Platform

[Fig. 14] Data propagation time within the area

viEl ] 7|9k A AR 1" YRIAT B2t
A goug Ao|Ego] 7t o]z AU F8F 84
oltt. o|& B7Isk7] flsl, B IP 7|¥t AAY AREe] 7]
Z 7olEgo] Aol M2-E Ao|ESo] BZ o]&gt H
CSloT E3E Hlo|el& st AF=71712] 2
£ A AZEE AlEGolAeE EA59. TinyAP-S
9} MQTT-SN& ARg3H= t7t o] & ACK7F fl&=
HAZ](H)A7] A Hole)E 13] Hdst
olg A |7IA] 9] A4 ARk 22 1008] &7g%t 2

2 7
T Fig. 1590 Uit A9

MQTT-SNEt} o} 5 2 20| 57 trebde. o]
E TinyAP-5] ERE B4 92 B Fxof /19T

t}. TinyAP-S 7|9k AHe-2 Alo|Egjo] ¥ A] CSIoT
ZhTo] AR A HHE &Hog GRFIHE,
HE o] PEQH E= A7HY A3 §lo] SA] Hloje A
o] 71531tk vhE, MQTT-SN 7]8F A& A28 A
o|EgojollA YIEQA 7HY HAE ASHE A 3
Sof stng o 71 Ao HAIITE.

|

g

Time Spent On Data Transfer After Moving to Another Gateway
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[Fig. 15] The time it takes for data to be transmitted
after the thing is moved
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