AEQIEUIEER=EX] Vol. 11, No. 6, pp. 217-223, 2025 https://doi.org/10.20465/KI0TS.2025.11.6.217

HE[DYD ADLEAQ J|Et B
LI} AJAH

|2 Al &A1ZH 2FEd

O
3

px 49

» O3
'SIYTHSIWERICA SISt w4, ZBMHstn S8R orsta w4

Design of a Multimodal and Smart Contract-Based Real-Time Safety
Evaluation System for High-Risk Al

"
Sung-Jin Kim!, Sun-Jib Kim?
professor, Department of Convergence Security, Hanyang University ERICA
Professor, Department of Convergence Security, Hansei University

O T ol F§ 5 TSI Hokol Al S HolH W, Bok Ry, 84 BAIR o8 et Ay
7o) Wa e avehn Qe FEASHRASNEANIAL 784 Z2AA 7 i AFS S5t ot
4 Wb, 25 FER A% 1~25% el A, WAk 210 £ HEolel 124 WA AU ek o)),
2 QApolA AISHE FAL NIA 79745 S48 09 Fewe AXZF A B7h AAWOR AWS Lambda®h
Comprehend, Rekognition® $-83] 53 7] HAFA7|eke] dAEe} olw] 4% 54 EAsH: Welmgd Al 4l
72 AREe 9o YEg J1E AT ] 8.89% AT 98%S YA Eak, Hyperledger Fabricol
snte Ackos A WY B IS BEFOEA 7% $4 du] 66 wiE ST 23% HAES S
2 Q77 F5 dlolg mefoluA] Wel ot nH Al A Blol BLEE sl

L o o FO

FHO - a9 AL AL P W7F, FEIRG ©A], AUME Ao, AR ®HY HX], A

Abstract The recent proliferation of Artificial Intelligence(Al) in high-risk sectors, such as healthcare
and finance, necessitates rigorous safety assessments to address data bias, security vulnerabilities, and
ethical concerns. Although the National Information Society Agency(NIA) currently conducts safety
certifications based on a 7-step process, the framework faces structural limitations, including static
assessment methods, processing delays of one to two weeks caused by manual reviews, and a lack of
transparency in audit logs. To address these issues, this study proposes a 9-step multimodal real-time
safety assessment system that extends the existing NIA framework. Utilizing AWS Lambda, Amazon
Comprehend, and Amazon Rekognition, the proposed system performs simultaneous analysis of text and
images with a 5-minute bias detection cycle. This multimodal Al safety assessment approach achieved
a 98% accuracy rate in information bias detection, representing an 8.89% improvement over existing
research. Furthermore, by implementing automated logging for the entire process via Smart Contracts
on Hyperledger Fabric, the system demonstrates six times faster response speeds and a 23%
improvement in accuracy compared to conventional methods. This study is expected to contribute
significantly to preventing data privacy breaches and enhancing safety assessments for high-risk Al
applications.

Key Words : High-Risk AI, Al Safety Assessment, Multimodal Detection, Smart Contract, Real-time Bias
Detection, Blockchain
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[Fig. 11 NIA 7-Step Process and Key Limitations

{Table 1) NIA 7-Step Al Safety Certification Process

Step Name Main Content Output
Model Al model design Model documents,
1 S documents and initial Article 33
Submission

risk report confirmation[3]

Initial scan of high-risk
2 Risk Screening |elements (bias, security
vulnerabilities)

High-risk element
identification report

Training data source,
diversity, privacy
verification

Data quality/privacy

3 Data Collection
report

Bias/risk quantification
(75% accuracy,
probabilityxseverity
function)

4 Scoring Bias score report[4]

Red team attacks,

5 | Lab Validation | XA-based vulnerability | Yaidation/reliability

analysis report
. .| Final decision based on -
6 Approval/Rejecti NIAJAIS| criteria (Article Certificate or
on . rejection notice[3]
34 compliance)
7 Post-Deployme [30-min cycle monitoring,| Monitoring logs,

nt quarterly reporting reports(7]

5. Ad4A AF o) B oF AR HeE AEs)
714 enzel gAE 7ozt 54 99
Soh= AZE AT

/AP Article 349 2 SFE 7Nt

2 SRt Ak 27k S BelsA got AL
BE sl ok,

7. AF B8 308 2] BUEHY AAL AAZ
F A5 WES 25 olg, F HiAw
olele S AHRTH7)

Jei NIAY BrhRge hewt 2o wAEe] 9

o

AR, HAZH EHOAE 308
< 5% F7] AE3E YUY 7F
A} AFAAEE Lambda 715F 27T HAE 4] B4
of gg=|o] QLo oW|A-ZA 5 FE Hlo|E Y] Azt
A APstA] F3ich

E4, CNN-LSTM 2&& &8 HYrE 90%7HA
N5t o, ghgol HAE HolEo] XA glof g
AE-olu]X] 7+ A2 Ao A Yeths H3kE BX5k=
o] Fx7 A|eko] wErt,

AR, FAA ZHo| A& Hyperledger Fabricg &
B3 FAF 2719 xR AEE AAY O, ARLE A
OF 7]50] nlEEE o] 59l ¥ At Mo A Aol
E7Fs5te AT Ak

olof £ Ao4l= ol 7| BEY +24 3
HAAG 5=, Y 229 Ao A5 A5t FANE
FE57] Holl, E¥E oA HeElRg A7 g
B7F A 2"ES At

3.2 Mot Al HIIRH(HE|IZE 7|4

£ A4 ARtsk= ottA] HElY A7 Qb
57t A28 NIAS] 794 B7F AAZE Ad 34
7I8F 2 9 = BaAoA 2-H BYEFY A9,
d ng A A, DA 21 BERA 59 EAE
Ast7) Y AAEATHG, 7). AE HE|mG AA]
W H7R e NIAQ] 794 B7} AAE 743 B4
d g FA FRE BYSI[7], dloly EA-AAE
71%8& AT NIA ARS FF01=S A=A
BE2 [Fig. 2]3t Zo] HAE W gX] HE, oA
WY ©A BE, 191 Y deRY § BERE 4
3=

gAE AFL Amazon Comprehend APIS E3
7 A" & BERT 7|6t A¥|d o2 ®igk=]o] 7682+
o] E4 WEE YAH10]. ol= EF9 ou] RS
IUzE FFste] 1YY A1Q] HAIZE HEF @xof] H

oX,

¥

Aofofoo



HE|Z S ADFEA S 7]E 19

(8 Al HAIZE Q1Y BoF AIA” A 221

83 HAE 7|9 EAE AlFgT

olu]x] Y2 Amazon Rekognition API®} 4l
CNN oF1El4Ql  EfficientNet-B4[111E &85}
2048 AHU9] AlZHA EA wlEg 2EHch o] g2
olu|x|9] A Wz} JRE FH1A wrgsie] gAES}

2] ojo] 3202 ARt

of o] 7R3 Azt

Text Bias Detection Image Bias Detection

Text Input
Comprehend APL

[ 1

Image Feature

Image Input
Rekognition APT

Text Feature Extraction
BERT Embedding
768 Dimensions

Extraction
ResNet-50
2048 Dimensions.

\ Multimodal Fusion /

Dimension Normalization
PCA + LayerNorm

!

Cross-Attention
Mechanism
Cross-Attention
Transformer

!

Bias Score Fusion
MLP Head

!

Final Bias Score
Fi-score: 98% Target

[Fig. 2] Proposed Multimodal Fusion Model
Architecture
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(Table 2) Experimental Environment and Hardware
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