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Abstract With the increasing security threats from the proliferation of IP cameras, the importance of
machine learning-based anomaly detection is growing. However, existing studies are often biased
toward single datasets, limiting their generalization performance in heterogeneous network
environments. This study proposes a robust Stacking ensemble-based intrusion detection model by
cross-utilizing the host-based N-BaloT and network-based Kitsune datasets. Specifically, RF, NN, and
AdaBoost were configured as base learners, and hyperparameter optimization was performed in the
Orange3 environment. Experimental results show that the proposed model achieves an AUC greater
than 0.999 under the intra-validation scenario. In inter-validation scenarios, performance degradation
is observed due to differences in data characteristics. Information Gain analysis reveals that the
asymmetric anomaly signals between the strong attack patterns in N-BaloT and the relatively subtle
anomalies in Kitsune are the primary cause of this performance degradation. Furthermore, the
proposed stacking model demonstrates more robust performance than single machine learning models,
suggesting its applicability to real-world security solutions where heterogeneous data sources coexist.

Key Words : Intrusion Detection System, Stacking Ensemble Learning, IoT Security, Cross-Domain
Intrusion Detection, Anomaly Detection
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ICT(Information and Communications Technology)
71&9] WA u=l AREQIEYl(Internet of Things,
[0T) gLl A thH o ARRET Qick E3] 191
7ot BH S 7o) S7HE QIS AT BUE o]
7hs3t 1P 7HEte] =87} 345] F7FstaL ATt o
710 ghdo] 7pto] F7HE Frote] bdE AAte®
gl 9 71805t 271 AA7E dEtstEEA 1P 7H
2he ARSARNAl Mg PGS Algshe 24 71
o= A FStTH2I.

SRS =97} STt wef Heto] FE6] AlEE A
%2 71715°] FoE HFGEHA, o3t H& &
3= 37 AHI7F 718k Qlek. Yuhong Nan 5319
Ao M2 B 4 [oT 89 oF 31.8%7F ARSA}
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ou, o]& <lsf meto|HA] Hsf fIFo| B& F7F5HA
t}, o]#gt Bt 92 =gt 78S ol thti A
Al Tl olojx|aL Qlt. FHT AEH ] Wio] mEH
F|oFgt Hot A4S o8t s o= oF 128t Hie IP
7haet GAol &= 0] e Y AtolEojA A
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ol &7 7l&ol et A7} thgsiA K=ol ok
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Forest, Neural Network, AdaBoost®] dto]#u}eta]
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At HF B2 AXoke AL HRE STt
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FIA717] el WAl g 283t ohgst A7t X158
wo] gt

Fuled 5619 A= 1P 7Het o= Ist Ay
& A ZAE slidsty] sl Az 71eke] Azt
|EQIT 34 A A" 9 AR ol EgAolAE
IStstct. CIC [oT 2023 2 Hojg] MEE &-85}o]
IE9IT EdfY oj¥& 45 Dos, DDos, Spoofing
T & A 7 34 {300 gt b B REE
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AK[7]19] A= 0T TolA Bl 342 Azt Mirsky S{9]0] ARt Kitsune HoJE] AE= A4
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/\ﬂE = E”—Q-OM Decision Tree Naive Bayes Random
Forest, KNNOJ 47}4] &1 Jer 45 3
7hetdal A A3} KNN ¢ag]Eo]l DDos, DosS,
Data theft 32 &Ao|4 99% ol =& A&
Bk skARE Hlol &+t EA12 Normal Ezfy}
Data theft F4°] i3t B4 52 JHHo= 3A
e
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£ HloJe] NEES w4 &Esto] n|gks sHgolA9 &
A FREE "S5kl olF H]l 1t 5 BAE A
2318 §= Q= TS EE5HA Bt olF &9 |3
229 A E SE5H= Stacking 7]8Fe] 74AgH Het
HalS Aiketar, g3t wiehve FdS Bof AA P
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2.2 40| ME

Meidan 5(8]°] A3t Network-based Detection
of IoT Botnet Attacks (N-BaloT)® IoT 77|15 4+
O= sk= Ul 542 "HAR] 9tk SAE VN Ho]
E] AEo|t}. AA AR 10T 717] 95 tiAto= 43

Hlon 7171¥ A4 Effigy} timrddd 2 FA<
Mirai @ BASHLITE(Gafgyt)e] T2 Eg|do] x3ty]
o] 9t} o] HlolE] AEL iAo 555 AARto= B

As7] Yol EAAE S22 7]-J—Q E2] 7]8to] CSV T+
dz Fgslel k. 59 32 HYME 2 gjzlo] =
2zt wjupch AA P2F MAC F4, 242 ZE 59| J
£ 7Iite g PF ANsEE AASH & 115719 YE
93 A4 EAS FE51tE 5] 100msHE 1min
7HA] 5709 AR T AZE AEf-E E-8ste] HlolH
AE5e] SA4% HokE oA or s Qi &
AT A= IP 7iH2t Hetolghs #4 H2 o H5sh]
st A 7171 - #lolw] ®EUE 19, HEeb 7het 44,

+g S IP 7HEt BlY e A HEHA SF0A
e YEHZ 79 Hlojg AlEclt. o] Hlojg ME=
AA HEZ g0 AZ4E 8] HD 72t Edfg

< 7|Rto 2 ol YEQA HjA9] BAH 535S A
7tog ZAsto] F 115719 E4LS &3
2 A4 Kitsune HolH AEE E&sh= 54

S22 dole9] 3 9 34 Alue|e9] oA gE
o]l 9ltt. N-BaloT7} 717] Z4]9] B4l ZA] FZ&sich
¥ Kitsunels A4 1P 7HollA] LA 4= Sl 959
Het S1H(ARP MitM(FXHA 3-2), SSDP Flood, SYN

DoS, Video Injection 5)& XE3gelal Qltt. EA &
ZHo| A& N-BaloT 5YUsH E4 & d1eE5S
FHOFAL o] &4 1P, MAC 4, ZE AW FZ 7|9t
o7 115719] AA E4S =&t dRlsl 45 &

o~

A Aﬂo}ﬂ o 49 =24& 451 ot

=9 115709 E4& 1719 552 5719 /‘]Zl' 2

E-r(looms 500ms, 1.5s, 10s, 1min)& U+o] £
she Ezflgo] G243 Hael A7|AQl ol A
Ao RS E HA = LA oRE MI(MAC-IP),
H(Host-1P), HH_jit(Jitter) ¥5& wlo]gl2] Jzt Bt
52 U= 1X9€(1D) 5AE &85, HH(Host-Host)
2} HpH(Host-Port-Host) M= ATAGTE X3S 2
AA(2D) BAE E-8sto] 7171 7He] EFARI T ARE-
< Htgsitt. Table 12 £ Aol 83t & HolE]
NES] F&42 HEYA TA4 54 9= Hehdrh
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(Table 1) Network Traffic Feature Specifications

Aggregation Description Statistics
Level
M Traffic statistics based on weight, mean,
Source MAC and IP addresses variance
H Traffic statistics from a specific| — weight, mean,
Source IP variance
Traffic statistics between weight, mean, std,
HH specific Source and Destination| radius, magnitude,
IPs covariance, pcc
Inter-arrival time (Jitter) weight. mean
HH_jit statistics between Source and \?ariénce ’
Destination
HoH Traffic statistics based on IP \:;Z'i%zt' r:aea;'tuzt:'
P and Destination Port + mag ’
covariance, pcc
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£ AolM= [P 7Het 9] J €A 5
g A5 A8 TAE 7]4ke] N-BaloT9 HE
A3 Edxj” 7|619] Kitsune H|°JE] AEE &-&3ict.
E% iAol daen e ndo] FARS SH5]
el 5 dlolel A EE WA Lol AN EE 75
Skt

N-BaloT H[o[&] AlEx= AA| 10T 717] 9% & &
T-9] EAo] Hgloli= HolH] HUE], Kt 7t 5
6Hi<] 7171 Hlolelg Axsto] ARESltt. i HlolEl=
A4 EF Yy} Mirai, BASHLITE 5 t#2]Q 24l &
4 Effjgg miola glow, A3 a8 9l ot
o|#(Python) 719ke] F2+9] HEFS AA F 90,000
7}9] elolelE FEotrt.

Kitsune Hlo|g] MEX A4 29 &2l 1P 7HH=t &
Al HIEELIF0|A 45 o8&, Z7] 1008t 712 37
o] A4 Efjog 4 T FAo| YAsk= +2E 7t
Zlch. 2do] Aust s é@—% f18f labels.csv L=

Iﬁ

il
=
©
AN

EA5te] TZF(Label 1)0] TA¥sh= AE3t Qelx —_rL7}
= Agsiylen, g AR HAltke AEsHA &

= 2 AF Hole F2E N-BaloTet v’\]‘°} T
Fo= gEy] 98 971 54 {F3EE °F 10,000704],
123 g EFE 10,0007 F&sto] & 97037719
tlolEE gHslyltt. oldf SYN DoS 343 Zo] 7H&
dlo]E7} FE535t Ave] o= AA| $ES wkgsto] 7,037
(9] HlolEE M FEoto] ARSI

£ AqollME= g5 tlolElet HAE HolE 1k &
A 3 BIAE FH4asolr] {8l Kitsuned}t N-BaloT
tlolE] NEoA AR AT == Afterlmage 7|5t
11570 B4 EA4ES AR8sialtt. ol& 99l Kitsune €
Z folgo] ¥ £ M3 5 249 EZ83t QuAa
& AAstL, 2 AdFof sfdol= 5 B4 AT
E51 . o]F N-BaloT2] E4%< Kitsuned £4
AAL} tHSHEE APE 2D WBFoEH F HolH
NE 7+ 42 E49 A4S gE5H

HEH o2 HA| Hel WA g9 o
B7ksk7] e, Zt dlold AEo] aghE thaFst Al
AEES ot 34 M= Fekotadrt. ol ‘I}
2 =Roxe ZE dHelgE A4Norma)i &
(Attack) T 7H9] SAT 71 = FEiE A oto /\}%
ofH, FAHQ] 42 Table 29+ Ztt.

FI

r)l

r
(]

|

5 45

_q-_l,olﬂﬂl

d

(Table 2) Dataset Specifications for Machine
Learning Training and Evaluation

Dataset Category Description

Data Source Traffic from 6 real loT devices

Total Instances 90,000 samples

N-BaloT -
Feature Count 115 statistical features
Class Normal, Attacks (Mirai,
BASHLITE)
Traffic from various network
Data Source .
environments
Total Instances 97,037 samples
. Feature Count 115 statistical features
Kitsune

Normal, Attacks (ARP MitM,

Active Wiretap, Fuzzing, Mirai

Class Botnet, OS Scan, SSDP Flood,

SSL Renegotiation, SYN DoS,
Video Injection)
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2 Ao ZE AYS AMD Ryzen 7 5800X
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8k 9 Wrlol Python 3.14.29F Orange3 3.40.0&
ARESHRATE £3] Orange39] Test and Score A1
Bl 10-fold WA+ HEZ AR =N RO FA A
AL B35t}

A WA k5 29 Random Forest(RF)E 4173
o= loT ¥73 579 1A} Hol kol25
FHHo g Aofstr] {Iftelrh. RF= =329l tho
A UEE A H 1 AnE gddlole A
(Bagging, Bootstrap Aggregation) 7|< 7]¥to&
s, o]z REo] BAks Eo] BAHFE WA ok=t] &
¥3st &3 9ot &3] Adnan Rawashdeh {1019
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ojlzfgt HIAYES Bl A2 1A+ HlolE e
B AHAAE FE51 5o FF dlolHERt oY
2} P2l Y EHA EdY fdolAe 953t A5
S 93Jstt. Sangeetha V. 51212 LSTM(Long
Short-Term Memory) YIEYIE &-§sto] Ezfju]
AAIEE sigS g5t 23 NF-BoT-IoT HlolE Al
EoA 99%9] =2 HA FEg=E 25t Aol
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ESH Mei Liu®t Leon Yang[13]9] 9d7tof = X173
o 715ke] ded mEle it o] 542l [oT HlojEE
Aefsl= d Qo] 71& FAH AR L4559
H]Z]| = SH5(Unsupervised learning) 7|93 232 73
§ SRR g vA9] ol ASE HAsH=t| &
43 77t Qlck

opR]Ero & Al WA Sks HElE AdaBoost

]OL [oT HESA Hol5 <] _”f:_]’ﬂ?_ =4
E03E siastal @Rt ol &g 2
ek ek =017 figtolth —‘vﬂ‘~% 72 ol &

Al SEFE B0] £XH0R AEAE Holste]
shgttons melo] B AIAOR gAMLt of
£ A4 EdEo] 34 EdnS FEss loT eI
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sHg B2 e mAels o WAl edgoln
Lamya Jaafouri 51142 Gradient Boosting= E%
St S =Y AYT7F UNSW-NB15 HolE A|EofA|
95.6%2] AUC®} 88%2] F1 £3015 245l T &
g o] B39 Edjy wig 23 5o £432 A%
o}ttt ESE Sujit Bebortta®t Suman Singh[15]94 A
o W2, AdaBoostE 83t ¢EE2 96.316%
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7 ] A9 AlUE]2(Case A, B, C, D)9 —*Joﬂ 23

R miebrgE AYskA 2gskaTt

M4 Random Forest @2 OJAFAZ Rl 7j4=
(10, 100, 500, 1000] WA FASIA. Wi 4
2+742l Case A(N-BaloT)e} Case B(Kitsune)ollA]
tree®] 7b 10071Y WY £F FL=7t A7

0.9998567F 0.999992 1170l =Esto] 100715 &

T Ao g AAsioitt. A A9 4RI Case

C(Train(N-BaloT) to Test(Kitsune))oA+= H-5-2] 7H

271 107H(AUC 0.881)°l41 1007H(AUC 0.970)Z 7}t

o A #E7} E55H= HIEzlo] WAEG e 50070 o]

FEE= 20]8 5ol siEtehe P Eo 10071

FE Aot vhH Z=HQl AZEZF G418 Case

D(Train(Kitsune) to Test(N-BaloT))ollAl+= tree®]

7t B&55 AUCTE 0.314°14 0.407714] HZIF o=
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ol& F&57] 98 1000709 treeE & stolmntet

E 2 A7gskirh

Neural Network RdL 24= LZE [20, 100,
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ERASITE 5 HE9 Case A°IAE CA 0.999544

2 7MY =2 AdeE ®HA 378 £(100, 100, 100) +

ZE AHoFH O Case BolA= QJRIE 27} Thest

= Z20)0l41 CA 0.9999189] F 1 A50] =&F 0

3} Qlo] ZLgH sho] o]F0A g A HES A

t}. 0% ZHQl 32U Case ColAlE AUC $2]7}
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=23 270 (100, 100) 25 A4 1RO 3
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7 A9t 0.65002 A 17t F 7P oA U

e 27] &(100, 100) +25 25 A4st3ich

ulx]e} O 2 AdaBoost BE2 HHE Sk SlE 27
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£ 3% weol AY TARA At FAHOE Case

A°Al= AUC 0.999542, Case BE AUC 0.999844,

Case Cx AUC 0.622, Case D= AUC 0.3515°=&
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[Fig. 1] Overall Workflow showing Multi-Scenario Cross-Validation using Stacking Ensemble on N-BaloT and
Kitsune Datasets: (a) Intra-validation for N-BaloT dataset (b) Intra-validation for Kitsune dataset (c)
Inter-validation for cross-domain analysis (Train: N-BaloT / Test: Kitsune) (d) Inter-validation for
cross-domain analysis (Train: Kitsune / Test: N-BaloT)
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S B Hstoza T mdEuko 2l g5ty of
22 o]F 3P4 FAgt Bt F5g TESH] ¢
stolc.

Rd9] A AFL N-BaloT9 Kitsune H|oJE NE
£ &83510, 59 ¥4 W] ExH(Intra-validation)
Hot ofujel ShEEA] 32 o]F E=HQIC RS Hol &

A

/\J—_—E‘,_
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A1 (Inter-validation)<
t}. £5] N-BaloTZ S5H &
A H8sl= AvEeet 1 Hh’ﬂ«] A5 Eall, AIgts]
+ 3% Stacking ®Elo] & &1 g

g ojH] 7= 3V 4589 98 ASHeE AS

shzp s

3.5 45 Tt X|B
E AFoAE= IP 7S tiAe
EHZ Positive AR, F44 EFfEE Negative
AR 753t @0l 9 9] A5 AAlSt
A& Hol, A} HlolE NE oA 9] dnts} A5
ot g BAsto] HEo] s Bk
Al 2Eo] A5 F7= AUC(Area Under the
Curve), CA(Classification Accuracy), Precision,
Recall, F1-Score?] T4l 7HA] 2 7} A HE &8
stof == Qiet. ZF X EE AMEslr]| gt BEe] oS
A1 §32 thadt 2ol Yl 7IXE AojHr.
* True Positive(TP): AA| T4 7S Zdo] &
Aog A5 Rt AL
e True Negative(TN): A4 7‘“& Efigg Zdo]
Ao 7 A5ks] AlEst 4
* False Positive(FP): 84 EEHE,J% 20z &
5 et AL
* False Negative(FN): A4 524 Hj7lS J44o=
2wt =31 A1)
9] FolE v o R B Aol4] st s F7}
A ;9 A A1 et At
AUCE ROC 34 of#f9] Halg yehfia 2de] &
7 352 TTH2E Yey= AFolth o] 19 7t
ThESE BE9] Wl FEo] 53 ou|el, =4
2 4 (23 Zrh

oz 3t HEHZ T4

1

il

o rlr

I~

1

Ave= [ TPRFPR)AFPR %)

0

CA(Classification Accuracy)= A tﬂolﬂ 52
dlo] 3t TAE EHEA &3t vES YERT
A2 A (3)9}F 2t

TP+ TN
CA= 3

TP+ TN+ FP+ FN
Precision2 X o] FA(Positive) 2.& &3t A}
Z AAR TH0IUE HEE onlgitt. AL 4] (4)T
2t

TP

Precision = TPTEP 4)
Recall> A4 ¥4 mjzl & Zdo] 3A0=Z ZHl=
Al Ao v]golrh. HRF AARIAE 3 £
A ob= Zlo] mi$- Fastug Aol 4] A uE L&
=, $£412 4 (5)° 2t
TP
Recall = W\] (5)

Fl-Score(Fl)h Precision¥} Recall®] %3} Ho]
5 A3 7] 49 A1l 45 HUeks A;olH 4
(6)9]' 2t

Precision X Recall

_ —9x
F1=Score =2 Precision + Recall ©
4., MY T Y BN

ol A= AQel= Stacking FAE ZE}
HAleld 2o 45 vla BAg Ade 5
UIEQIA $glA9] BXEE Eelsk= HlolE AlE
A& (Intra-validation)¥} 3F740] WIS wo] o2&
EQIsk= o]7]% dlolH AME 7t HZ(Inter-validation)
o7 FEsto] £E QT BE s A IA 9
3t AUC, CA, F1-Score, Precision, Recall& 7]&2

2 A=A

éérsk nJEE

4.1 HI0|E ME Li AZ(Intra—validation)

Table 3(2)2 ZYUst =H|Ql Yol sH4T} HAET}
o]0}zl N-BaloT HloJE] NE W 4% H7t Aas Y

Efdlit} ol Za@E wAley Zdlo] N-BaloT 34 1
Q0] ZA EXS dup} galHo SREFLAE Ho
T 712 ARE 89

AY A7 o HAlzy 2ERF, NN, AdaBoost)
Il 74 23] A7 E 2 25 AUC 2 CA

A H#OA 0.999 oo wj$ =2 A 7155 MY
Hog SHsts PHE HAth @Y 1Y FoA=
Random Forest(RF)7} CA 0.999844% 71 93+
23] = BHloH, ol Ed 7R MdE 7IHo]
N-BaloT HolE9] EAH £ WEshz H 43}
=o] 9&& HojEoh

AE wd BAZ AWEE Al 7K S B
ZAgsl Stack 1(RF, NN, AdaBoost)2 CA 0.999833
< 71535t0] @ RF 2o Z¥ot= 24 2482



= AR b8 g5 WiAUESS 7R 12d
= o] d5 A5t glo] bRl A3to] o]
2ojHS-S oJu|sic}. TS RFQF NN Z3lst Stack 2
£ A3t Stack 3 GA] Z4Z
0.9997892} 0.9997119] &= CAE 71535} RFS] 7%
gk g4 dsol AHA 12 oA E f-a5HA 2-&
Sl 22 HolFl
HkE REZF A19]" NN+ AdaBoost9] 231 Stack
4= CA 09995892 L= A 3 F Adjzoz
22 £AE 71559 =, ol N-BaloT 249 ¥4
gA]o] Slof RFS] 7 7|®o] Algsh= QFy/do] a4l
Aol gRlog Zgstal &S RHEdith - &
T3HaL Stack 4 9441 0.999 o9 &2 AUCE At
1300, AR PIE 71Ho] 7 E5719 SAE B
Asto] AREAQl €A AFEE Hol: | 7]oska 9
= gl 5= Utk
Table 3(b)2 &Lt =rQl HollA S5t HAETL
o]Fo}Xl Kitsune Hlol8l NE W 5 B7t 27& Y
it} ol= £34 H4led XHo] Kitsune HEYA
3 1179 34 L drht aE o= shEileA
£ HojF= 7|2 A#E Z8drt
A A7}, Kitsune oM E HE 7 B2 9 Y]
7HA] A7 Z3to] AUC 0.999 o9l ARl 424
71851 flolE AEQ EXTt YIEQA 5§ £
ASHA TEPSZ AT A 2P FollA
Random Forest(RF)7} CA 0.99999% 7|&3}o] At
A} st 2] 52 B o1, AdaBoost FA] CA

e mo ww

i)

(Table 3> Performance Metrics of Intra-validation

Dataset | Model AUC CA F1 Prec Recall
RF 0.9999 | 0.9998 | 0.9998 | 0.9998 | 0.9998

NN 0.9998 | 0.9995 | 0.9995 | 0.9995 | 0.9995

AdaBoost | 0.9995 | 0.9996 | 0.9996 | 0.9996 | 0.9996
N—Sa?loT Stack1 | 0.9999 | 0.9998 | 0.9998 | 0.9998 | 0.9998
Stack2 | 0.9999 | 0.9997 | 0.9997 | 0.9997 | 0.9997

Stack3 | 0.9999 | 0.9997 | 0.9997 | 0.9997 | 0.9997

Stack4 | 0.9999 | 0.9995 | 0.9995 | 0.9995 | 0.9995

RF 0.9999 | 0.9999 | 0.9999 | 0.9999 | 0.9999

NN 0.9999 | 0.9997 | 0.9997 | 0.9997 | 0.9997

AdaBoost | 0.9998 | 0.9999 | 0.9999 | 0.9999 | 0.9999
Kit(sbzne Stack1 | 0.9999 | 0.9999 | 0.9999 | 0.9999 | 0.9999
Stack2 | 0.9999 | 0.9999 | 0.9999 | 0.9999 | 0.9999

Stack3 | 0.9999 | 0.9999 | 0.9999 | 0.9999 | 0.9999

Stack4 | 0.9999 | 0.9999 | 0.9999 | 0.9999 | 0.9999

0.999959& olef £33t e A5l E 7|5t 4}
£ 7I'o] Kitsune El°o]E 9] WES R ek= o wi$-
AHAS ERIstdr.

Stack 1(RF, NN, AdaBoost)2 CA 0.999969% 7|
ol BE AHF 2F F 7P =2 A= E 945
It RFE E&3F Stack 2(RF, NN)QF Stack 3(RF,
AdaBoost)2 554 CA 0.999959% 7|&5tH UH
ARl FXHE FA619L, RE7F A" 231 Stack
4(NN, AdaBoost) T3t CA 0.9999598= &2 Hsr
£ 7155t BE A 27 E 2o Hs Skt

=
e AAsH ARSI dES BT

4.2 H0|E ME Zt AZ(Inter-validation)

Table 4(a)= 85 ZHIJIN-BaloT)¥} AJolgt o]7]
T YEF Z=H1(Kitsune) 73004 &4 ZEE 3
71eh WAF =H)l 7F A B7F daE vehdith

A% A3}, =9l A ZE 40 QlF BE Hdlo)
5ol tlolel NE 4 A5 tiu] Murd o= sftsial
o1}, 2 Aol ARksk= Stack 1(RF, NN, AdaBoost)<
CA 0.90619 ¥ Recall 0.975287< 7155t HE H]
It F 7P ARl FdS 4SSl E9] 9
28 = Neural Network(NN)S] Recallo] 0.513994
2 geobe 34 Ao Azt 43E Bl AT gz
HOoF, Stack 12 ol=fdh @Y RHo HWIFYE et
ks WS Boll ARHoR HAste] 24k '] 4
T2 HojF= AL gRlskginh

AEF] 2PE A d9E ATEY, ) BES 1
A3 Stack 10] AUC 0.967926% 7H =2 A5
HAeh RFeF NNwkZ 29t Stack 2= CA
0.572627, Recall 0.5236798F= A28 J52 A=
o], ol Zr|Ql Wsto] s NN9| A& @77 HA|
TFxo FAAR] TS IHSZ AR ES RFY
AdaBoost®] £33l Stack 3(CA 0.897926, Recall
0.96598)7 NN} AdaBoost®] %3l Stack 4(CA
0.874584, Recall 0.939957) W5 &3 J5& K
Oou, AIRF BEFQI Stack 19] Aol WA ok
o} ol= Eg 7|99 MAHRE), HAE #HE ==
(NN), 18]21 @& BA(AdaBoostelzh= Al 71A] o]d
A HAYFo] BF FHEEUZ 1 HEA R YE
A3 Aol 3T £ e HHY AYA 7 SATE
AFHoR FHstz Ado|t}

o

=
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(Table 4) Performance Metrics of Inter-validation

Dataset Model AUC CA F1 Prec Recall
RF | 0.9707 | 0.8916 | 0.9415 | 0.9115 | 0.9737
NN | 0.8846 | 0.5639 | 0.6789 | 0.9996 | 0.5139
(@) Train ['7 4 Boost | 0.6227 | 0.8745 | 0.9307 | 0.9217 | 0.9399
(N-BaloT)
- Stackl | 0.9679 | 0.9061 | 0.9491 | 0.9243 | 0.9752
Test
(Kitsune) |_Stack2_| 0.9576 | 0.5726 | 0.6873 | 0.9997 | 05236
Stack3 | 0.9372 | 0.8979 | 0.9443 | 0.9237 | 0.9659
Stack4 | 0.8183 | 0.8745 | 0.9307 | 0.9217 | 0.9399
RF | 0.3491 | 0.4603 | 0.4211 | 0.3882 | 0.4603
NN | 0.1662 | 0.6506 | 0.5270 | 0.4576 | 0.6506
(b) Train | Boost | 0.3512 | 04638 | 0.4264 | 0.3956 | 04638
(Kitsune)
- Stack! | 0.3737 | 0.4600 | 0.4206 | 0.3875 | 0.4600
Test
(N-BaloTy|_Stack2_| 03760 | 0.4599 | 04204 | 0.3872 | 0.4599
Stack3 | 0.3991 | 0.4638 | 0.4264 | 0.3955 | 0.4638
Stack4 | 0.1709 | 0.4598 | 0.4204 | 0.3872 | 0.4598

Table 4(b)= 85 =M (Kitsune)¥} 4o]st o]7]5
HET = QI(N-BaloT) ggolA ndS BFrlet
2} =99l 7+ ZFAA(Inter-validation) 7 23& Y4
ERdic}, o= Z3H Hdo] Hojg] E4do] ¥Hs] o2
AFog HolEgS W Lsk= s AkE st
Lo M= HATHe] &R 71844E AAlkEA] &
Qshe AdA 2x=Z LgHct

Ay A3}, Kitsune HoJHZ d5E EHE0]
N-BaloT =H|Qlo] HE=|E wf 2E Ao AUCT}
0.4 ootz F&sle= 5 FAIe 4% Aotk HE= I
E35] Neural Network(NN)Q] 9 CAQ} Recall>
0.6506222 7F& =4 Uehtou AUCT} 0.166235%
o9 A 71EZF0ct ¥FH Random Forest(RF)2}
AdaBoosts= 242} 0.3491599F 0.3512759] W2 AUC
S HAo

287 23 719 vinE AWEY, A =Yl
Stack 1(RF, NN, AdaBoost)2 AUC 0.3737045 7]=
st & RFU NNETH P29l 318 HojF9)
T3 RFQ} AdaBoostE® At Stack 37F AUC
0.39918608 HE X3 F 7P =2 £AE 7153 =
o, o= SRl =HQl A|ZE Aol A= NN 74
QHtt Ef| 7|8t QS wdEo] Awst Aol Q&
< 2°l= ¥ a%dY 4 3= HolEth Stack
2(RF, NN)& AUC 0.375036, Stack 4(NN, AdaBoost)=
AUC 0.170916< 7155, At o& RE7F Zgh
ZFE°] NN @5 5 HAgshH A5 of2h wolst
IS ERlskth

ST

K
u

=

F4Hon Hold AE 7t 4% AN 249 A,

21 79] F Holrt 248 BE BloA 4

o] BaEgiort Bd 23] ket ol 4o
o

L

o] &

7b A5 Gkt A AHEE okvEe M
3

P

4.3 T2 HILHEMO| [IE d&s Kot 22 24
olggl 5 Aok= T HlolEl AlEQ] Edfjy] =3
7 ool A 7]Q1%ttE N-BaloT: 7|7|HE 4

7} o~ =t} ¥ Kitsune: A 29 YIEY T 8
] izt EAE E7gelA ARP MitM, Video
Injection 5 B4 Edgd} EAHE7] 212 959 34
= xeeleg, Vi EA9] ol 418 A=t AriE o
2 Yt} o] fio] N-BaloT 7|4t 22 735t 4159
HHske 474 AAE P95t Kitsuned] WS sfd
= 4o & QR(High FN)ok= o] yehdtt. Bith
& Kitsune 7|9 BE2 vlA|gt FA14 #i3}o]| T sA
2|Z35l=lo], N-BaloT9] Athgt E&fY #ES =<l
Lozt migky o= QIAISHAA Q8-S AR
tf. 23A 0= o]t HlolE AE 1ko] FAA HIthA
go] I nA HAF BTl F4% F5 A oF
7)ok 2291 dllo] Hrt

B A359] wat =9l H3(Inter-Validation from
Train(Kitsune) to Test(N-BaloT))oll4] &= S4%tH
5 Aske] ARl Hsty] 9l ZF E=H|q1e] £
Information Gain(IG)2 &4sI3th IGE 54 &4
o] 3A} A4 EdEE ERste dl 7]ojsk=s FEY
FE AR A HE, gho]l 245 THY ol Am
7 FR1EE quigith

Sk Tlo]EQl Kitsune?t B7F HloJE|Ql N-BaloT<]
E49 IG &%+ Fig. 29+ 2t 84 23, Fig. 2(a)9
Kitsune =912 A9 5459 IG7F 2d 0.234 &
o2 Yepygtt. ol 34 Efgo] HAF HYQ} vje- &
A¥sHA 4o} 9lo] N-BaloT tiv] Atz og ugsial
BR8] ofefE 2Rl ol Al5(Subtle/Weak Anomaly)
o] EAE 7HES AJARRITE ¥HA Fig. 2(b)e] N-BaloT
TS A8 EFEQ IG7F Fd 0.627S 7|=3H
Kitsune®t HI 3 w| ez o2 v Fsiskar 4%t
oA} A& (Strong Anomaly)®] E4& UERITH
N-BaloT9] FH W&k Kitsune tH] 2F 2.78] =4

=z)
=2
R
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2 Info. gain 2 Info. gain

1 @ Mi_dir L0.01_weight 0234 1 HH_LO.01_weight 0.627

2 H_L0.01_weight 0234 2 HH_jit_L0.01_weight 0.627

w

0 HH_jit L3_mean 0234 3 @ HH_LO.1_weight

o |o
o |o
Il b4
s 18

HH it L1_mean 0234 HH it L0.1_weight

HH_it_L0.1_mean 0.234 HH_jit_L0.01_mean 0.606

@ HH it L0.01_mean 0234 HH_jit_L0.01_variance 0592

HH_jit_L0.1_variance 0234 ML_dir_L1_weight

HH_jit_L3_variance 0233 H_L1_weight

© @ u e w B
© ® u o o o

@ HH_jit L1 _variance 0233 MI_dir_LO.1_weight

10 HH_jit_L5_variance 0233 10 H_L0.1_weight
(@) (b)

[Fig. 2] Comparison of Information Gain by Feature:
(1) Kitsune Information Gain (2) N-BaloT
Information Gain

|o |_o |_o |p I
b e B b
8 18 18 18

Information Gain % £X& v|wsH THQl v
/o] B& FElo] =adtt. N-BaloTe A9 1074
EAuozr AA R HHO 7RSS ZTIoie &
9, Kitsunex F& FJE7}T 5 @2 5o £4t=o] 9l
o] Hdlo] A4=0] Xuljd EAo] I oJEoh= T B
2(RF, AdaBoospollAl o] Aufj7l F=&Xct. ¥H
Stacking WAFES RF7F I-1G E4S, NNo| tiak¥d
A 1EE, AdaBoost7} A-1G9] w|H3t ASE ZF2t
o= I o] o|FojXEE, T Hd tfH|
A EA Exo] gt g7} Yol =l A ZE] H
sty

ol2fgt TuQl 7+ HHE] ArhE HthAdL o]
5 Al 435 o9 244 aglo] "ot dido= v
"3 ASE xZol] e vAe FAF Wt T
sHA FAskd ndo], 7235t A5 7|9ke] N-BaloT =H|
Qlof H-8d A9 F QI 7ke] Atst A4 HAE
ToQl o]xE QRlsHA Hr}h. ol ls| WAsh=
Negative Transfer @40] Case D AlU=] 04 &
H AUC 559 24421 U1 ERlIskt.

Case DO] 94 45 o2 Negative Transfer=2
A€t Kitsune] ¥ IG 7IfFC 2 Sk54 474 4
A7} N-BaloT9] 7%t o4 455 23] okxgolo]
(o2& QQlsy| ufiolct. o] AgoA dd BEE
2 Z4A9] #Hgd HFo] IYRE Ho| AR o]ojz|=
vhd, B d329] Stacking FROIAE HlEF Sk
(Logistic Regression)”} Al 714 85719 o= &2
Yo7 who} ‘o 5k57]9] whE Auht A=S A
A7V E AsksoHl ot weba] B4 sh5719] of|So]

P

|

Fxow wEvels Yol sksrlse) By av
2 QI8 AUC ateh Zo] & wdl ofju] Aoz &
ShE

5. 28

E JFL o]7]% IP Camera YEYT 70|49
A5} A5 A Y3l Stacking FAFE 719 Y &
2] 2dlS Aotettt. N-BaloTe} Kitsune H°JE] A
EE WA &&oto] H]l 7F s WAE 246k, F
2 9] stojmuziu|E £ehE EEIh

A% A3}, Stack 1(RF, NN, AdaBoost) 292 &
2 =9l AFolA 0.999 o9 =2 e HIL,
Case COlA%= Recall 0.975% 7|55t o 2E o
H] 2451 78S ettt 184 Case Dollxle= 4
5 A3t @ASIH o™, Information Gain ¥4 A3}
N-BaloT®} Kitsune 7t 0|4+ A& 7= Afo|& 9lst &
HQl vt do] F2 Ao R FRIESIT,

2 A= BAH Aol tE F HolH AEE v
245t od Holg AlE oE4E  dsleha,
Stacking &7} nlgly EHIRICNA 78 HElo] HikE
B & Q&2 ERlIstlnt. T3 1P 7|2t Kot
A= 7171 & Edfje] B4 o fA% 2d 43}
AAGL Aol BRFZ HolFl

ok, mHSE o) AT 7|t ekg mdo] A%t o4}
AT FHog Hold o o] AstEe= AV &l
ot Fool= el A& 7T XA #45 A&
Sto] mHQl 7t 35 AAE Adfota 'R At 41F
At &84S =9 Aot
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