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Abstract With the increasing complexity of modern network environments and the diversification of
security threats, the volume of logs generated by various security devices and services has grown
rapidly, making the rapid and accurate identification of normal and abnormal behaviors a critical task
in incident response and security monitoring. However, existing detection approaches have limitations
in adequately capturing the diversity of log representations and the contextual differences of behaviors.
To address this issue, this paper proposes SecuBERT, an improved BERT-based network log analysis
system. The proposed framework defines profile sentences describing normal and abnormal behaviors,
maps input logs into the BERT embedding space, and classifies events by measuring semantic similarity
to the predefined profiles. In addition, keyword hint-based scoring and correction rules based on port
and protocol characteristics are incorporated to improve the practicality and detection accuracy of the
results. The proposed SecuBERT system demonstrated that effective network log-based anomaly
detection is possible even in environments where large-scale labeled datasets are limited, and it also
showed the potential to be extended into an Al-based automated detection system for real-world
operational network log environments.
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[Table 1] List of Collected Network Information

Category Number of File Number of Event
Text File 39 17
Log File M 123
CSV File 20 64
Total 100 304

Normal vs Abnormal Events

ey

o

[Fig. 3] Normal vs Abnormal Events
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