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2 % FHlolt 2R3 Physical Al AJ&F0] FTE-E 7|0F Al AH| A0 OJE3t] E}E} BER-STFE A B
2 fojg B3 E do] E8% i B9 A 94= RASHY 9tk 7|& RSA € ECC 74t 377 gse A
7z :@7301]& Shor 11 g]&o) FoFst, HNDL(Harvest-Now, Decrypt—Later) %’—7%'% QIZt 35 HlolE 9] &7
7188E AEech & A= NIST FIPS 203 #2%1 ML-KEM-768 715t A4 7] &kt ABS-256-GCM Q15

JEslE A sjojuz|s PQC Hel o7|81X 9] 2§ 7S #4351 53] ML-KEM2] NTT 715t O 1og
n) gt 727 RSAS] O(n?) 25e] X< A4k o] ARM QM| $igo] prsow 2gkghg ojgdow 1gsg
o} T3 PCEE 7]& 24(10KB), ©]"A(1MB), LiDAR ZRIE Z+$-=(10MB) Hlo]E o] thet AES-256-GCM &
23} AAS SHEAT A, BE ZEYE oA AAE QAN ‘i‘léo]"}igf"] deadline miss7} &AYSFA] kLt
ARM Cortex-A72 70| tisiA= -Sr?-i 78k =4S Eoﬁ AA7ZF QAR 22 715AS dujFog 3915+

t&o] MITM, HNDL, /\ﬂ sto]A7, Aoy HEY WRE EIT 9F Eﬂ]ﬂr Hybrid TLS/PQC 7] oA
A3} ot AAFIALE B A= prehmlnary fea31b111ty oriented investigation $%9] o}7|€A] A+tolw, &
& Jetson Orin NX 7]‘3} AE A5 ROS2 BEE 3 Aol

FHO : FHHAALS, ML-KEM, FH ol 25, SEh¢E HQF, ARM 9HtiE, HNDL o8&

Abstract As humanoid robots and Physical Al systems increasingly rely on cloud-based Al services,
robot-cloud communication security has become a safety-critical requirement beyond conventional data
protection. Existing RSA- and ECC-based public-key cryptography is vulnerable to quantum attacks,
particularly Shor’s algorithm, while harvest-now-decrypt-later (HNDL) threats endanger the long-term
confidentiality of human behavioral data. This study investigates the applicability of a hybrid
Post-Quantum Cryptography (PQC) architecture combining ML-KEM-768(NIST FIPS 203) for
quantum-resistant key exchange with AES-256-GCM for authenticated encryption. We theoretically
analyze the suitability of ML-KEM for ARM-based embedded environments, highlighting the efficiency
of NTT-based O(n log n) polynomial operations compared with RSA’s O(n®) modular exponentiation.
Experimental latency measurements on a PC baseline platform for audio, image, and LiDAR point cloud
data indicate that all modalities satisfy real-time constraints without deadline miss. For ARM Cortex-A72
environments, literature-informed estimates suggest the potential to meet real-time requirements,
pending direct hardware validation. In addition, threat models including MITM, HNDL, session
hijacking, and actuator command tampering are discussed, together with a practical Hybrid TLS/PQC
migration path. This work represents a preliminary feasibility-oriented architectural investigation, with
future work planned for Jetson Orin NX deployment and ROS2 integration.

Key Words : PQC, ML-KEM, Humanoid Robot, Cloud Security, AES-256-GCM, ARM Cortex, HNDL
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1. M2

FHol= ZEL2 Boston Dynamics® Atlas,
Agility Robotics®] Digit 522 HHEEE HI} Zo]
e E94 s AlAEE Hol, SEE 79 /1T
A5 AH|Ae} 7198 A Cyber-Physical Al Al
glog siar QIoH1l. olfdt FHiolE ZH2 QI
7] Ag A Ao Akgol 71l wEt ARlA-EEE
Qrdol gt 8FARYE 3 =oRR|al Sl

=4 A4, A1z Q14 E AE 5 1AY AR Vs
2 24 2HE dimte 2= AEshy] oj#em, S
SE Aeto] 24 1 AXTE HlolE Wk oj&gith
[2]. o] 2= ER-ZTRE B4 IS AAH 4lF
A3} PHAJ Q] Al FA(critical security boundary)
2 ghEth

712 B figtile F2 dlojE 7|dAgol M3
o, Cyber-Physical Al9] ¥/432 o] szt d&
EHo= APAHsta Yot FAl e o= o
FE &2 dol 294 goi2 a9 & 7] HE
o} MITM 34271 229 Alo] B8 ¥ 3¢
Zoflo]g 2Fso] Aok (3,4], Holrt Al HHo]
A AALZEAE A AloJsk= Physical Al 394 E
B4 HQF Anfjo] ggfo] §15 Alske = Qlr}. ofF] o]
£ 45T SEHAL A9t BASH, EMS 718 1A Al
o] 2813 22 271 /i HF AHEle olaT Ad
HEAHO| i 718 A eE HojF= A AR
= 4 Qr} o]Fst WEoA Cyber-Physical Al A&
o] B4l Bk Tedt A HSE o, B84 kA
BAS 93 94 a7ARRo R AF9d dart Qi

HNDL(Harvest-Now, Decrypt-Later) 522 9@
2 A71H Bo|A aEEofof qit FHolE AlA
12 28 oA 54T B 5 UHEE Izt

5
o

ol

r

S

o 12

LU

HolH g A&HH o0& FH5iH, o] fog: |
ASotE FER ST A ASHTH14] A
9] RSA/ECC 7|5t 9532 Ho g o] tlojg & ml<]
I HFE o3l &g E5skd A =250 A
o, o]z 2& FYEE HolE 9 A7| melolHA|
 BAE oPIg & A1l IBMY 1,1217H]|E
Condor ZZAM|A], Google?] surface code 2F& &
4 AT 5 FHEEFHY 25T -2 olE AEY
AAT AIFS A7 qdrh24,25].

ozt wiFNA £ dAte FHLo|E-ETE &
Al Eg0ll4 PQC 714t Het o7 1H14 9] B dwt 28

N o

Cl1. Cyber-Physical Al o4 FHiol= 37
o419l PQC R3S &4 rd B {3
A QAo R A ottt

C2. ML-KEM 719t 3% A4 7] 1k o |gAE A
Alstal, ofof] thgt ol24 it 5843 Bt

C3. Hlolg nggE EA4S 13T 455 Fxot
glole 3% worst-case latency boundE&
A%

C4. ARM 75t HH & 3049 AL 7Fsid<
ofju] f=EoflA ®rkstal, ©AE Hybrid PQC
migration ZZ25 A}

2.1 SHO0|E-22RE SE Hot 34 HH

FHlolE 2RO FTRE A5 d¥kyor
Cloud-based SLAM, @ €7 g
Federated 3% 859 Al 717 715 9
O]FojAt}H2]. o]=dt F2= B 5 AH|A FH
2 AlF3H= RaaS(Robot as a Service) REZ 3]
I glom, QIZF-ER ASAE(HRD) oA 2R
A& B4l A= A4 QFARIC & QIAET 9]
t}. Kehoe et al.(2015)2 S2H9-5 S HYAS] 8 7
Hog A @ XFZY(computation offloading), i+t
I glojg &8 et sk5(collective learning)S A|A|
stichz]. 2= BAlol YEYA 924 F7tel ==t
RHoF T4 HW(attack surface)o] BE = LS A
At AAE STLE 7T 2R AIAFL AlA b
olg], Alo] B, sh& Hdo] A&HoR YEYIE &
of wEEE, F4 7o) 8 34 tiide] E 5= 3l
th 28 AARY Het Hopgo] Wk Ak X&H o
2 $9=o] gt} Quarta et al.(2017)2 AJE =%
ZAEET ] gt AAH Bt BAES B 94 2= A
(remote code execution) I Alo] FF HE 74
& A53I9CH3]. Cheng et al.(2022& ROS2 714t g
7oA TLS7t A-EEA 92 A5 HH 944 FH0]
Fsg2 HH4]. olgjel= Vilches et al.(2018)

N
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2R AAH HSE PriE QRt ®E3F YA
Robot Security Framework(RSF)E A|UsFAILI6],
Lera et al.(2016)> ROS 7]8F A|AHIS] HQt 7335}
(hardening) 71} 52 AFHCoE HristrHTI
McClean et al.(2013)}& ROS9| AlolH-&E&] Het #
FgE 27 AN EASIACH8], Lacava et
al.2021)& ER AJAH9] Alo[HERL o|fre} B A
T s TEHoE AYsHtHI.

JY 71E AFES F2 TLS 1.3 7I5 A B9,
A Aol, Bl 243 A5 5 284 HS 7H
A=l AoH (5], FARFE BG4 HAH Ht
g 99442 Addozs FES| =9=A] Eoiut
53] HNDL 34 7Faid< 13 off, 4713 A==
Q17F 5 HlolEet EX Aof HolEY 7EA8E BE
sH7] gt FAHAEXE(PQC) 715t KRt A|Al HaXd

o % F7t ek

2.2 YRIHRE QIHol A 57

FHERE 712 2 9 34T

H 71E 377] A4S AA] HE A fFes
Skaz Qlc} IBME 20239 1,1215HE %9 Condor
DEAAE LHESIOH, FF 100,00078EF AIAE
TES HHE sk REWS FI6HITH24]. Google
Quantum A= 20234 surface code 714t =¢8] FH]
E9| oR/ES £ FHIE tiu] Ayt olstE 77|
= TE LSO fault-tolerant YAFFE A& 7
T3 EXTH25]. o33t 71& X E= Mosca(2018)7}
AA’t CRQC(Cryptographically Relevant Quantum
Computer) 28 7Fsd< 492 4 A= FHE 2
I AeH141.

A A4 71HEE ol gt B8 A3t 9l
o} ml= NSAE 202249 CNSA 2.0 A& st
2030971A] =7t QbR A|ARlo] Bigk PQC Xg Al¥E
AABHAL, EUQ] ENISAE 20239 EIAE B3 &
7] 718/do] g B4l AAEA 9] AAA PQC
A3 W oAS #A=ZFFATH26]. o]2’t ZA1F] S¢S 9l
7t % HolHE A7 AR AEcls FHEolE A
A”OJAE PQC A8 FR/do] At @A Slg=
A|AFEITE,

FUoAZ A=d tfgo] 2A3E Stk &
20269 59 7H¥H TR |eH 2 35 Qluet B
St A3HE WA RISt k. o= & A9 oF"
A7} 771 o] AFFotz 'HRtE g Al §F AH|A

o,

Mol ZFEe MM 7144 d9ae Fejg

2.3 4Y8 SHO0|= ¥ Physical Al2| Z|Al &

FHlolt 2H AR 20234 o|F wWiE PAIE
Ho]il QJt}. Tesla® Optimus Gen-2, Figure Al
Figure 01, 1X Technologies®] NEO & TthFst A<
EEo] TENCH27], o]E2 3BZHoE 2K
T 4 SHAIE B 93t S22t Al 9F +X2E
Aestal Utk £3] Figure Al= 20249 OpenAl2e]
=& o LLM 715F AAZE i} 2 35 Al AlAES

A A o] A9} AAEE conceptual Physical Al Al
AHIE WA oA AJAET ATH28]. HE ST
AFEIE2 peer-reviewed A7 237} obd 27] 9
o] WA A =0 sfidotAet, Se-2E 7 5
Al A7t E212] o BAZ o]0l 4= k= =Het
Aokl e M AAele ER AR Jad £
ATH>I.

2.4 7|1 Ao xtEY

(Table 1) 7|& 2& HF Aot 2 A7) Ad
A& v Zoltt. Quarta et al.(2017)3 Cheng et
al (2022)2 Intel x86 274014 RSA/ECC % TLS %
9] Hoks v A 9E a2 2EoHA] o,
Kannwischer et al.(2019)2 ARM Cortex-M40lA|
Kyberg A&3% A%® Atolv MCU ) =3t

(Table 1> Comparison with Prior Studies

St Target PQC Data\;;\r/se"\ Real-Time
Platform Adoption Analysis Guarantee
Quarta et al. B B
017) Intel x86 RSA/ECC
Cheng et al. _ _
(2022) Intel x86 TLS
Kannwischer ARM Kvber _ _
et al. 2019) | Cortex-M4 v
Open
Quantum ARM / x86 ML-KEM - Partial
Safe (2024)
ARM
Cortex-A72 3-data Latency
This Study |(Literature=in| ML-KEM » Bound
Modalities -
formed Analysis
Estimate)
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of gloje f3d8 E4olu AAIRE B TR g
tH3,4,16]. ¥ 7= ARM Cortex-A72 A 33
of gt literature-informed estimate® 7]¥IO.2
ML-KEM #& 7Fs/8< #A5taL, 24-oln A LiDAR
Al 714 2eElElo] i3t worst-case latency bound
£ AR HollA 71& A7t ApEkETH18]

2.5 Post-Quantum Cryptography H&=st %

Shor(1994)9] dxr2jE&2 P AFEE |85t
A4 AR 9 o4t 211 EAIE o ARE Y s E®
& 9SS HYoan, RSA ¥ ECC 7|4t 3747] 4=
AAS +EH PP AAISATHIL EZE Grover
(1996)9] ¢18&2 7] 459 & 7] Zol& &
g $E0F AMAZ|ER, 7] HOMY FHE s
AES-2563} 22 17% th¥7] 45 A8 Fa o]l Al
715130 ITH12]. Mosca(2018)= ¢&st# o=z Foju]
g A HFE(CRQOZE FF 159 W 58 74
= AAlot AAE df-8-9] RS AERsIATH14]. °]
of w2t NISTE= 2016955 PQC EE3F FHE X3
otgor, AR 719 Lattice-based), A 7|¥HHash-
based), ZE= 7|¥HCode-based) &= AAE H7ISH
Eoll 20249 F EFFIPS 203~205) THIHTH
[10]. &3} o]Aol|= AR} 75t 7] we TEEF] of
g A8H 13 A7t 85| Y=, Bos et
al.(2016)9] Frodow= © F& §lo] & LWES 7|5te
2 3484 7] wgh A ARIeHITH23]. ML-KEM
+ Module Learning With Errors(MLWE) &A419] Al
A delgdof Z1ekeh, 7] A3 AEs- B2t 17300
Al NTT(Number Theoretic Transform) 7|5t t}ah2]
AAHS E831cH13]. LWE BA19] 7414 ol ==
of tigh £42 Albrecht et al.(2015)°] 2J5fl AAAo
2 ZYEAH17]. EF oA E T35 FE PQC A
3 B =97t BASIEHA 7 9] FAERE A
A gt B a/gdo] A =] glrh21,291.

2.6 YHIC|= 2HAE0Me PQC ds
Kannwischer et al.(2019)9] pgm4 ZZHEE=
ARM Cortex-M4 7I5tollA BjeFet PQC FHE79] 45
= AAACE WAmsIl o H, Kyber5129] 7] W&
o] ¢ 1.5ms oA 3 7hsTE EarstairH1ol
Open Quantum Safe Project(2024)+= ARM ¥ x86
ZqF 4% 28 ML-KEM 5 #AHZE AF

&}ICH18]. Fritzmann et al.(2020)}2 RISC-V 7|4t
steglo] 71718 E8st] AR 7|9 4 ks 5
Al $ECE TIET £ U2 HoFAtH19L
a=y 7€ dFE2 FE U|IEXEE

(MCU) E= & AH 37 FHoE +3=9lom, &
HiolE 2XOo] AA & ¥H°l 7R ARM
Cortex-A Al¥ SoC(NVIDIA Jetson, Raspberry Pi
S)OIA dole f8E d5st (AL B4 A= A

3. ML-KEM |HXO0|E HE 0|2 EY

3.1 RSA%t ML-KEM Q&b SHE H|W

RSASl  #4  dike REPF  ASS(Modular
Exponentiation) 2.2, nH|E A< dig] On®)<] At
EXTE 7AW (Table 2)¢F Zo] vl A koo

(Table 2) Comparison of RSA-2048 and ML-KEM

Item RSA-2048 ML-KEM-768
Core Integer Factorization Module Learning With

Mathematical i s Errors (Module-LWE /
Problem MLWE)

Core Operation| Modular exponentiation NTI'*base_d_po\_ynom\a\

multiplication

Computational a3

Complexity oM On log n)

Key Generation 5 ) 5 .
Workload 10° operations 10" operations
Memory High (large-integer Low (degree-256

Requirement arithmetic) polynomials)
ngmtum X (vu\nerablle to Shor's 7 (NIST FIPS 203)
Resistance algorithm)

Hardware ) "

Acceleration Low ngha((:';‘l‘_;r;?'sc)ated
Suitability

NTT(Number Theoretic Transform)+= °©J4t g
o] HSKHDFT)Y A AA HACR, oy JFAZ
Om)°lA O log n)o& 7h&3tH21]. ML-KEM2
A4 g=3329, A5 n=256%0 O] ¥ R q =
Z_qlxl/(x®+1) flolA F&sk, NTT Z=HQlo|A9
IAL st Al (coefficient-wise) A1 02 HEE

HrH13).
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3.2 ARM OF7|EIZ{0IAS] ML-KEM EEHA
ARM Cortex-A A Z2AA+= SIMD(Single
Instruction Multiple Data) g3°o] #31 NEON=S
A5t ol NTT eiate] gsio] 44 284 4 9
tH20]. 4202 ARM NEONS 128H|E #HAAES
=3 16719 8HIE Tx 8719 16HIE H4E SAl9

A2& 4= o], ML-KEM®| A2 ite 8820
7HERITH 6] W RSAQ] REF Aas ik #3

H|E Zg4of gl Barrett Reduction E% Montgomery
Multiplication& ®HEAHOZ Lggof 31, o=
ARM Cortex-A9] 32/64H|E 4= ALU 724 B3t
ago] WrH20l. A4 7Hs SH=SIoIEPGA) 714
AR &5 F7H7] 42 F+E AT °olEE 71 T
3 FHgtH22). A7E o2 ML-KEM2 ARM 7]

u} .Q_EC A3Y 7oA RSA tiu] oF 7.64] B 7]
W3S AdstH, ol AAZE 2 B9 97N

FE3: 94 2A7 ArHI6,18).

(Table 3) Literature-Informed Performance
Estimates for ARM Cortex-A72

(Extrapolated)
. [y . __|EncapsulatiDecapsulati Post-Quant
Algorithm Ger(m;r:)tlon oy g gy Total (ms) um Secure
e | 84 03 8.1 ~16.8 X
B 12 06 06 24 x
MM 04 05 04 13 v
MM 07 038 0.7 22 v
M:_OEEAM 11 1.2 1.1 ~3.4 v

(Table 3)°ll A|A1E #52 ARM Cortex-A72d St
ERolE e E 3 B3 7d AAY FHA oY,
Open Quantum Safe #WIxut=3.9} 712 AW E PQC
Dol HElo g T2y Aoz XF s =% Azt
+ ofyrHisl.

4. OF7[4lx w|et

4.1 NAH”I X HQ
2 Q504 Agkshs PQC 715t o] =-ZF2e

L Heb op[gA= @ FHieol= glolof, @ et #o]
o, ® = Al Foloj9 3AZ ez Fg5I3ler
[Fig. 119} 2t}

Humanoid Robot Layer

[ Audio Sensor } [ Camera J { LiDAR J [ C?r?ttri:lrl‘er } ['RWM
]

‘ _— Security Layer ’

L MWKEWWBMW ][ AES-256-GCM Encryption ]

[ Per-Modality Scheduler ] { Latency Monitor ]

1
Cloud Al Layer

s Engre |

Secure Storage ] ’

|

[Fig. 1] Proposed Three-Layer Architecture

7t AL 593 B AAE AA5HH, EQF oo
oA ML-KEM Al 7] 28k} AES-GCM Hoje %
3 FAsI

4.2 ML-KEM 7|8t MM 7| wet

ML-KEM-768 7|9t A4 7] w3k of2- [Fig. 21¢+
Zo] Al SAR o]FoJATHI0,13]. B ZTREZL AH
ZA71(pk)oll S5 ML-DSA A% #AZ E& PKI 7]6t
A&7} AgtEo] 285, AF A A] 7] B F
3t}

Humanoid Robot

1
[ Generate(pk, sk) <- ML-KEM.KeyGen() ]

Cloud Server
|
]

1. Public Key (pk) >:

'
[ (c, K_enc) <- ML-KEM.Encaps(pk) ]

2. Ciphertext (c)

[ K_dec <- ML-KEM.Decaps(c, sk) ]
T 1

=)

[Fig. 21 ML-KEM Key Exchange Protocol

4.3 HO[El R 50|22 Y3t

Fnlieol= 0] Aok A4 Holel el
o 2719} A7 @ S50 27 Tt B dys
A A 8 de] %cg; Bols, 2] el

AES-256-GCM 715t Q = Agslt}l oot 3t
oA A=E dlo ]HL 24(Audio), F*H(Image),
LiDAR Point Cloud 5 A& th& 2ggE EAL 7}

A, 7} glolg #32 87-5= QAR 58 7t
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gt A A7} Adolsitt. derE o 24 HolE«= <
10 KB/frame 49| vlw3] 22 9715 74 30~60
fps 29 =2 P4 F718 7HER vj$ 32 Ad
Alzro] @ tE et B g4 Hlolel= oF 1 MB/frame
TREE gIE 977} F715HH, LiDAR Point Cloud
gloJE & 9F 10 MB/frame +%9] 485 Hlo|HE £
FolEE JHoR =2 38 XA HYE 7RItk 2
Aol M= olzgt BEEEE B4 1Esto] AES-
256-GCM 7|5t g9 &9 453}t L2F H-85Hrt.
Al 715 24T AdeiolM ZEdE =3 nonces &
8ot A53E ottt B3 A5t = AT
Z73lo] glolg SPE=Z AHolH latency boundE %
Hol= A AARE B 9t Ao g mdstes A
Astirt. HFHoE AT F(ciphertext), 15 HL
(authentication tag), nonce @ modality identifier

2 W Zeece st 7S Agsloh

4.4 AYLA

E A= Cyber-Physical Al 3749 E44E HHy
slo] ThA 71R] 22 AU eE 98 mdE (Table 4)
o} Zo] A5ttt £35] Physical Al 404 &4l
o7t 224 AnE 449 & dSS ARt

(Table 4> Threat Scenarios

Attack Type | Potential Physical Impact| PQC Countermeasure

High Severity — actuator ML-KEM&ML-DSA

malfunction and

MITM unintended physical authenticated key
) exchange
behavior
Critical Severity — PQC-based confidentialit:
HNDL long-term exposure of Y

behavioral data

protection

Replay Attack

Medium Severity —
repeated or unintended
actions

Per-frame nonce (replay
mitigation)

Session Hijacking

High Severity — sustained
abnormal operation

Authenticated session ke
renewal (ML-KEM +

ML-DSA)
Actuator . L AES-256-GCM
Command Crmqal Sever_lty . d'rF‘TCt authentication tag
- physical manipulation risk A
Tampering verification
MITM ZZ°] s ML-KEM 719t 7] 23k F717]

AHAXE ML-DSA A AZLZ Apdsto] A5H Al
Watke] ATk AYEES BARE HNDL $dof of
A= PQC 7IHt 7] wEe 59 dA doshe Ey
o] u]# 9] YA AREHELE BE531E = Q== Y] 7]

UAGE &HIIE Replay Attack2 ZIFYE =9
nonce 802 FY ATEO AALHS FaIII

Session Hijacking< ML-KEM¥} ML-DSA 715+9] <1
TH A 784 25 Bl AIA 25 3 AEH 48
HkAstct, Actuator  Command  Tampering=
AES-256-GCM®] 128H|E Q1Z B11 A5 53l B
HE Al A AREEE AA SIS

4.5 AES-256-GCM e A

2 AfoM= HE&F AlA HolE dastE ATt o
7] SAEFEOZ ARS-256-GCMES #8319}, 3
PSS A" 8 A= o= 2o AHA,
AES-GCMZ Authenticated Encryption with Associated
Data(AEAD) %2 7|Hto g 7]'dX(confidentiality)
I FZA(integrity)e @Y A (single-pass)ollAl &
Ao A5k, 128H]E Q& HI(authentication
tag)g B9 tlojg WX oiE aiHos HFY 5
QltH10]. &4, CTR(Counter) X & 7|59l 2EY ¢
53} 25 AHESHEE 1Y (padding)o] HAsHA] ¢
on, CBC A¥ & tfH] HE Ao] Fste] B
AAF QHFIEE AlE3ict. AR, ARMv8 cryptographic
extensions?} &2 stEfo] ¥53} 7% Ve &E
gAY dHYE PN E w2 AYHE dHT &
Qtol AXZE AA HlolE aste] HsitH20]. WA,
zHAE EHZHQA 96HIE nonced FHEFOoZH
Replay Attackoll T3t #o] 715 AT 4= Ut o
AR, AES-2562 Grover €1E|E A8 3P A = oF
128H|E $39] 8 HO =5 FAZ 5= 3o FAF
AFY FHNAME AR £2 7] HHAS AT
RHeH121.

5. 4597t

5.1 4s%7t &4
£ dHe F 7K B8 s VINeE s
BA5I99E 24 Intel Core i7-12700 7145t PC 8749
A AES-256-GCM @ ML-KEM 949 7]& A58 4
=399t} o]F ARM Cortex-A72 7|5t YH¥t= 74
o] tialiAl= Raspberry Pi 4 9] 45 4= 7Pdst
a1, A% ARM PQC ¥lAmtE £33} libogs 34 85
7} A3}E 7|9EC = literature-informed extrapolated
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estimates 28510 IHFFAHL (Table 52 &
tH16,18].

(Table 5) Benchmark Configuration

. . ARM Extrapolated
Category PC Baseline Environment Estimate
) ARM Cortex-A72
Platform Intel Core i7-12700 (RPi 4 equivalent)
. . libogs 0.10.x
PQC Library libogs 0.15.0 (ARM bild assumption)
Evaluation Direct measurement Literature—informed
Method extrapolation
PQC F&2 libogs 0.15.0 go]E & AREstA

2 A A¥ H(ntel Core i7-12700, Windows
11)elA A5 ASsk3{ch. ML-KEM-768 71 KeyGen
0.1353ms, Encaps 0.1572ms, Decaps 0.1916ms,
it 0.4841msE SHESIT ARM &4 F4A=
x86-64 tH] ARM Cortex-A729] PQC A& H|&o°]
34 9F 2.5~3.582 H1d HE& EfE H4F A4St
Z x4.0& HEsto] AEston, A Jetson T
Raspberry Pi 8704 A3 &7 glo] obd &A%
AE 7t BAYS AAR gk

5.2 Z=EEIY 73 24 3 Y 1

B Ay ZzgER] 79 9
Python 3.14 ¥73°l4] cryptography 46.x 2to]|E&F]
£ 8ot Yot AES-256-GCM  YSsh=
AESGCM SHAE 7Jbto g Esiglon, 7] wek A
5 HEE 93] X25519 ECDH ¥ RSA-2048 94t 4
< 3 450k ML-KEM-7682] 94t A9 =
To] oF|HA F A& 7hsd £4 EH o] Ralelk
Open Quantum Safe Project HIX|ut=[18] W A1)
HHE PQC E&[16]Z 9183t literature-informed
estimate® AA5IoH, A% A5 F& A1=E 9
At &7 A GRS 98] 27] warm-up 103]
£ Algt = F 1,0003]9] §HE £4Z FPsiglon,

o Mt e o

(Table 6) PC Benchmark Results

P (mean), FYgHmedian), FFHAstandard
deviation), WE4(p95, p99), worst-case latency
£ F8 TATOE A&t B3 HE|AHE FA
453} A3l(Experiment 3)94+ threading.Barrier
ggsto] Al 79 mEEE A=) FAlO] Al
L= 3619t 30fps 2EH 42 71743 Experiment
4olAe A% Y A2 IFllA 33.33ms latency
budget 3} RE 7|E0 R HAATF 8FAR 5 7t
59E Bt ds H7ke BE latency(mean
latency), HE-94 AA(p95/p99), worst-case latency,
throughput(MB/s), CPU usage 5= 7|5°& 435}
Aot noncex " ZH Y os.urandom(12)E F3l 96
HE d4=2 J4siglon, gl HAE HolE:
os.urandom() 7|8t QJARdS: Hlo|EFE ATt
CPU AREEL Python psutil 2fe]E#E]9] cpu_percent()
e Ao At HAER &St 245 ESH
ARM 7|5t ¥t E 4 A& 74 B7l= 71€ PC
47kl &8 715t ARM scaling factorg Z-8&sto]
gotoiet. ot & A= AA] Jetson E= Raspberry
Pi &3904 2 44 gro] o}, A% &3 7146t

exploratory feasibility estimatedS AARE i}

e

5.3 S} 2t 24

5.3.1 PC7|8t &5/t At

94 Intel Core i7-12700 7I¥t PC ¥HAofA
AES-256-GCM 2.3} 5ol tigt 587+ st
It AL Audio(10 KB), Image(l MB), LiDAR
Point Cloud(10 MB)S] Al 7H#] dloje] Re]ElE o
Adoz E9lon, & 1,0008]9 ¥HE A& B9
Y4t latency, p95/p99 latency, worst-case latency
4 g B4 54 23 2E dolE /30
A AES-256-GCM &3} AAL AHAE Q7ARY
(latency budget)S FE3] WSohes A= YERTE
E3| Audio dlolE9] B+ &3s}t A9 0.0026ms 5
FO0= =7=|9lom, LiDAR HlolE FA] B4 3.78ms
$E£02 50ms & A B9 oJUiE HHH R §A

Data Type| Size |Mean (ms)| p95 (ms) | p99 (ms) | Worst (ms) Stdev Th(r’\c;luBg/rgut CPU(;:)sa 08 L;Jg;g Result
Audio 10 KB 0.0026 0.0026 0.0051 0.046 0.0016 3,756 0.0* {5 ms v
Image 1 MB 0.3736 0.4584 0.5921 0.9051 0.0502 2,677 48.4 (20 ms v
LIDAR 10 MB 3.7772 4.1481 4.4453 5.1315 0.1952 2,648 81.7 (50 ms v
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sdtt. E3ZE Image Hlol® 71& AES A= <
2,677 MB/s =508 £74=0], PC &HollX= &
He| e AlA] dlolElof tisiAE At ast A7t
7FeeE AlAFeY Zie (Table 6)9F 2t

5.3.2 ARM Cortex-A72 7|dt g Tt 24

FHolE 2RO AA| & 32 NVIDIA Jetson
9 Raspberry Pi AIg93} 22 ARM Cortex-A 718t ¢
HHE Z2Fo] F2 AREHLY. o] & AolA= PC
7|8t 3587t BIE 7I9te 2 ARM A9 A&
7Fs/dE BA5] ol 28 71Nt BA4E& S35l
ARM F782& x86-642F ARM Cortex-A 7+ PQC 4
% Hgo] B o 25~3.5M Bug (16,181

EE, 258 A3 x4.02 Hesie] AEsig

Cortex-A722] NEON SIMD Z-& A] AA] v gL o]x
o} %S 5= 9t
A4 A7, ARM Cortex-A72 &9 IHFJA=

AES-256-GCM ¥23} A A2 HE HlolE REE o
/n-] A) /\]7} _9_:,L/\]-6L9_ u}}jﬂ- 7}};/\3% _H;_Oﬂ]:]-. Audio
glolgl 9] Hi 4 latency= 9F 0.010ms 522 Y
EPtom, LiDAR Hlol8H 9A] worst-case 715 <F
20.5ms 52 & 50ms latency budget °|HE /-4
Sh= Aoz EAESoH (Table 7)3 Ztt.

°]= ARM 7|5t Mt & 3FolAE PQC 7|9k E]t
T2 AES-256-GCM ¥Z 317t AR FoeolE &
4l QAR B ThsRhe AlARRIT

(Table 7> Latency Estimates for AES-256-GCM on
ARM Cortex-A72 (Applying % 4.0 Scaling

Factor)
Mean p99 Worst Latency
Data Type | Estimate | Estimate | Estimate | Budget Result
(ms) (ms) (ms) (ms)
(1gugi§) 0.01 0.02 0.184 5 v
(1'm&98‘§ 1494 | 2368 | 3620 20 v
(13%5) 15100 | 17.781 | 20526 50 v
ot 2 A3l AA| Jetson E= Raspberry Pi 87
N HH 248 gl OME}, A YHH= PQC 4

)=}
57 E¥E 7Hto =2 £
L 7154 BA9e AA = 01-13} 1_{3]- ><4O scalmg
faCtOl"C_‘ A3t stefo] 57F Rdolg|E, Ay

ARM 537} Z23E 7|uto g
a4 =lofok gt wetd & vk A
oA AH AZE A= AR, 23
Ag 7154 24 AT olsfslojof Ft.

kil E% 2AREOR
1A e = wl
714HE9]

5.3.3 HAIZt AEE g5 &M

30fps EFNA= ZH A oF 33.33ms ool A
53 9 AS A7t dEojol AATHo] fAE 5
St olo] & Aol 30fps 7€ 10Z(300=HY)
A& AEY S 7PISH], ABS-256-GCM ¥=s}
TAo) A latency budget 23} oJ¥(deadline miss)&
Z4otgct. B3 712 302G A(1R) 59 @] &4

tail latency ¥

urh 23 702 oA,
W olR g Hrk ePYE o IS

sporadic spike
2 skl
£4 d3k= (Table 83 2o, 300==A(30fps
x 10%) 94 AEY A BE dloE {3 s
deadline missE= ¥AYSEA] QITH0/300). £3] LiDAR
] 1819] 79~ worst-case latency”} 9F 5.27ms &
o7 &40} 33.33ms frame budget tHH] &3t

AFE FASHE AC= YERETH

(Table 8> 30fps Real-Time Stream Profiling Results

Frame .
Data Type |Mean (ms) V(Vnc:5t szdg;at De,;;ﬂlsne Miss Rate
ms
Audio
(10 KB) 0.0035 0.3274 33.33 0/300 0.00%
Image
a MB) 0.3938 1.4239 33.33 0/300 0.00%
LiDAR
(10 MB) 3.8043 5.2689 33.33 0/300 0.00%

o]& PC baseline 7g0ll4] AES-256-GCM &&.3}

A A} ML-KEM-768 7] &k X A(A=: 0.4841ms)S
dtstElge BE Hojel {304 AATE latency
budget °JHUE Y T4 ASFCE FRIgH Aol
H, 10% A< =% IHA L tail latency HFA0]
FAES HojEr}, HeRY Holg A A7 g
A& AAZF latency budgetE SHE&F o & wrEs19iT)

53.4 7] Wgt M5 H
PC715F 3H40j| 4 X25519 ECDHE}F RSA-20489] 7]
AAsS BlsH o™, ML-KEM-7689] 39 A3
718t 247 A AAISHTE. RSA-2048 key
n latency= & 303 ¥H5 £ &9 A&

Ao R
rl'rll
”

generation
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SFRa., X25519 ECDH ¥ AES benchmark®
warm-up 103|& ALJg T 1,0003] 5§58 58S &3
ottt ML-KEM-768 ## 4=X]+= Open Quantum
Safe Project ¥ A% PQC benchmark &3¢ 7]4Ht9]

=

literature-informed estimate® 2-8-5+IcH18].

(Table 9) Key Exchange Performance Comparison

Metric RSA- X25519 ML-KEM-768
2048 ECDH (Estimated)
Mean Key Exchange N

Latency (ms) 35.563 0.1 0.5

Worst-Case Latency 12949 115 ~2.2 (ARM)

(ms)
p95 Latency (ms) ~127.8 ~0.08 —
Public Key Size (bytes) 256 32 1,184
Ciphertext Size (bytes) 256 32 1,088
Quantum Resistance X X v NIST FIPS 203

24 A= (Table 9)9F Zom, RSA-20489] H+t
ey generation latency= 2F 35ms 502 3
O, worst-case latency= 9F 129msol =25}

gk X25519 ECDHE Hd &F 0.10ms 222
ZJElo] RSA-2048 oiH] wi¢- 22 A|A E42 B
ER 29 718 340 W= ML-KEM-7682 PC
JollAl 2F 0.5ms, ARM Cortex-A72 #7404l <F
2ms =9 latencys EY ACE qAIEH, oj=
IAZE FHleo|E B4l BAIAE A8 7Hs S 7HE
Ra= AALRIT

Q5

N ol gLy L

i

»

6. 22

6.1 Hybrid PQC Migration Z=f

AAAQI i FFoA] 71 TLS QIZ2tE £A] PQC
7|dE 22 HEele AL A58 (interoperability)
4 7|& AlAH S8 EAZ Q8] dA] gt oo £
ATE 71E TLS 1.3 3470 33dE |AIotHA o
AFCE PQCE E=YT 4 U+ Hybrid PQC

Migration A2 [Fig. 3] € Zo] AURITH15].

g |

‘ Hybrid TLS

Classical TLS 1.3 ECDH + ML-KEM
(RSA/ ECDH) ‘Simultaneous Key Exchange

s uires

oth to be secure

[Fig. 3] Hybrid PQC Migration Framework

‘ Phase 1 (Current) ’ ( Phase 4 (Long-Term)

PQC-Only TLS
ML-KEM + ML-DSA

Enterprise-Scale PQC
emen

NIST FIPS 203/ 204

z7] @A (Phase 1)ollAl= 7]& RSA/ECDH 718t
Classical TLS 1.3 F:%Z £X3it} o]% ] &
(Phase 2)°4= ECDHE ML-KEM< FAlol| A&9]
< Hybrid TLS #2& H&5to, 71& 3717] 7|5t &
M FARHAG 7I9E HoMIE WHEHOoR i)
o WAl F5 7] we At BF A Aol
HZ AA 7178 BAEE 728 7P 371 @A
(Phase 3)°|A= ML-KEM % ML-DSA 7]5H9]
PQC-only TLS ¥73o2 HZHoz Ak, NIST
FIPS 203/204 %% &5 HHE 3t w9 A7)
DA (Phase 4)°1AE= o5 24 74049 PQC 7|4t
1% 7] #32} Federated Learning B¢ 53 1122
e 5 Uk
E3] Phase 29] Hybrid TLS H2 22 IETF RFC
Ot & =olE| 1 Qlow 7|& TLS 1.3 EAo=
FZE {§A5FEA ML-KEM ciphertext® &7 7] &
84 Zohs #Alog Fdg 4= SltH15]. olF
FAAFE7E AAH S oR dAsE]Y] o]
d DA A= HNDL(Harvest-Now, Decrypt-Later)
Aol tigt AAF e 7Hs3S Alwsh, Aol 7]
lzetete] 5k9] SIS FAT 4= Stk AHS

A

By

&

X

a0
.

e ol ook Ho

7
(=]

6.2 A7o| ot A

2 d7e FHkolE-ZEE B4l A9
PQC #E& 7FsdE architecture $FolA E4
preliminary feasibility-oriented investigation®] 43

Ag 7MY, g 2 FAE Adr ol2E S

oo
ol

I:II-%OI:

o O
0.

FF AS ATE Bl FUHHes HISE 498Ut
AAA, 2 A7+= NVIDIA Jetson = Raspberry Pi

491 Z-& AA ARM 715 AHHE E2hFof A w2
skl A%t A7t oidel, A% A= PQC
benchmark ¢ 7510 & 3t literature-informed
estimateE E&53lth. wEtd I AFoAe
Jetson Orin NX 5 A4 ARM 7|8F S34E 349
A% FFol s

=4, ARM ¥ 74 3H4olA PC baseline A3
B34 scaling factor(x4.0)8 &8st oL}, A4 &
AollAe A Fx, WEE thAE, stE o] 71 ofF
ol T2t As Zol7t AT 4= Qick. o]of whet AA|
ARM ZFE 7|9 benchmarkE %3t scaling factor
H7go] g€t

AR, 2 AFes et 9 7] W 79 A4
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latencyE F410E A5t o, AA WiFi-5G 715t
HEA oA TS 4= Sle w3l &4(packet
loss), WIEZ A€ (itter), E2E(end-to-end) A4
2 EJolA] gttt BFF AqtolAe AA B4 B4
A< 1T T A5 HEol BRo|

QA wiE g 7]5F FHiolE ESEOA 583t &

291 A AH] 9 oz QHIE0] gt AL =3
SHA dotth wetd e Ay Zaadg(power
profiling) 7|¥F oHA] & EA4o] F718og QHT

A, 2 A4t 9 2E-S2E 2 E 7PI5t
Fom, o 28 oA 845= PQC 7|5t 1F
7] 2] 4 Pederated Learning HF 2= ThFX] ¢
gtth & Ao AE multi-robot PQC group key
protocol ¥ &4t ¢ 70049 PQC 7I¥t 2d ¢
HolE S Fx& A Fevt Sk

npxjgto g A4 ROS2 vlEHel @ DDS(Data
Distribution Service) Al&19] 53 1= 2 A
Hefoll ZetstA] okt wekA FF ROS2 DDS o]
oj2k9] PQC & & AT BT w40 =g =]ofof
gt}

r t o{n

72422

(e}

3 ZE
£ AFe FH ol E-Z29E B4 € Physical Al
4e ez, ML-KEM-768715F FAWA 7] wgh
3} AES-256-GCM 3ol e 4%3slE A3t PQC
Hot ol7 €A 9] LR AT} A& 7HsdE o [HA 2
oA Bttt & A= AR FHHE Hja S
A e AF 9“;%7} OME} Ag A= PQC A
=2 A3E 7o g 9= 27|
A9 A AL 7l~o—*é 4 A479ES A= it
£ A1 F8 7|oe o3 o] 898 4= Stk
AR, MITM 715 HZofoje] xzto] E]4 QP $F
oF olojd £ Y= 7FeAE Ao EH, Cyber-
Physical Al #70]49] PQC E=¢jo] Tdt Het 715
FAS gol 27 kd BAS At 4l 9 7ARRe
2 12E 987} &S AAStA &4, ML-KEMY
NTT 7|8t ¢4k 29} AES-256-GCMS] AEAD 54
< Agsto], ARM 719F HH = 30N E &8 7S
g A% He oIgA WS Aljbetrt. AA,
Audio‘Image-LiDAR H°]&l0] thgt latency profiling
I ARM 718 A& 7hs4d B4Z B, AARE FH e
ojlt B4l A4 9] HE 7MsE Ay FEolA £
A3t} U4, 7|1& TLS =gele] A5 284S8 1

y
g

FHo]E U Cyber-Physical Al AlAg0] 17k}t
A && 07 ASA-E5M= Cyber-Physical QlZetz &
o] wef, SSE-28 7F B4 Hek2 Tttt o]
B 71U B3 E dol E94 oM BAo AR &
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