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Abstract Nuclide analysis data generated during nuclear decommissioning serves as critical input for
radioactive waste classification, regulatory compliance, and worker safety. Following the NSSC's
approval of Kori Unit 1 decommissioning in June 2025 and the establishment of the Korea Research
Institute of Decommissioning (KRID) in December 2024, ensuring data integrity has become a practical
operational requirement. Existing systems, however, lack step-by-step audit mechanisms and remain
vulnerable to Harvest Now, Decrypt Later (HNDL) attacks. This study proposes a post-quantum
cryptography (PQC)-based digital audit architecture grounded in NIST FIPS 203 (ML-KEM-768) and FIPS
204 (ML-DSA-65), incorporating four core contributions: @ a SHA-3 hash chain-based error tracing
mechanism, @ a Regulatory Decision Integrity (RDI) model integrated with NSSC and KINS procedures,
® a Crypto Agility strategy for decommissioning schedules exceeding 12 years, and @ a Dynamic
Threshold Algorithm (DTA) that distinguishes natural counting fluctuations from intentional
manipulation. Experiments across six attack scenarios using IAEA nuclide datasets and ORNL
gamma-ray spectra achieved 100% detection rates and 0.00% false positive rates for E3-E6, while DTA
reduced the false positive rate from 100% to 0.2% in the E2 noise scenario, with a detection rate of 8.8%
in the boundary region (+10%), confirming that a hybrid structure combining DTA with the hash chain
is necessary. PQC processing overhead remained within 0.001-0.015% of the batch cycle, while the
technical feasibility and applicability of the proposed architecture were preliminarily examined using
public nuclide datasets and gamma-ray spectrum-based simulation environments.

Key Words : Nuclear decommissioning, nuclide analysis, post-quantum cryptography, data integrity,
digital audit, ML-KEM, ML-DSA, regulatory safety
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ML-KEM-768 €32k 0.8ms) + ML-DSA-65 A1
(SF 2.1ms) + SHA-3 SHAIAIRI(SF 1.5ms) T4 o
4.4me7t AFET T £A= AlEEoldn A8
Ao] 2 WS, HFEA vi2] AP F7] ] Hg|
E H]€(0.001~0.015%)2 &+ A% 5% 84 FA| 7t
53 otk B2 AlUE| s SiA] &= WA (E2-H)T

o]

=

DTA 28 W4(E2-D)y& Z2lste] AASH. E2-Hi
FAIA ANt A-gst A3Z, Poisson BA EAAAT FA

A& Alol= Activity go] Wi b4 SjAIZF P4
EUXstEZ FPEo] 100%° &l ¥4 80| €71
StH, o] B A LF HAEL AE diidolA AlQlst
k. E2-DE sjAIAIRIS] DTAS 371 A8gt Axg,
BERE MER AIH£25%)004 BAE 77.6%, BA ¥

(Table 1) Classification of Nuclide Analysis Data and Security Threat Levels Across Nuclear Decommissioning

Stages
Deoorgr;:::mnlng Key Radionuclides Measurement Equipment Data Characteristics Security Threat Level
Preliminary Survey Cs-137, Co—60 HPGe Detector Low-resolution scan data Medium
De%ontanjmatlon Sr-90, H-3 Liquid Scintillation Counter Continuous monitoring stream High
perations
Structu(a\ U-235, Pu-239 Alpha Counter High—precision radionuclide distribution Very High
Dismantling map
Waste Classification Te-99, 1-129 Gamma Scan System Regulatory classification decision data Very High
Site Restoration Ra-226, Th-232 Portable Spectrometer Final verification and certification data High
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(Table 2) Comparative Analysis Between Conventional Systems and the Proposed Architecture

Comparison Item

Conventional Analysis System

Basic Security Applied

Proposed System in This Study

Nuclide Analysis Accuracy

High

Moderate

High (Maintained)

Data Integrity

Not Supported

Hash Verification

PQC Signature + Hash Chain

Error Traceability

Not Supported

Not Supported

Stage-by-Stage Audit Logs

Protection of Regulatory Decisions

Not Supported

Not Supported

RDI Model Applied

Quantum-Resistant Security

None

None

ML-KEM-768 / ML-DSA-65

Audit Ledger Immutability

None

Partial Support

Complete Hash—-Chain-Based Immutability

Regulatory Agency Integration

Manual Reporting

Manual Reporting

Automated Reporting with Digital Signature

Standards Compliance

IAEA-TECDOC

Partial

NIST FIPS 203/204 + IAEA

(Table 3) Summary of Experimental Results for Different Attack Scenarios

. . Tampering Detection " PQC Processing Regulatory Error
Experimental Scenario Attack Type Rato False Positive Rate Overhead Reduction
E1: Normal Data None N/A 0.00% 0.59 ms Baseline
E2: Noise Injection - Spectrum Noise 100.00% 100.00% 0.60 ms Not Operationally
Hash-Only Usable
E2: Noise Injection — DTA
Applied (Low Background, Spectrum Noise 0.00% 0.20% 0.60 ms —
{£2%)
E2: Noise Injection — DTA . _
Applied (ROI Region, +10%) Spectrum Noise 8.80% 0.20% 0.60 ms
E2: Noise Injection — DTA
Applied (Significant Change, Spectrum Noise 77.60% 0.20% 0.60 ms 100.00%
+26%)
E3: Peak Value Manipulation |  Activity Value Tampering 100.00% 0.00% 0.64 ms 100.00%
E4: Calibration Value Forgery |~ CP°Rrion, Coofficient 100.00% 0.00% 0.62 ms 100.00%
E5: Insider Attack Direct Database Modification 100.00% 0.00% 0.59 ms 100.00%
E6: Man;g;g;e—l\/llddle InterceptlonD(;ftaTransmltted 100.00% 0.00% 059 ms 100.00%

(£10%)°14 8.8%= 71Z3t3 o1 FPE&2 0.2%= 3]

o7 Za
= g3l 1x9] %

A2 o]27} o Q191 B

Shck. E3~E6 Al o
48 Zsolth. F2-DTAY] §A&S
JE B o)

ShAIA 1% DTA

sol, PP 4 A% Hold 720z Argstainh

ZHog 7adte

eie]|

=2 = u

shoik. FAPERE HAWE o]

W({£2%) F7HolA HAE 0.0% FPE 0.2%, ZA 49
(£10%) F£7toll A A& 8.8% FP& 0.2%, ekt Az

(£25%) T4 EXE 77.6% FPE 0.2%% 712519

oo,
DTAE A 9

o] (Table 3)0 T7hH= Ha] AA5Hct
d(+10%) EAEC] 8.8%=

14-0 ug

4.3 Zit &M

E3~F6 AU Q004 iz ©X]& 100%, FPE 0.00%=
2A5HE o]= SHA-3 dAJAIQIe] Avalanche Effect
S48 Activity £ PIAISE WxE 28] o2 SAIRE
< Adste] FREE A3 PQC AlEHOlA 71&
Bt A A7 0.59~0.64msZ S3E o0, E2 A
U (o2 FoA= A = FE Al A&
100%C1A]5F FPEE 100%2 A% 2-80] B7NsSh vh,
DTA(k=3.0, noise_cv=3%) &-& A] FPE°] 0~0.2%=

DTA9] 7]of= %‘ZlgOI ohd FP& 2JA|(100%—0.2%)
2te 7184 (Availability) AEE H7soF a4, A
ARJNEZE B3} DTACHE B9 B8 +x7t

FAIARQIS] 71 EA] 7|QlstEE,
ool the MR HX & AHET}
flo]ele] 2t Al WE o Qs WAsH= o
Y] 84 SHAIE E)lskal, DTAE B9
21101%* 4 P82 =9l d Utk
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4.4 X AAZL 7|8 2E X0

E2 AU 2 ARolA A B AE Al A ST
glojglo] tiaiA = FP& 100%7} AT EHIst3ict.
ol= Poisson &4 E44 Y€ 21 A A=
Activity gto] il g@2bA siA7E 4 ELASH ] dE
ojt}. o]& dfi4shy] flf & A= TF IAG ¢
2]Z(Dynamic Threshold Algorithm, DTA)'S At
gttt DTAE ZF S5 Activity "SR |4A_1 / ALl
7tk x noise_cvE ZIshe HF 7F HHGA F 3
7} oY wiwk MxF YTt oJ7]A noise_cve
4 Q@Y 71& HeASAEEH 3%), ke 98 Tt
Sl E(FE k=3.0, YAG 9%)elct. AF A3, DTA
g Al AAHE o] (£2%) A FPEol 100%Cl
Al 0.2%% SHOR ZHAstglon, Pt HR(£25%)
FoA=E EAE 77.6%F FASHAT o= SAIAI]
(= HZ 100% 9A)T DTARKIHSE o8 AANE
B85k slolBHE 19 SU4E AFHCE AF
gt} [Fig. 4l ko2 A= DTA 38 AT g@X&
4 FPE H|WE AR

DTA mtetu]g HA T k=3.02 EAI5HY] 30 Y3
(three-sigma rule)ollA] 218 Fegt grolch42]. 4t
B3 71 slolA BHOERE 130 Y= A EX
9] 99.73%5 EIIER, k=3.0 HL A A5 HE
9] 99.73%F A/Jo R d185tal 11 99| #Ilgt o]Fe

2 A5l BS4F 7|&0|H noise_cv=3%x Dyrcz
et al.o] 21t HPGe 75t HAMIHIZ & At 23
ESE B ATE JFRste], AR 2 SH0lA EA
Sh= A HE-S FE9] EEHA L UgEE FX]5)
= FE0E AHSITHL. o] F #e AFoE A
= A AAFS k x noise_cv = 3.0 x 3% = 9%O°]
o, ol Activity &0l 9% ol Hsket wivk & FF
29 oo ® WAS uitt. Ik 7|2 &
AR ZA 9L A B4 B 5 #F F 300 ol
23} Al Mx TAolgke Ik 7|E2 thE F A 2
Aol 75kt

AR, AAH Ag He2 AT 7 YYo= IAYst
n=g 571 #Fo] Al YARONS 24T FE2
OIFEE B, pE ZEHH k=3.0 7|EolA @Y
AFY A 27 & p = 0.002730 H=F)S A-E9]
9, 371 olido] TAl 2 FE2 AHA 00l =E5to]
FP Ao =3] A=k

A, 9rA Hare A T (Activity HE XA
o T A7 Yol B AFZ SAlof| 2&SoF &
HRHo|B=E, 37| ol BAl 2= MF9 S AT
7H "ot o, 3R AAG olskR 4 AERE A
Aol A0 27 HFS 8% o|E )= DTA
D=0 2= HA7L ok AT ST

£ A7 o] TAE SAAITY] HE 2R B

(Activity-based, noise_cv=3%, k=3.0, 1,000 iterations)

Detection Rate (%)

mm Hash-Only

m DTA Applied
10U70 100% 100%

Rate (%)

Low Background
(<2%)

ROI Region
(£10%)

Significant Change
(£25%)

False Positive Rate (%)

B Hash-Only
= DTA Applied
1uU70 100% 100%
100 A
80 1
& 60
2
4
404
20 1
: 0.2% 0.2% 0.2%

ROI Region
(£10%)

Significant Change
(£25%)

Low Background
(<2%)

[Fig. 4] E2 Scenario: Hash-Only vs DTA Detection and False Positive Rates



M ofid HEEM HO|EQ FAM Y 2F FHS T LAY 7|8 X[ ZAN Of7[8IX A A7 167
gtk SHA-3 SJAIHIQlS 712H Activity gol 42 TE $49 92 A9)s Aoz g, o]2gh Al
A% A BYXE EBA7IEE(Avalanche Effect),  7I8F 82 & A9 vl& W EAo] T 7Ho] of
DTAZ} BABHA] Bote A 4% 2242 2 A o 343 99 Augled] ZATS st 1e
2 FAT £ 9tk &, DTAE A W%l 95 o 157] o)A & AFgHl 1= 7139 ¥ #F2E 183
(FP)E Aok G3he, SiAAIlS U TX]9] g 2 AFoA] ARt PQC H8-2 71& B4 Au9] Ax
(Completeness)& BAsH= Qe ool 45 B EQo] AZoA 18 7Ktz gifn A mAS
& Fxolth AAZ oh= E8]4 Bt BAjo| v AdjHos

J9u F By A3 SR A9, & alAARle]l BlgeE EY shsshe, H Bxb tiH] &9 HlE

ELX(AF)E WAk DTAZF B4 o] 2RQFDE
Aot AlvE] 20 tigt PAIE Alo] SFo] o[l A
Qs £ A4E o] A AlAF0] HolEE 57 A
BalR] ka1 'FHFE £91(Conditional Approval)' AF
HZ A2es gl 3 Z2AAS AR 1A
o=, FAAIQl BUX S DTA Aol SAlo] WAYst
W A|2EL FF A4S HASH_CONFLICT Z319+
A AL @73l 7185, SiAAIRl ©Y A3-DTA
7 AI-Activity HIES BF 2IF HESH, U
24 A4 AEHE EFARICE A B Aldfle
g Aol M2 HA|F]o] KINS AARIo] HH&o
2 HAET £ JTE At} o] F2E SAAQle] &g
B3 DTAY 7184 BAS ASHOR &P, &
& ol=o] At Yol HEo] ol AFE A ALl A

37 FFsetet,

5. =9

5.1 PQC =g} H|E | HY 24

PQC EXjo] 94 a4 SFEA 2ol nixl= At
Bk AFzoz wmjasict QlEal HlE TN,
YEA ££9 E4 AH(Intel Xeon 715) HolA
ML-KEM-7689] w&2] Ab&2 oF 2.4KB(F717]+H]
27]), ML-DSA-65% oF 4 9KB(ZIM)E < LutAel
ARFel AW Qlitel o] FA] 7Rsdt f5Eo|h. WA
PQC "=9] Al o & A9 AFEA fojg HRE

fr

QT Al SMEIA FEkAT A 8L 4o ¢
oo 2guh AR AR, 20144 BT Y

Aol 82 AL 9A W dole fE= thiw
AB 50} 3k 237} SR ATHAL), FAH R E
o3 NRCO] dlole] 24 Sutol oid wa Al

(Civil Penalty)2 ¥ A9 ZHof <F 29 Y(USD
150,000) =02 4=o] lom(45], 4 T U

A9l WS B Y B8 Tetehd & &4 7

(RODS W9 & Aoz woer) ojeigt BHL &
e 95t A% Soleie And Szt 9 B =
Rl A BaATe SAHoR st

6. 22
A7e LA A AFEA Hlolg o] 24 A

o] A EAZ AgYstar FAWA 7]
YAE ZAL ol eI E AQtstATh 2025 A9k
o] 2] 157] A 5907 20244 YEA Yoz =
W LA A Argo] AsE ThAlel FAFE A4, £
A9 7| o3 ZTH3,6).
A, HFEA molzElel 5TEA ] SHA-3 siAARL
AEsto] QF WY IAE A oA SA EF
e oF F4 vAUEE FEsIH ole 718
NEZHY AAHOA E7FsIHE A3 A HRetroactive
Audit)g 7FssHAl gt

EA4), NIST FIPS 203(ML-KEM-768)3}+ FIPS 204
(ML-DSA-65)5 &% -85t HNDL &40 ZRlgt
tlolg A% Hetmt ¥ 58 24E ARAY AAE
Tt 9A A7 124 olif A7) ZRAEYS
228 o PQC 82 AA| ol PLH]l xAo|tt,

AR, A Tt AR Y vloly A AL
HASM= Regulatory Decision Integrity(RD]) &S
A A AFEA ZHRle] E3tste] Attt o]
22 A4 JAFEA 9] 4=Ado] T A A= FA
Tl dlE &1 GxP 7I¥t 9JokE 24 I E= &
7 WA BUEE Eof29] S 7HsAdE AlAkeHH,
TAA 8L oF =H A A3 2 oy £4

% tlo

8

o W& 4 ATLE Fof AEHolop ek
9A, 54 A LULZOTAS B3 HEEA

gole] Al A gl Z1% oF EAE Yot
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9tk DTAE 7274 FA(+10%)°14 8.8%2] HA&2
Hol Mz x| A SHA-3 sjAlAIRle] A5
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E2 wo|= AU Qo)A S| = A& A LAYSl= FP
2 100%2 0.29%71 RE02H @ £8o] B
A SHA] 715k ZAF AIAE AA 28 7T SEeRE A
gstgich. WAl DTAY] 7]ol= EAE°] ofd 7H843
(Availability) AEZ H7}=]ojof st SPAAIA(F24
BT DTACHA 29 B8 127} & op|gx 9|
A88S S5k A 84|t

£ A7 AA 94 oA @l AlaElE A8sh] A,
PQC &3 8j&d RDI 2E9] 71&4 A4 (Technical
Feasibility)& ¥&oh= 194 Pre-Verification A7+
B2A9] QA& HEo| Fth AlEEeld 7Iv HE2
20249 129 A|Ag A=A Iyt QPSR = A
A7HA9] dlolE FHES HASty, FF AR AL
HQt 7holEgel =9of 7]ofsl= d HZo| At} FF
ATEE thS Wl 7HA] Bk Attt

AA, DTA 9% A3(Field Test) @ &%
g spdrolct, B2 AEoA AFEE Gaussian =0]Z(o
=0.05) FUL IAFEA = 10° cps) FUNAY
Poisson-Gaussian 58 d&of] ZAT FEgt FAlo]
ui(4 248 ¥x), A HPGe H&719] Wi WA 2 4

& FA(Efficiency Curve)©] WE HW WAL

YEA AF HolHE &83 & AFolA 5
A7goltt. Xp7] AelM= YEA AE A Zﬂ
&3to] DTA ¥12% gehulE(0E As H43lcle 4
28 UAE ZP(Adaptive Thresholding) & WZA|
4 AHo|ct.

EH|, HOM3-7184 EFo|=Q I (Security-Availability
Trade-off) 4% £4o|t}. £ A= sAAIQl &= &
& Al FP& 100%2hs @4 289 444 492 49
2o Fgstal SPAIAIQRI+DTA slo|BEtE 22 5
2 WS AASIH. FFole AE, 2= oA, H
71 £ 5 oA GAEE Aolgt gloly B 2
HOt 32 5808 2As= S QA Het g
EZ(Context-Aware Security Protocol) @& &}
48 Aol

A, RDI 229 4 A5 g3l 2 HAE A
AeEAs Aotk Y A= A 71T,
KINS)oll gt BuA A&d HA Qo] dio|uz,
Holelo] £X& WEAHET AF7H FA FH4
(Auditable Traceability) EE7} A%t T AA
A F=9] FEE Sl X" A AMERAE A
s, 19 157] T"Hxﬂ z7| @AY A HolgE 7|
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