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Abstract  This paper proposes DID-ZKP-MFA, a privacy-preserving multi-factor authentication
framework integrating decentralized identity and zero-knowledge proofs. The protocol combines
DID-based registration, ZKP-based selective disclosure, and dynamic challenge-response. Its security is
analyzed using Pedersen commitments, fuzzy extractors, Grothl6, and the UC framework. In 100
prototype runs, mobile end-to-end authentication averaged 164.8 ms with 1,428 bytes per session. The
design protects credentials and proof transcripts: identifier-level unlinkability additionally requires

pairwise DIDs or session-specific pseudonyms.

Key Words : decentralized identity, MFA, zero-knowledge proof, privacy-preserving authentication,
blockchain, IoT
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(Table 1) Security-property coverage of related

studies
Study | DID | ZKP |Biometric| MFa | Formal |Unlinkabil
proof ty
Mun [4] No No Yes Yes No No
K|m[§]t al Yes No Yes Yes No No
ZhachTt al No Yes No No No Yes
Pathak et No Yes No No No Yes
al. [7]
Rivera et Yes Yes No Yes No Yes
al. [8]
He et al. Yes Yes No No No Yes
(o)
Proposed| Yes Yes Yes Yes Yes  |Conditional
3. =St J|[dt

3.1 24 MERe A ks AHHEE

DID% did:method:identifier F€j2] URICIH, 2
DID= 371 71, /15 WAl MWL IERJIES
+ DID A2 siddE. 43S 7 A58
Zo] Hojeck:

VC = (id, issuer, subject, claims, expiry, o_issuer)

B9 1

7|4 _issuer = Sign(sk_issuer, H({id I issuer |
subject || claims Il expiry))°|th. AS 7Fs ZdAEo]
A(VP)2 25471 st o3 VCE 7145t S
AoAl A&dh= F2olH, 7]1& VP AlEolAs Ze A
A3 80| AI3AA keEEo] & A7t sfdstal
A sl ZetoHA] & EAIZE WA

AYHE A7 (Commit, Open)S & &agE0=2
T Commit(m, 1) — &= HWAIA m¥t U= r&
= AAHE & 44513, Open(c, m, r) — {0,1}
2 7t (m)EFE BPEAEA AFeAe) bdEE A
YWHE A2 thy F $45 WSStk
+ 2494 (Hiding): ¥JY] mo, muoll ol {c : ¢ ~

Commit(mo,r)} =° {c : ¢ < Commit(mi,r)}

* A3MBinding): m # m'°]HA] Commit(m,r) =

Commit(m',r)? (m,r,m',r')g &7| Aitdo=z

B =RolE 4% 9 B
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Commit(m,r) =mG+rH CI))
o714 G, H= SHZQ1 Aot

3.3 IX| F&7|

A £%&7] (Gen, Rep)[11]= A 49| o|2E
Attt Gen(b) — (K, P)= A A4S bE o=z
dol 7] K € {0,170 2 37) Bx 44 PE &gt
t}. Rep(b', P) — K& 3 Azl § ol A4 A
AE b'et PE Yo R FYgt 7] KE At Bt
BAL oh3a} Zo] FAgtEh

vb' 1 d_H(b', b) < 6§ = Rep(b', P) = K (54] 2)

P7} Fold ZALo|x K7F #Q Bxel At
E7Fs3lk:
AK ; U_0 | P) < e 4 3)
o7|1M 4& BAH AT, U_(L 79 BE, & FA
7Fsdt o5 ghEolth. &2 7|HollA= ol{Qh 4= 9
H|gol| gt BCH = 7]5t s A= Bt AAAE
AM85Eo] 256H|E QF 7] K_bio%} 371 EX EAG

P_bioE A/dsict.

3.4 zk—SNARKﬂ Groth16

= {x, w) : Clx, w) = 1}l gt ZKP A|AF]
° (Setup Prove, Verify) €1 8&9] F2olH, o2
Al &4 TStk
« A (Completeness): Y9 (x,w)Ref Hia]
Pr[Verify(CRS, x, 7)=1 | & < Prove(CRS, x, w)] = 1
(/\/\] 4)
» A4 (Soundness): x & L_Ro]H ¥9]9] PPT &
22t Aol sl
Pr[Verify(CRS, x, A(CRS, x))=1] < negl(})
4 5)
« YA|2A(Zero-Knowledge): PPT A& 0JE] S7}
EAf5}od
|Pr[D(z)=11 = Pr[D(S(CRS,x))=11l < negl(2)
4] 6)
Groth16 T3] BN254 3410 tfs] AHEs] Al
A = AA(SF 200H0] E)9] TS A5, HE2
Al 9] Holg kS g9t ZKP 32 Clx,w)=1
2 ol Ak 7o) BE wEdE o JHITh
Verify_pk_I (VC, ¢_issuer) = 1 $A1 7)
Open(c_bio, K_bio, 1) =1 (4] 8)
d_H(K_bio, K_enroll) < =21 9)

FTS &30 D0|HA| 25 OHE 915 718 47
H(sk_U I ch Il tid) = resp =4 10

A71A = A WA AAGE, He ZKP XI3HY sjA] &
Z*(Poseidon), c_biox DID &4 A% K bio9]
Hoj& AYHEO[T

3.5 UC L33

UC(Universal Composability) ZHI¥Z[12]=
AA AA 22EF A} o)A 7|5 FE Hlaske
HORS TPty TR EF [V} FE UC-A@%It=
2, B PPT AA AlA 327 Aoll His PPT o]d4]
AlA AlEdlelE S7F EAste] BE PPT 7 Zof thsh
ool A™Es ouigith

IPr[REAL_{I1,A,Z}=1] - PrlIDEAL_{F,S,Z}=1]| <

negl(4) (4 11)

o7 QAT 7| F_Authe (1) ASAZREH 33
1, (2) T¥A7E 57445 DIDol| Iad &
83 VCE Efst=A &35, (3) AH4Fg0] F-ast

Z] O A&
8FE 415

I A ASol FE et ASAlA TE &
St (4) S84 &4, BA AE, 7 7o tigt of
Het JHE FJAA A =t

4. X2t DID-ZKP-MFA O}7|&lx

41 MAE I 3 9 D
AL AAFE (1) AY &84 U, ) EEA 1L (3)
HSAV, (4) DID 9% 19| ] FA= Hdd. A9

me: 97 12 ¥z Erlsely FEoR 97 Jisst
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S714e] 3l U
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HARE = AAS+4L 4= U= Dolev-Yao 34
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A 55 dAls AREAY] A R "1ES13 DID
TAA A v

(A 1) Ue 71 % (pk_U, sk_U) — KeyGen(1" )<
st DID 2AE 9% Lol S51itk:
DIDDoc = {pk_U, cbio, serv1ceEndpo1nt}
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(@A 2) U= A dlolE bE AL 17| &7
2 QY 71E &3tk

(K_bio, P_bio) «— Gen(b) 4] 13)

(A 3) DA D= roll s ARNHES A4bsto] I
FAIA ASgch:

c_bio = Commit(K_bio, r) = K bio'G + rH

@4 14)

(GA 4 T4 1= A &2l & 45" VeE I
Qe

o_1 = Sign(sk_I, HDID_U | claims)) (4] 15)

(&4 5) U= (VC, K_bio, P bio, r, sk U)E st=
o] 718k A1=] A8 T5(TEE)ol| A3t}

A5k
ch < {0,1)"256, tid < T 4] 16)
AREAE U A4S AA| glol"E Akl m#] 5=

275 gaa:

K'_bio — Rep(b', P_bio) 4] 17)
AAA -3 S ALk
resp = H(sk_U I ch I tid) 4] 18)

ZKP 3 A€yt F91S FASIh
x = (DID_U, ch, tid, r, c_bio, resp) (4 19)

w = (K'_bio, r, sk U, VO) 4] 20)
zk-SNARK Z3< A3t
1 < Prove(CRS, x, w) &4 21)

Ue (DID_U, x, M) ASAIA At A
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sk_Ue AEEHA Fett
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c_biog E3SE DID BAE 7HA2ct A ®Ho] Holy
ito = TS ASTITE

b <« Verify(CRS, x, x) 4] 22)
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tok = HDID_U Il ch I tid) (4] 23)

b=00]d U352 7T, A% 33 A A DA Z
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45 ZKP 2|2 4A

Groth16 3]& C+ Circom[13]2.2 FA=H Y] 7§
o] ME gz FAEL VC MY HE AH 3lE=
BabyJubjub BFd FAdo] thgh EADSA A< AS5HH
Poseidon 3AI(57 Aok 27/3&)E AH&Sto] 3,457
N9 Ak Aok 2AS 8% HA A Wi AE
2= e oW A Aks FEgdTh

d H(K' bio, K enroll) = Xi (K'_bioli] XOR

K enrolllil) < ¢ S 24)

256H1E 7|9} QA r=20°] 5l 18,665712] A|oF
27AE 873t

(Table 2) ZKP circuit constraint breakdown

Subcircuit Constraints Ratio (%)
VC signature verification 3,457 15.4
Biometric commitment opening 214 0.9
Fuzzy biometric matching 18,665 83.1
Challenge-response binding 114 0.5
Total 22,450 100.0
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At 7THS o 87FA] HelZeto|HA] £4dof Hisf
EAE: (P1) A5 A2, (P2) A4/AH A3,
(P3) WS 34 AP, (P4) S0 34 A4, (P5)
v, (Po) Al AE H2, (P7) 4% v,
(P8) AHASTE ZLeto|HA].

AN/ Aldutet AASE AR ch
{0,11°256& AR&3Ith ofd A4 AAE T «
_old® ch_new # ch_oldQl A AlAoA &7 4 x
7} GX|oiA] grom e AREHL: FAHOE chrt 7Y
R4 A2 AEFEEE:

Prlch_new = ch_old] = 2™{-256} < negl(1)

4] 25)

SR A A A9 & AR tid7h A
10914 AR -GH FARE Bl ZKP 371 el vl
gt tid' # tid=E $8< FAss 344 = oA &
4 HY & APAHCR Qs HF Aug zHgch

Pr[H(sk_Ulichltid')=resp] < negl(d) (4] 26)



= AIAEOIN 24 HE S GXY SIS BEcH Z20|HA| HS OF 2S5 7I¥ 49
S9-AAEY vAZA: Grothl169] JA14] $42 54 HOF FAF HOJoL S

AT ARl L 5 transeripth SN BAZ 9 ngo wgn 71, 484 B TEE, 27] CRS
AT SER 71E B0 RS BTN T gaw sste 919 sto] sbgo] obdsike 2o
B 71 ZREZ 3/ 9ol 38 DID_U7t 2R gjzei) mjq) Mx] 227]9] A4 9287 = 1
HY A5 $9% DID_US 7192 AldE 928 4 gur g2 Ao|oad, 922424 o] o
@ A A 2 =2l AIABAE ) ZKP gegjoly gueAe v xe g B2 W) E
transeript?t WIF7} AASE W8S MIABY, E= gy g e 34 DIDE ek 71 FAGIA
(2) A8l pairwise DIDY AE 7P QB2 4 o gzt e gt 42004 @88 4 gon
&ohs B oMl A HIAREE ARtk A o e g vleE o] Be S SR pairwise
8 DIDS NI 370sks 71 74E ¥4 FE & by 2014 pip 919w A4 Y RS A8
A3 HldEde ABEA erer ok gt

A AR B35 GA] A FE bet 7] K bios &
HR gon F/EE AL ¢ bio = Commit(K bio,
ot 24/do] sy

I(K_bio ; c_bio) = 0
A7VA 1(5) = A4S AE=Folot.
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5.3 UC E2t He|

A 1 (DID-ZKP-MFA9] 7% UC-%2P: Grothl6
9] 214 AT JAAA3], Hls ARHES] 24
8- A%, X FE701119] B2, A% 71%9] EUF-CMA
P 9 Y9 R4S 7MYk, DID-ZKP-MFA
= (F_DID, F_ZKP, F_Ledger)-3lo]B2|= mElojA
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= AAE 7P AERE 1R 7PgRith
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JHER wAstY 29/ s 7 o] FA] 7}
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transcript®] A= 27-256 ©lote] FES A|QlstaL
Aufgict, wEka 87 77 AR At ol e
F_Auth® k= o2 2 7H4 9] FA] 7ksgt o]d
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(Table 3) Detailed comparison of security properties

Scheme | P1 P2 P3 P4 P5 P6 P7 P8
K|m[5e]t al Yes | Yes | Yes | Yes No No No No
Mun [4]| Yes | Yes | Yes No No No No No
Paatlha[l;]et Yes | Yes | Yes | Yes | Yes No No No
Rg/ler[ag]et Yes | Yes | Yes | Yes | Yes No No Yes
He“e(;] al. Yes | Yes | Yes No Yes No No Yes
Proposed| Yes | Yes | Yes | Yes Cg;g:ti Yes | Yes | Yes
| -
6. ds Wit

6.1 713 &4

Circom 2.0[13]13} Snark]S 0.7& AR&sto] L&}
At ZKP 2|2+ BN254 54 9] Grothl6 #{AE=
22,4507 RICS AloF 271o= Hupddnt. DID ¥4
2 Hyperledger Fabric 2.5 7]5toH, AA] Q14 &
2 MobileNetV2 INT8 ¥AFsh (1283 UH|d,
~85ms)& ARESITE HA| FE7]= (256, 128, 20,
27{-40D-HEot AAANE ARSSITE AY EHE (a) H
23% Intel Core i7-12700K @ 3.6GHz, 32GB
DDR5, Ubuntu 22.04 LTS: (b) XH}FY: Samsung
Galaxy S22 (Snapdragon 8 Gen 1, 8GB), Android
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r ZKP =t ZKP / t_total = 41.9 / 164.8 = 25.4%
4 28)

(Table 4) Computation overhead of DID-ZKP-MFA
(ms, mean * standard deviation)

Phase Desktop (ms) | Mobile (ms) Execution

DID lookup 12.3£1.1 24.742.8 Client

ZKP proof generation 18.4+2.3 41.9+4.6 Client

ZKP verification 3.1£0.3 6.2+0.8 Server

Biometric recognition 85.0+12.0 91.7+14.3 Client

Fuzzy extractor 2.1+0.2 6.5+0.9 Client
Total (client) 117.8 164.8 -
Total (server) 15.4 30.9 -

6.3 sS4 2HGIE X HiE<2

{Table 5) Communication overhead per authentication

session
Message Size (bytes) Direction
Challenge (ch, tid) 36 V—-UuU
Authentication request (DID_U, x, ) 458 Uu-—-vV
DID document 742 L—-V
Accept/reject response 192 V—-UuU
Total 1,428 -
Higle] 54 A, 9 Q15 Al oflufA] AngE2
o]

% A HiE EJEI
90 mJ < 20,000 mJ
(&=4] 29)

=
oF 1.8mJoIt}. A 503
E_daily = 50 x 1.

6.4 7I1Z 7|Eato| S& Hlu

(Table 6) Qualitative comparison with existing
authentication schemes

Scheme UnlinkabiIiBiomeﬁric Forward MFA DID Evidence
ty  |protection| secrecy
Kim et al. No No No Yes Yes Publi;h_ed
[5] description
Min (| No | No | No | Yes | No |Published
lescription
Pathak et Yes No No No No Publl;hed
al. [7] description
Rivera et Yes No No Yes No Publl;hgd
al. [8] description
He et al. Published
[10] ves No No No 85 escri ption
Proposed Condition Yes Yes Yes Yes Sec‘ﬂons
al 4-6
Table 62 Q1§ &4 [4], [5] [7], (8], [10]° ©BAE
75g 71202 AR} AERS A "ok,

7. 28

E =HoAE= DID, ZKP, A FE 2o 9 52 A
A -SHS BT ZefoHA] BT g Q1S ZEY
3 DID-ZKP-MFAE Alb5Hct. ARt 7[HS S
423, AT Zeto|wA|, HAPE v, AAE
4 FH 3F AFAE St Z2EZNA AFS
u, pairwise DID Ex= AAE 71 AEXE ARES
o AR} 229] AlA HdEgoR T = it

4] 7|02 1003] §HE S04 mHtd FHTE
Q1% A7 B 164.8mso]al A AT EAIZES 1,428
Hio|EZ ZRIE|9ict.
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