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Abstract As Massive Internet of Things (IoT) services, such as smart factories and smart cities, continue
to expand, the number of devices simultaneously accessing networks is increasing. In such
environments, repeated or synchronized device access behaviors may lead to signalling storms, resulting
in network performance degradation and reduced service quality. This paper analyzes the operational
procedures and information provided by Signalling Storm Analytics defined in 3GPP standards and
examines how such information can be utilized in Massive IoT environments. To this end, smart
metering, smart factory, and large-scale firmware update environments are considered representative
Massive IoT scenarios to investigate the potential operational use of Signalling Storm Analytics
information. By linking the analytics information defined in the standards to practical Massive IoT
scenarios and presenting specific examples of its utilization, this study contributes to a better

understanding of Signalling Storm Analytics information and clarifies its potential applications.
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Consumer NF (e.g. AMF) 5GC NF(s), AF, OAM

‘ NWDAF ‘

1. Analytics Request

2. Data Collection Request

3. Data Collection Response

4. Analytics Generation
5. Analytics Result Response

[Fig. 1] Signalling Storm Analytics procedure based
on 3GPP TS 23.288.
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(Table 1) Key analytics information provided by
Signalling Storm Analytics

Analytics Information
Cause ID

Description

Cause of signalling storm

Affected UE or
UE group information

Source UE / UE Group

Target NF Impacted NF
S-NSSAI Affected network slice
Data network associated with the
DNN . )
signalling storm
Confidence Confidence level
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Smart Meter
- Periodic reporting

Smart Factory
- Massive reconnection

Firmware Update
- Simultaneous re-registration

Massive loT Scenarios

- Cause ID

- Affected UE / UE Group

- S-NSSAI / DNN

- Predicted Occurrence Time
- Confidence

Signalling Storm Analytics

- Reporting Interval Adjustment
- Reconnection Timer Control

- Network Resource Allocation
- Staged Firmware Update

Mitigation Actions

[Fig. 2] Example Utilization of Signalling Storm
Analytics in Massive IoT environments.
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{Table 2> Application Conditions, Response
Policies, and Expected Effects Based on
Signalling Storm Analytics

1. Smart Metering
1) Analytics Info.:
- Cause ID, UE Group
2) Application Condition:
- Potential signalling storm associated with simultaneous access
by a UE group
3) Response Policy:
- Reporting and access time dispersion
4) Expected Effect:
- Mitigation of concentrated signalling traffic

2. Smart Factory
1) Analytics Info.:
- Target NF, S-NSSAI, DNN
2) Application Condition:
- Potential impact on a target NF or service
3) Response Policy:
- Resource prioritization and policy adjustment
4) Expected Effect:
- Mitigation of impact on critical communications

3. Large-scale Firmware Update
1) Analytics Info.:
- Cause ID, UE Group
2) Application Condition:
- Potential signalling storm associated with simultaneous
re—registration by a UE group
3) Response Policy:
- Staged update and re-registration time dispersion
4) Expected Effect:
- Mitigation of concentrated re-registration and signalling traffic
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