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Abstract In recent Internet of Things (IoT) environments, the increasing interconnection of devices,
services, network protocols, and operational entities has significantly increased both the volume and
heterogeneity of security log data. In such environments, conventional rule-based anomaly detection
and single-event-oriented analysis are limited in their ability to capture the continuity of multi-stage
attacks and the behavioral context at the session level. In particular, attacks such as port scanning,
account takeover attempts, command-and-control activities, and data exfiltration can be more
effectively identified by analyzing adjacent event flows and recurrent behavioral patterns within a
session rather than individual log events in isolation. To address this challenge, this paper proposes a
Session Context-Aware BERT architecture that combines semantic representation, contextual window
analysis, and session-level behavior aggregation within a BERT-based framework. The proposed method
analyzes neighboring contexts within ranges of 1, 2, and 3 centered on the current event and
automatically determines anomaly status by integrating Session Context-Aware indicators such as
average decision margin, anomalous event ratio, destination diversity, and suspicious pattern density.
In addition, explicit file-level and line-level labels are constructed to complement the limitations of
conventional label estimation methods and to enable a comparative evaluation of detection
performance. Experimental results show that the incorporation of contextual information improves
network event classification performance and that session-level information contributes effectively to
the identification of anomalous network behaviors.

Key Words : Session Context Awareness, Anomaly Detection, Network Security Log Analysis, Internet of
Things Security, Multi-stage Attack Detection, BERT
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Proposed Session Context-Aware BERT Algorithm

Input: Event Set E, Window Size W= {1,2,3}

Output. Final anomaly detection result Y

From Event Set E

for each Event ¢; EE:
Compute event-level score §2,,,,,,(e;)
for each window RE W:

ik)
Compute context score Mumdozu

Group Event Set E' into Session Set S
for each Session S; & S:

Compute session score .Qsessi(m (S /)

for each event €; & E:

Compute final score M fznal based on .Qsewm (3 ])

Assign anomaly label y based on M final

return Y

[Fig. 1] Proposed Session Context-Aware BERT
Algorithm
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(Table 1> Experimental Dataset Composition

Category Values
Total Number of Log 200
Total Number of Events Analyzed 619
Total Number of Sessions Analyzed 259
Number of Mixed Normal/Abnormal Log Events 64
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. 2] Total Event based Detection Performance
Metrics
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Fl-score 0.6061°2.& 7} &2 72 E At} Session
Aware= Accuracy 0.6562, Precision 0.7692,
Recall 0.3448, Fl-score 0.4762%5 7]=3l3T)

Comparison
(Table 3) Event-Level Performance Comparison on
Method | Window-1 | Window-2 | Window-3 | S50~ Mixed Security Logs
Accuracy 0.9176 0.9548 0.9435 0.9645 Method Window-1 | Window-2 | Window-3 stsion—
fa \ware
Precision 0.9141 0.9472 0.9565 0.9910 Ry 0.3750 0.5938 04688 0.6562
Recall 0.9429 0.9743 0.9429 0.9457 Precision 0.3878 0.5405 0.3913 0.7692
F1-score 0.9283 0.9606 0.949 0.9678 Recall 0.6552 0.6897 0.3103 0.3448
F1-score 0.4872 0.6061 0.3462 0.4762
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[Fig. 3] Mixed Event based Detection Performance
Metrics
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(Table 4> Session Event-Level Performance

Method Performance of Session Context-Aware BERT
Analysis Target | Event-Oriented | Mixed-Events | Session-Oriented
Accuracy 0.9645 0.6562 0.9961
Precision 0.9910 0.7692 0.9926
Recall 0.9457 0.3448 1.000
F1-score 0.9678 0.4762 0.9963
TP 331 10 134
TN 266 32 124
FP 3 3 1
FN 19 19 0
Number of Event 619 64 259
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[Fig. 4] Session-aware based Confusion Metrics
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