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Abstract Conventional VPNs authenticate users only at connection time and afterwards infer absence
from input inactivity, so an unattended or handed-over endpoint keeps network access until a timeout
expires. This paper models six post-authentication session threats, derives design requirements, and
designs a zero trust architecture in which face presence and liveness evidence from the endpoint
camera is a continuous input to the policy decision point (PDP), while the policy enforcement point
(PEP) is bound to the create-suspend-revoke lifecycle of a per-session VPN virtual interface. We
formalize trust updates, state transitions, exposure-window bounds, and false-lock rates, and analyze
the design parameters by simulation with assumed rates and durations of posture changes. Under these
assumptions, pose-tolerant presence detection with a 2.2 s grace period keeps false locks below 0.1 per
hour while bounding exposure to 2.9 s when the user leaves, and a 240 s identity-confirmation deadline
bounds exposure to about 4 minutes when the user is substituted, whereas frontal-only detection still
causes 2.6 false locks per hour at a 5 s grace period. These results provide design conditions for
reducing post-authentication exposure far below the inactivity and session timeouts of conventional
VPNs.

Key Words : Zero Trust; Continuous Authentication; Face Presence; VPN Access Control; Exposure
Window; Threat Model
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(Table 1) Comparison of existing approaches and
the proposed architecture
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(Table 2) Post-authentication threats,
requirements, and countermeasures

. Proposed
Requirement | Legacy VPN
llsst q gacy control
1 Leave | KL Bounded |Idle timeout |[Grace period,
cut-off (15-60 min) [ vNIC down
R2 Identity  |Overall limit |Matching
T2 Swa ?
p change (12-24 h) ID deadline
. Blink +
T3 Spoof | R3 Liveness | No face check| texture
T4 R4 vNIC Client- Full tunnel,
Bypass | path only dependent | extra NICs off
T5 ) R5 Erase on Until session Flushed at L3
Residue |revoke ends
T6 R6 Re- Product- Device risk
Posture |evaluation dependent |in trust

Legacy bounds follow the NIST SP 800-63B-4 recommendations [4].

4. Mot =

4.1 HH A=

&&= [Fig. 117 Zo] olo|HE, 8 A9, VPN A
o|EgJo]|& o]Fojt}. oo]dEL WA - 7H
QIE|H|o]AWNIC) #elE &= dlole AA(PIP)oIRF T
@ = PEPo|t}. AF AAPE)H AA-7HIER Bzt
(PA)7} PDPE ©]&tt. oo]dE+= TPMY 7|2 A5t
I PDP7} U539t =401 £0S XSt SIEHES B
W, PDP= TPM ¥4 SHoE BE 7|53 oo|HE
£ F718 08 HFsto] AnistAY StER|ET #7719
AAL 1108 &,

Remote Endpoint: Agent (PIP + local PEP)

Posture & Context

Web- Face Presence & Liveness
cam (detect, match, EAR, texture) (patch, AV, process, Geo-IP)

NIC Controller
(full tunnel, bypass block)

VNIC Manager
(JIT create/down/flush)

Idle Monitor
(low-level input)

1 encrypted tunnel
1 viavNIC

(nonce, seq.) +

signed heartl eall
TPM attestation

control
create/down/flush

Policy Server = PDP (PE + PA)

1
:
i
i
| VPN Gateway
(PEP) "‘

Internal resources

PE: Trust Engine
trust, risk, attestation |
graded response LO-L3

PA: Session &
Virtual-Path Mgr.
(policy DB, audit)

{ per-session policy add/delete

J

[Fig. 1] Architecture of the proposed scheme mapped
to ZTA components
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[Fig. 2] Session and virtual-interface lifecycle

(Table 3) Design parameters (*: initial values for the

PoC)
Symbol Value Symbol Value
A 0.2s g (k) 2.2s(11)
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w 10s* a 0.3*
6./ 6r 0.6/0.7% |m,j,Ks 3*
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[Fig. 3] Simulated false-lock rate versus grace period
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