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A Study of an Effective Insurance Fraud

Detection Method Using Nonstatistical Link Analysis

=] Ak
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Kim Hun-Soo
= A79| S22 AME EFAD |9 22 ST HHAD| M} fHE 28e Malsta,
=M Alg] UEYS 0|22 I EA(Link Analysis)2| 7HEDt 7|28l WHES 2A7H5}
1, ojx|gtez 23 EM9| Emergent Group Algorithm@t Step Link7[#Ho2 H§s|AL
HHF HF Ho|HE Moo FIEMo| EntMdS A6 2oz Ao|ct EHAD| Y =
LSS5 A|AL Zfsi7t B7He 4 cke RAE S S551| flsiMs, E8AP| A
7|2 E0AY ok o2t S DStA{o| 1 ZzHHo|ofof St J2{Lt I EEAD| A
7|'H H7= Derrig(2002)0llA] LtER Hiet 20| ChFE2 £ (attribute) Cll0[EIE S
Z Hr} Hust X523 (scoring model) 7HEof| ZHE F11 Jlon] A3FEAT} Zo| 2
APIXE Mbst=H| AMAHoz TR2 £ 5 U= LT H(detection model)of| 25t o
T= MUt HAFAR2 S4SH Ho|E7} ok HA|(relation) HIOIHE SA2E EFA
7|1E ZAlete MetrEol & Wl X|s=2gErt FutMo|n ZFAl =22 SIU K|
ol & 7t AUcks ZEO| Uct 2 ATolA AX HEHAL XIEE 246 2 4o I EM9
Emergent Group Algorithm2} Step Link Analysis= Zd4 2§AL7| Hutof| dgst 7ts
AMo| k= AS HoFULCt.
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[, A7 w73 24
1. BEAP| St

BB|Ae] o E gL A Al B Atk A Bz of gl
A R g 53] (adequate) F-2FalHA = YTHEF o
o SRR FUEPR 52 9o s FEohe ARSI rAT
o2 HAp| & HPFrae] Ads SallM soe ikl E74 of 9l
o 23 A e A 2}

o2l sk Aol A4 oE AL itk S 7HAAHS] whE 7+
2 Bselet fhE o] HAALES ufsiaL glo] AT AIEf oA A
Sh= o] ofZiRIA L ek, Holrt oAk & A2 ARsket T8 At Al
7187} & Al ZHESE WA ARheg- Bl am A A Bk oh]et A
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= 1999d e F Y2 FEE frAlskL Sl

1998 1999 2000 2001 2002

7 7 7 7 7

A4 | 1,951 2,684| 37.6%| 3,876| 44.4%| 4,726| 21.9%| 5,749| 21.6%| 5,757 0.1%

a9 | 25,336/ 29,587| 16.8%|44,273| 49.6%| 31,4211-29,0%| 40,440| 28.7%|41,132| 1.7%

A 112.986|11.023|-15.1%| 11.422| 3.62%| 6.649-41.8%| 7.034| 5.79%| 7.145| 1.58%

BAAPIAGF7E 343 Sk Aake g A9 BEAb| g E8] ast
I 3ie AT BAAP Ee 1997d Hakirkel el 20021l 2 A
Q Akl £Fo 7 sttt ol AFE o] & Aol g Bk 2]
7F AAR L R E g Aaite $49 A g3ste d 71d
g Aolgka #58 5 9ivk

b
i
&l
;O
=
B K
Ry
>
HT
fols
rlo
o
(@)
(@)
o
M
Y
rlr
o,
oy
=

(anecdotal) 73-77} ok et 433 Frlflsivhe AMdolth. (F 2)ollA Hxo] H
A7) Azl tig AP A 2] d3HS B 19999 AL o Ala} ol 4
A} Bl &2 48.3% AR 200230 = 25.1% =2 A #H4ast v HEA] 24z}
T ETEA H]E2 19999 12.1%°14 2002\ 40.5% = 543 57kt
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(E 2) 2eiA| 22iXtol| et Aigxz] Bt

2000 2001 2002
T % 1999
o 27 Z7he
T & 352 215 Al7.2 o4 98.2 479 Al21
(483) | (45.5) (27.2) (25.1)
=75 53 145 4.7 s 406.2 772 5.2
(12.1) (24.0) (36.7) (40.5)
F % 08 A20.9 166 1441 189 13.9
(125 | (11.3) (8.3) 9.9)
T 3 4 A52.0 > 129.2 17 185.5
(7.3) (4.0) 2.7 (8.2)
1 2
T o 88 A35.3 559 285.2 % A12.7
(19.8) (14.6) (16.9) (15.5)
1 4 162 15
sperE7} 300.0 3,950.0 A90.7
01 | 07 8.1) 0.8)
3 7 688 604 A12.9 2,001 9313 1,908 AL
(100.0) | (100.0) (100.0) (100.0)

ZH| AR G o JJOH T8 HE /RS $Aw e Bt (F 3)9) &
A S Y BAE B HEd anx R Hedse o} 2
o} 20024 BAE BH E@*H]XP%O] Aaer 8670 T M (EAE AH), Al

%) A

RS AAS EE A6l Ao A EE AR BS S04 AT
A= A 12 56.4% (6997 & 39441)ell Bl A7k thre] BHEAn|xlEo]
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HPF Aok #ddsto] a2 a3l 7he/dol v 752 4 Sinh

T 949

23 | Au | 49| A9

T g | AT L 1B ea A | am | | ]
o | 47 A

50 65 2 1260 | 17 | 394 | 35 | 143 | 127 | 168 | 867
(5.8) | (7.5) | (0.2) [(30.0)| (2.0) | (45.5) | (4.0) |(16.5)|(14.6)|(19.4)| (100.0)

2002

66 | 66 T | 376 | 12 | 527 | 54 | 135 | 159 | 152 | 1,027
(6.4) | (6.4) | (0.7) [(36.6)| (1.2) | (61.3) | (5.3) |(13.1)|(15.5)](14.8)|(100.0)

2001

28 AH AR T Y (2003)

BPI o} FEGTo] HPAP] A S Fafeh
4 P90] ek, 27 ek BN AR B
o A W AL, tobrt Aele] BB/ i AL 5 kg
EF 4 glth. 2T 2] Bel g BN B
She eke G717 o] TEle FHe] AN WA wHAE WAl el

!
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BHAp7o] Hetdolm] A@A o2 tf-gsh= W= AA F 7FA] HI2Hlo]
AT} o] F HI L ME7AIA Q1 H W] (expert-driven approach)¥}

A4 A2 (data-driven approach)e]th. A&7 4 Q1 Whal& HEA}
= ot} o] Wi YAl ZEE A oF HPAY]
Ak W o ® A HEs|AblA def AR 1
5 AREVIE Ao R HeAp] EERAME(SIU:
special investigation unit)& 7/33t, AP 2|7} S0 il 2elE B

F ATRIE BF - 43 2 dolHEad 3

>
o
>
flo
o,
iy

S,
(L
oty
i,
N,

= h
(scoring model) Z+ A7]-8-22E BAHO|ES BallA 4 - Wdste AURY

(detection model)©] 1T}

£ AT 54L& A B3y 93 RS BolA Hoh AdHo|n &
A BEAP| AR o] I oS gRlska, A= Ho|EF44 B o
$71H% A3 (detection model) 9] 3+ F7<1 FIAFA 9] 7| Qo EAS ATl
skal, piR|Ete 2 AR S o] 83 AAl His|ate] Big AT Ho|EE F4
sto] T4 F3A e A sk dl ot

2 =Y S o 2t [ X e BaAp] Al dE VSRl

(E 4) EAp| M| H|w
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dolE T4
T & | AAE Had
1428 (scoring model) A8 (detection model)
A7t A& AAFE AP | A HelHE VR DBY dlolE 2 5H
ZAERIU) = TAHCR2 | Y-S /L3l o] ZAR | o] 3ATE HHsta o] &
e
AHA o7 2AKE MEAGe] BYAP] eS| SAR BEAP] S9AE
A3t & FZ&3}] SIUY
Hoau o) zto] et Aol NAY %4 (attribute) AR | 7HA7e] A (velation)
R P ) P
B3| =8 olAn] Bl &2 Al2E] 3] 8 FA A AlzEl P38 ZA A
AP ZE2HA AA dolHE gz o Al W & Ea
SIU M1 Z=Ap2] AGH B3-S P53t &8 | 24}
L9 zto] thak FaA<d SRS AP 238 SRS AL Ak
gk AL B3l A] o (screening)at=H] &34 (detection) 3t
2 o SIUel & A5

[ 23A7] AR gt

-

HEAZ7F =94 a8 (moral hazard)e] Azte= 4l Arrow(1963) =
Haip] A7 S8R & Jon, HHAAS #HdA BIAE Eehd
Becker(1974) & 3 7| A 2ke] o] 24 E-& A|A gk A3t} Dionne(1984)
< =84 afe] Aot T BIAP] AAlel tigk 27] A7 o] A= 1A
HY HAi] A8 B8 354k A7) (provider fraud)ol] thek o] 24 &
= A8

HEA] df-gof 3t EAZQ] o] &A= Mookherjee and Png(1989)& &=
Hlg H A 011:]— ase E_z;s:«]l/\],71_§ q]g]o E—X]E}jl o] N ﬂ]o]o}iﬂ u]—/di ;<4
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Boyer(2001)= @A 3522 A
} (Insurance Fraud Bureau)«] | go| dAHTE 2

5*] %}% Brle FEeR EEJ/\V]Z/\HLE FGsh= Zlo] MRS fAsiA vt
gA ettt o] &5 AlA '3}9117} o] A28 ZEAQ B3] 2ALE Sl T2
| 8 E&4Y Aolgk= Al Vq = Azt

B A et 54 dAte BT A A AR QLT vl ]
ARrAl 2] B3AE7 ] (Insurance Fraud Bureau of Massachusetts) o4 1985
WUXE 19894 Alold] AFExtEE ] tiolujAt BAF BAREE A o7 tekst
AA = BHESI TH Weisberg and Derrig(1991, 1992)). Zivet Ha =l A
T fAReE A7 &=t (Dionne and Belhadji(1996): Caron and
Dionne(1996)). Weisberg and Derrig(1991, 1992)+ 19851dF-E] 1989 Alo]
o] 2FEAHEE L] thlul e Bl S ZAFSIGATE o] AFE BAAP 1A (fraudulent)
o] ofnl& BEAP|Y BARE7FENA /1] AEH A2, 14 ol whet it
o] FyA ol webA] PeetA HAiear s e 4l Akl BlsiA o4
< 7R SAskA] e 3| el| Sl AlIZF el Ae A48T
T12ja BAe) 3ol Hdw AlgH AF-ehe oAl @k AR o] ofy il
- B3hek AbAR & 2eeka ke AR S A F e 138 o] AF =
HYAZ|E 44 B¥A] (hard insurance fraud) 9t A4 B AL (soft
insurance fraud)$! T (build-up) 2 T&5te] AL =8 o olul
(bodily injury) 02 B2 A F3 53 &F 10%+= 449 AP <F 50%
© 94 B3] o wo] ltta FAsIHA HAAP|Z QI B g A7
S AuFer”

Hgx7] Adngdy ddd Qi AsATF o2 Weisberg and
Derrig(1995)7} Itk o] = 65709] B ] #d ¥FE WA 2o, o] 5§
WTE 1He] ARATE SAE A 25709 HAb] dAybasE Adeisith o

)
ok
T J
e
~
>
i
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g0l HEAZIE #4891, Derrig and
Ostaszewski(1995)= <9 SATAH T EEH HATH (fuzzy clustering)
= o]&st] B E & S3 A3 HA| TR o] dsiths A B
Brockett, Xia and Derrig(1998) 4= Kohonen®] Self-Organizing Map®] =}
£ ‘unsupervised learning 712 Al=ste] BEAP|E RIS o] WOl
BRARE7E] FHARI A Ao gt BEAP] &7 WA Eot $-gsithe 2E B
t}. Belhadji and Dionne(2000)-& probit =3 < o]-&ale] By 28-S A A5}
At o] Aol E 7 Ak ERjARE RIS AARS] A Abarel] Tk Alaiute
(claim file)= TE3] HALsHA g & 2t A2 A=t A2t HFE A
Al 5070] BEAE] Aol A FAsh= WS FoIith A 7]el wabA 2zt
A 27253 Tk Probit3] 34 = BallA 2 Al 11 B3Ap] g&
= BTt o] = 7t Bk A AQ] kel whebA] A AlndE F B
o] =& 49l 10% T 5%E H2 ZAME 4= vk Aolth,
5 A= o] k= A3+ Major and Riedinger(1992)e]t}? o] &
T= BIAPIE dAlske 277FA19] BIAIZA Q] A9 B (behavior-heuristic
information) & SA12 0.2 A F3lste] K|S Bt} G392 o & A5l = Al
Tt} £ A+ EFD(Electronic Fraud Detection)#t ©] 822 TravelersE.&A}

oA A At W Bl o P S olgalA AZuPe 8T

n2

=

ad o o fir

il

1) Weisberg and Derrig(1991, 1992) a7ollA F3a AXA]& 10%+= SIUA o] 3}
A BT AH0E HES] APEE 43 22 dlE AR EL oY
g o] AFYel= B4 SIUY EEALE ez oy R &S A Ese Wl
BEFFAke] danhs wgdste] Aol AL ot W AR[AEA 7} RS
QA5 Yoz AT A &L 2k Aol wjilde] AR Al ggks 3}
© AMA T w ol vl=re] BRI &S SEivetEn €53 58 Aoz A3t

2) ©] A+ The Journal of Risk and Insurance(2002)°l <= A},
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HAH(healthcare providers)2] E@A|E Z34 02 Adksivia B 1sls]

Ul A Z31 (1989, 1990)< Al&ez 243(1993), WY - <
(1999), k=7 9](2002) ol E@AS] FAHH gt =3ln
g - FE7(2002) HAA| 2 gt FAke] BFE/dS CAIFS AR 4
itk BEA o tigh o] 84 A= AER(2001)2 HAA Gt BlhA B
A& a1 o] 7Fssithe A S B o] §5(2000)= ZYEH &) IAH]
E A EsI L 0] &53.(2002) = E@AP|S titg A5k /A 1ol th-&-st

7] flelix= H@s|atel] Ak C] Fojxojok gt gt 2 AT 234

o2 Fo| FHe B Y] ARy #et AFEe 1381997 AdSF
(1999, 2000)7}F =, A3-8-(1997)2 HA| <} QAFAEIEH S T*O“LHH E‘:}
BEAQ BEAP] ARy rpdE  ddvke A AlE o=z
A8F(1999)= AHPE ©]-&3te] HaAp] Adtrdd g 7pde & slvke As 01
EAo2 HAFA 1, AA5(2000)E 2A| A-5AEE HEAY] HlolE & o] &3
Al AHP E3A1 4053 9] prototypes EoAFUTH.

20021 The Journal of Risk and Insurance= E&8A] A7 tigt 529
o] JATt.”? Derrig(2002)-2 HaAl7]o thdt A7l A+E 2202 HE -
oketal g AR AlABHI Y. Tennyson and Salsas-Forn(2002)2 #
Ackel] thgk o] 24 AFE FalA BEw AFF HF RS AlAE o] &
THreknt HAb] Aung S BAF o7 AAete AFAT WEkS A
ot} 5 HESALe Hd| AHF AL AR S EA4elA o84 d50
ol S5S APA 08 HFsI o] 84 AFEY AES AR sk 23

MrooN o s
% oo o

u!

]11

l:o

e re
ol

>
1 m
iy

_—

e
Ll
=2

Artis et al(2002)& HEA}7] A2 3o A v)A] (honest claims)gt £F
A3 ’2} FE AP] (fruadulent claims)¥ = Aths 7Py oA Eitelt}. o]
T+ F$F¥ (Maximum likelihood estimation)S EalA EF <L

(misclassification error)& 5731, ©o] LFE 1t 259 nEshA] &2

o i 2

3) The Journal of Risk and Insurance(2002)°& & 6712 H3A] B =Fo] &3
=,

&
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9] BEAP] ARy Aol7t Azttt RS XA 8T Brockett et
al(2002)2 PRIDIT (Principal Component Analysis of Ridits)o]# d%2]
unsurpervised learning' 7IHE B3lA AEA9 ‘supervised learning 341
HdS FES 4 9SS Btk & AEAQ B score model (3] AEA,

A EEA AEA) Aol AA 2Hor F9d FHRE
(training sample) 2} &% o] FAH o7 G853t WA RS AA
3F9Th Viaene et al(2002)& A AEI3AEA (4.5 AR YT 2@ K-24
O XRY T HFAQ JAEH RYE o} wlo| X AQNFAEHEE (Bayesian
learning multﬂayer perception neural network)¥} Z&FSHETZ| A S5
(least square vector machine learning) & #4l BA84 7HE9] dS4H=
A2 vluste] A o] REAP|ALRY S Ze AFE APt

¢

i

SN
Ho o
ro “

-
4l

e

N

A
<
T

g2

I. @354 (Link Analysis)

o

ELPEpITe)

). A=) Aejeh o) 24 uig

d 3% (Link Analysis)< Q17He TAE A EA5t, ©d QlI7to] 7+
Foll= obF AX It} gl ARSI U ES o] &4

A, A4, A9 71241 HAE ofe}t AT

o]
=

2g) zE=th= Zo|th(Wasserman and Faust(1994)). o]
ZF ZA-0] x| ¥ A% YA 5 1 EA-o| Hlo|H = ‘a“: A
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S B8 oM & Ao AR A4y B S BT

Byrne(2002)°ll ¢J3hH &AL 7i
e = FAUS FE] A8l A2 ATE o] Hof = AAES] IAE HE
Y Astete A ot FostAtt. FA LML AFdA ERD(Entity-
Relationship Diagrams), Nodes-and-Links, Directed Graph 5] &012 A
7] % gt}

-
24
l-'\l
B
r 2|
)
=
o)
(02
o=
o
=
o
Ani
A
o

B oo} g o ¥ - g-Fole] d
A e A HelE, profilexts A=A (Money Laundering)
SAHEH= E41 W9 profileAl® EAIAF7] (Telecommunication Fraud)
At A A
3¢l = A A 2 FFA, FEY, I
4] Y ESL Einy S
(Bu81.ness Aol |34 YEHNZ BN AEIF B4
Intelligence)
$ AfolE A A Holx], gl = Hyperlink-Induced Topic Search
GIS WESE HlolH WEFZAL, A2
W3 A 2AF | ARG, SRR, B4 AR | BEAD] 1R A
Zl = - AAAT/(1Q00Q

= X\ I\ IN1TJJIO)

AT H 4 B AR FSAE B4 T thdst oA &8s a
ULt dE =9 PAtelE A4 (Search engines, Site maps), HEH A Ed
¥ 22X (Web caching, Public transport), H°]€ ”}01%5‘—1 (E-commerce,

Telecommunication services), A& WES A 4 (Social structures, Policy-
making Decision), 9AE ¥4 (Coreference, Co—citation), JAFA% A&
(Decision-making, Logistics), AF71%(Money laundering, Calling cards
fraud) 5ol 853 UTHAAAI(1998)). o] gt Link Analysis?} theFgh okl
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A8 AL 083 vlole] 4olA 7t Entitiesttel AW (Link) & B8},
e8] Polohs SO g Aatajols] HRolth. F, 53 BE(Field M F
A% %S /AL e RE U2 (Records)E A2 QAE} 8% AAE 5

U}, " =224 (Link Analysis)2] 743 54

HIAEAL Link, Node, Value, Direction, Network® %] At} o714
Node®= ¢2]¢] Entity2 E&= ] =, ]l”‘ tlo]e o] =9 /35 Entity=
AR 7 U2 nlgth 12y AR =2t Entity7F 2 4 glom, dut
How A B (A s, F4, A S %)~ 7= &4 %k0] Entity= A
SHh 3 Valuee F 7119 Entity?re] #A19] J=(Hl%) 9 F2 ou|sh= 3
o7 H3hest S, B3] £ ot & ¢ ok B8 Direction 7 719
Entities7te] WEES ojn|sl= Aoz ASIE S0l Al BAlIR] 9} 2212 2 YER) =
sPEE A7 4 9lrk 18] 3 Networke == =7 AAE o] g o] &
A= Hold + 3

Node

Link

Network ‘]
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2. 23 EM1} Visual Data Mining

A2 HEEE A AP 23] ARle] A4 o 8alA HolE o] dEs a8
1B
<

MAAY B o] B3 7 + g g8 HelFE Ao| HiEL} E2
ERRe A 18 EobAele), /1 ] slebd, 5 991 A7} 2o

st d 245 A33 HEY VDM %ﬂ%‘%’—‘lﬂ %111 (easy to learn), 23}
© 8 A o] (reliable), tiets] H]-8& 24 (highly costeffective)o]2tal Hi13}
3 UH(Andrew and Peterson(1990)). VDMoX & A5 22271 HHE AA
o}l o] & HEC 2 ZAbE AR E tHde o R AT £ U A H
et o] gL tlo] 1%’1‘:1341 AT g ST} o ZARALA] 9
T8 A3 UskeEA] Al o2 Hojg
VDM 17k} 91%]4 % % Sthslkshe Al WRel] o) Este ZQ1H 7]
de FZEA (link Analysis) 9% F3H(clustering), 713t hierarchies),
A7 A E (self-organizing map) 59 AR o] 9tk Tamassia € (2001)
o 9P Visualization H34¢ ME A 729} 7|thslA] &2 siele] s}
Oﬂ M01 AZF ARG o wlf- ERA Q)2 T B
DA H B2 U’ (object)2] Ashi&-S % 1’41/?_]01] gz Aztsteitid o
/\V] < 4A & 4 Utk 8HlF 5l wAlgld
object)°]aL 6H-2 o] kel F4lo] ¥ E R 53] 28 3}e] w4lo 7W %ol 6
3} 22 o S WA} & Aolgke S 8 E  Ath(Westphal and
Blaxton(1998)).

J

ot

o] =]
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Time Date [,
02:00 12/05/97
04:45 12/05/97
05:12 12/05/97
05:30 12/05/97
05:39 12/05/97
05:55 12/05/97
07:49 12/05/97
08:00 12/05/97
09:16 12/05/97
03:32 12/05/97
10:04 12/05/97
12:11 12/05/97
14:51 12/05/97
15:59 12/05/97
16:43 12/05/97
18:44 12/05/97

D NN 00N W O =1 =1 00 A DN
= -1 O N O NN A OO 10 O W N

3. P20l AEE = =M ulH

g AFEA0A Yehe daA <] " 4534 (Interconnectivity) ol €]l

FEAWEE gefstal o8 B

A 543 Elg Kol s Wdste slolt. dE 59 (2d 3)dllA #d
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Abstracts

The objectives of this paper are, first to document recent insurance fraud trend
and insurance fraud literature, second to introduce the concept and basic rationale
of the Link Analysis originated from the Social Network Theory, and finally to
evaluate the effectiveness of the analysis method by empirically analyzing real claim
data. With strong cracking down efforts by insurers against insurance fraud,
insurance consumers complaints appear to increase. In order to control this side
effect of the anti-fraud efforts, fraud detection techniques have to be not only
effective but also scientifically persuasive. Most of previous literature on insurance
fraud detection like Derrig(2002), however, have not explore more scientifically
persuasive and more practical link analysis approach but mainly focus on
difference kinds of scoring models. Comparing to scoring models using attribute
data, the link analysis employing relation data could be more effective and practical
in assisting SIU(special investigate unit). Based on the empirical analysis both
Emergent Group Algorithm and Step Link Analysis have demonstrated its

effectiveness to detecting hard insurance fraud.

% Key Word : SIU, Emergent Group Algorithm, Step Link Analysis
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