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ABSTRACT

As wireless network was grown and performance of wireless device was increased, M-Commerce was activates in
Wireless network environment. Therefore many user downloaded various multimedia data(picture, movie, music) by use the
wireless network. But for using the multimedia data, it need authentication of user for paying. So authentication technology,
such as WPKI and WPLS, Hermes system, is studying. But if authentication systems was implemented to heterogeneous,
system that used WPKI technology is difficult to implement, it's not interoperate with authentication system on wire internet,
not support XML digital Signature. Hermes system also not interoperates with XML digital signature system. So our paper
designed WXDS(Wireless XML Digital signature System) that can interoperate with other digital signature systems and use
to XML document to apply XML digital signature technology on wire and wireless network, and then implemented system
that can sign to XML digital signature by java card. Through system that suggested by us can supply XML digital
signature on the mobile phone. And user can sign multimedia data whereas on wire network and mobile phone.
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Today, E-Commerce was move to M-Commerce due to

develop the wireless internet environment which was not

connect physical network and performance of wireless

terminal with mobility and portability. M-Commerce is

form of E-Commerce that pay money to use wireless

device such as Mobile phone when buys product or Digital

contents in shopping mall. And authentication and data

Security In the E-Commerce was regard as important

problem because it was related to money. So there was

study that identified user to use digital signature by

certificate published from the CA(Certification Authority).

Recently, because it is actively studying E-Commerce that

used XML document in wire Internet environment,

studying XML digital in user authentication field.[1, 4]. So

we need the digital signature technology that identified

user when happened E-Commerce in wireless network,

such a wire network. Authentication Technology that

studied in wireless network was WPKI in WAP Forum

and Hermes System in Constance University of German[3,

9]. But Because there are many problem that Wireless

internet was very limitation on wireless device

performance and network environment then wire internet,

Data encryption and process of authentication was very

difficulty. So Java Card Technology that was able to

compute the encryption and authentication value in

wireless network was studied [5, 8, 10, 13]. Also WPKI

was consisted of Heterogeneous system such as CA,

Mobile Cooperation, Finance, Content Provider,

Authentication system based WPKI was very difficult to

implement. Hermes system was used to XML document in

E-Commerce, but because it was not use to XML digital

signature technology, it was not interoperate XML digital

signature system in wire internet.

So in our paper, we implement WXDS(Wireless XML

Digital Signature) that process to compute digital signature

value in wireless device and other computation was

process in mediator to make up for WPKI and Hermes

weaknees and it was based java card.

Our system was expanded XML digital signature

technology that was able to sign in hetero-geneous system

to wireless internet from wire internet. And it was able to

efficient process of business task because of sign the XML

document in wireless internet. Also we can easily

developed digital system in spite of heterogeneous

environment that was consisted authentication, mobile

cooperation, finance and can interoperate other digital

signature systems.

WPKI was expand to PKI in wire internet for wireless

internet and suggested in WAP Forum. user of wireless

internet was registered and published certificate by CA for

communication of security to contents provider or to sign

transaction. and then user was sign E-commerce

docu-ment using private key store in wireless device

through the certificate. The signed document was transport

to web server through the WAP gateway, it was delivery

CA, finally validate the signed document.

Hermes system was implemented to process user

authentication to use digital signature in wireless Internet.

The goal of this project is to study software architectures

for mobile computing in the context of services for mobile

phones. This project has been a proxy-based software



architecture using asynchronous messaging . And there are

some problem that the certification process is very

complex and is not suitable for real world use [9].

User send service request to contents provider.

Contents provider was received service request of

user, and then send E-Commerce XML document to

Hermes system.

After received XML document from Contents

provider, Request receiver was check form of XML

document use to XML parser. And then

frontendcommunicator was created message to sign, send

it to wireless Device. Created message was included

contents of service, number of transaction, create date of

message, expiration date of message.

The message that send to Mobile Phone was signed

by Signature Front End mod-ule and signed message was

send to Hermes system.

After received signed message, verifier was validate

signed message through the Trust Center, when finished

process of validation, the signed message delivery to

Financial-institute communicator to write new XML

document.

Financial-institute communicator that received

signed document was create XML document that included

initial request of contents provider, user request,

transaction, account number, and it was send to

Financial-institute with signed message

Financial-institute was validate the XML document

and signed message.

Concluded service was send to verifier form of

receipt, and Verifier was validate it through Trust Center.

Wireless internet had limitation, such a narrow

bandwidth, worst powerful CPU, small memory capacity,

small store capacity, small display device. there are very

difficulty that process the XML digital sign in wireless

device Such a limitation. so our system was design module

that compute the digital signature value in wireless device

and WXDS mediator separately. Figure 1 shows structure

of WXDS system that we were suggested.

WXDS was consisted of Mobile phone, Content

provider, WXDS, CA, Finance.

Mobile phone(Wireless Device) : It was used when

user buy the product or use the service, and compute the

Signaturevalue for digital signed in user authentication.

Content Provider : supply the contents(multimedia

data) and service in wire internet and communicate with user.



WXDS : Create the element of XML digital

document in E-Commerce and send Canoni-calization

value of SignInfo to Mobile phone. Finally, received the

SignatureValue and other information from mobile phone

and create the XML digital Signature document use to it

CA(Certification Authority) : Published the

certificate to user, provide the information (public key,

certificate information) for validate the signed document.

Finance : provide the Finance service for trade

between user and contents provider, validate document

that signed by user. After conclude process of payment,

notified payment complete to contents provider.

Application of digital signature

In WXDS, digital signature was process to send

canonicalization value of SignInfo that created from

WXDS mediator to mobile phone, and create the r, s value

of signature that using private key. And then r, s value

which was created send to WXDS mediator. In our paper,

we used to DSA(Digital Signature Algorithm) for digital

signature algorithm. And we implements code that

computes r, s value to use the Java card API. Table 1

shows variable and function for application of digital

signature which we used in application. The codes, which

compute the r, s value, are the following:

BigInteger Sign_Result_R = G.modPow(k, P).mod(Q);

BigInteger Private_key_R_Plus_h

= Sign_Result_R.multiply(private_key).add(h);

BigInteger Sign_Result_S

= k_inverse.multiply(Private_key_R_Plus_h).mod(Q);

verify Application

In our paper, we use also DSA algorithm and

implements code that verify to r, s value by used java card

API, such as following code :

BigInteger W = Sign_Result_SS.modInverse(QQ);

BigInteger u1 = Verify_hash.multiply(W).mod(QQ);

BigInteger u2 =

Sign_Result_RR.multiply(W).mod(QQ);

BigInteger v1 = GG.modPow(u1, PP);

BigInteger v2 = public_key.modPow(u2, PP);

BigInteger v = v1.multiply(v2).mod(PP).mod(QQ);

Signature process of WXDS that suggested follows:

User send service request to contents provider.

Contents provider was received service request of

user, and then send E-Commerce XML document to

WXDS system.

After received XML document from Contents

provider, WXDS was check form of XML document use

to XML parser. And then creates reference element and

SingInfo element. After compute canonicalization value of

SignInfo element, send it to wireless Device.

The message that send to Mobile Phone was signed

with private key and create Signaturevlaue, and then was

send it to WXDS system.

After received Signaturevalue, WXDS creates

Signature element. Finally it made XML document that

consist of Reference, SignInfo, Signature element. For

validating signed message in the Trust Center and

completing payment process, WXDS send signed XML

document to Financial-institute.

Financial-institute that received signed XML

document was send it to CA to validate au-thentication of

user.



CA was validate the signed XML document and

send result of it to Financial-institute.

Financial-institute was complete payment service

according to result, send it to contents provider.

Figure 2 is example of XML digitalsignature document

that used WXDS. Because performance of wireless device

was the lowest then wire device, it was difficult to create

XML digital signature document directly. So we weresend

only digest value (E6lwx3RvEPS0vKtMep4NbeVu8nk) to

wireless device for compute signature value in

<SignatureValue> element. In our system, such a digest

value transforms to signature value(79738777230...) by

using API of Java Card.

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

<SignedInfo Id="Example">

<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/

REC-xml-c14n-20010315"/>

<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsi

g#dsa-sha1" />

<Reference URI="http://larkspur.hannam.ac.kr/example.htm">

<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

<DigestValue>E6lwx3RvEPS0vKtMep4NbeVu8nk=</DigestValue>

</Reference>

</SignedInfo>

<SignatureValue>79738777230...</SignatureValue>

</Signature>

Table 3 is analysis and comparison WXDS with WPKI

and Hermes system.

To implement Digital signature system in WPKI, need

to interoperate with CA, Contents provider, Finance,

Wireless device provider, Telecommunicate Cooperation.

Since there are not yet standard of WPKI, it was difficult

that WPKI digital signature system implement in

heterogeneous environment [3]. Also in case of Hermes

system, XML document was used in E-Commerce, it was

not used XML digital signature technology, but signed to

transaction(message). So it was not interoperate with XML

digital signature system[9]. But because our WXDS

system was used to XML digital signature technology, was

able to interoperate with XML digital signature system,

and easily integrate with other contents provider for using

XML document.

Today, as developed E-commerce in wire and wireless

internet, many users download various multimedia data,

therefore it need the authentication technology. So, study

of user authentication, such as WPKI, Hermes system,

PKI, XML digital signature technology and smart card for

performance increasing of wireless device are progressing

actively. But WPKI system was difficult that system



implement in case of consisting with heterogeneous

system, Hermes system also was not interoperate with

XML digital signature system. And because wire and

wireless authentication technology is not yet compatible

each other, should implement different digital signature

system in wire and wireless environment.

So, to resolve this problem, we are design and

implement the WXDS system that could signed in wire

and wireless environment. Also, because of limitation of

wireless device, all process of XML digital signature was

not possible in wireless device. So WXDS system was

implemented to compute digital signature value in java

card. WXDS system was able to interoperate with wire

XML digital signature system and sign by using Method

of the XML digital signature in wireless Internet.
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