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Security vulnerabilities analysis in Network Systems

based on the Hacking Incidents

ABSTRACT

In this paper, possible security vulnerabilities analysis in network system environments are studied by analyzing previous

hacking incidents. The paper suggests a method to identify problems with the files tampered by security attacks as well as

to analyze the related log files and processes. In addition, tools used in attacks are analyzed to find efficient ways to apply

security enhancement tools, and security vulnerabilities in network protocols and their countermeasures are also examined.

Possible security vulnerabilities is analyzed following a "query-and-response" approach, so that they can be easily applicable

to similar attacks detected in the future.
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#cat /etc/vfstab
/dev/dsk/c1t0d0s1 - - swap - no -
/dev/dsk/c1t0d0s5 /dev/rdsk/c1t0d0s5 /var ufs 1 no -
/dev/dsk/c1t2d0s7 /dev/rdsk/c1t2d0s7 /home1 ufs 2 yes -
/dev/dsk/c1t0d0s0 4133838 241845 3850655 6% /
/dev/dsk/c1t0d0s4 8263373 6360669 1820071 78% /usr

< >
/dev/dsk/c1t5d0s0 291215 1 262093 1% /home4
/dev/dsk/c1t5d0s3 1322527 1689 1267937 1% /home
/dev/dsk/c1t5d0s0 67264763 385964 66206152 1% /mnt
#strings /dev/dsk/c1t5d0s0 > img
#grep rpc.statd ./img



•
kstat LKM
.

#/usr/bin/kstat -P
PID PPID UID GID COMMAND
1 0 0 0 init
2 1 0 0 keventd
128 1 0 0 kjournald

< >
649 551 0 0 in.telnetd
650 649 0 0 login
#ps -ef | grep portmap
#/usr/bin/kstat -M
Module Address
knull 0xc283a000

< >
cdrom 0xc27a1000
jbd 0xc2774000
#/usr/bin/kstat -s
SysCall Address
sys_exit 0xc011608c

< >
sys_syslog 0xc011269c
sys_vm86 0xc0109e70
#cat /etc/rc.d/rc.sysinit

#vi /etc/rc.d/rc.sysinit



#ls
#cat history.bak



tct※
#cd /home1/user016
drwxr-xr-x 2 user016 training 512 Aug 7 14:13
.
drwxr-xr-x 108 root root 2048 Jan 26 2005
..
-rw-r--r-- 1 user016 training 185 Aug 7 13:40
.profile
-rw-r--r-- 1 user016 training 124 Aug 7 13:40
local.cshrc
-rw-r--r-- 1 root root 726658 Aug 7 14:13
tct-1.12.tar.gz
#gunzip tct-1.12.tar.gz
#tar xvf tct-1.12.tar

※
#cat /etc/vfstab

. vfstab※
c1t0d0s6

.
#cd bin
#./unrm -f ufs .dev/dsk/c1t1d0s6 > img
#ls -al img
#../lazarus/lazarus -h ./img
tct※

#cd /home1/user016/tct-1.12
#./reconfig
#../lazarus/lazarus ./img
#cd ..
#cd blocks
#ls -al
#cat 122.c.txt | more

adore lkm rootkit .※

#cd /usr/local/apache/data
#ls -alQ

non-printable※
# strings ".. " |more

Unix , e-mail※
, TCP 12345

.



#cd /var/spool/cron/crontans
#cat root

#grep -v "^#" /usr/bin/xargs.19 | head -n15

# tcpdump -Xn tcp port 80 and host 192.168.227.1



#ps -ef

#kill -9 1659
#kill -9 1649
#strings /usr/sbin/master
master
/etc/.evrc
RC_ROOT
... ...
mtimer: usage: mtimer <seconds to DoS>
usebackup: Switching to backup data file, If exist.
help
trinoo>
#strings /usr/sbin/rpc.listen
rpc.listen
127.0.0.1
/etc/.evrc
RC_ROOT
... ...
udpport
tcpport

#rm /usr/sbin/master
#rm /usr/sbin/rpc.listen
#vi /var/spool/cron/crontabs/root ※

#ls
#/usr/local/bin/tcpflow -r 0108@000-snort.log

TCP .※
, 1524

.

#cat 208.061.001.06596-172.016.001.102.01524



ftp , .※
#cp 064.224.118.115.00020-172.016.001.102.33514
evidence
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