w4t gfjol 7|RESE LSB Steganalysisoll #3+ 7]& AT

B RS WE Balol o3 B4 Srjo] s19a AR 1SB 25T 40| steganalysis 71 AT 1B 2
MGe 714 et 418 stegonography WOl H W QY WO clal v wAXY A1) ARE
D] otk Tl B ERolAE 94 AL 49l %S9l ER BAGoss Guel e B Fhe
oh E@ BaE T o) Rl ol e ol WS sy, Fld B9 % 2UE 4 nrjoje] 5
4 95ere sate] $A4 BHES 23Utk 338 54 WHE MIP 25700 dgslo] Av 343 2H1
39S AGHD BV AL Pl B B1 A9 U 15 A 42 AU T 22 s

A Study on the LSB Steganalysis method based on variance extension

Tae-Hee Park’

ABSTRACT

This paper proposes LSB steganalysis method based on variance extension by the bit seperation. LSB embedding is the
simplest and easiest among many stegonography schemes. But it is difficult to detect secret message due to modified
embedding methods. To improve the detection rate to existence of hidden message, we expand the noise variance of image
by separating pixels into upper and lower 4bits. Then we decompose each seperated sub-images by using 3-level wavelet
transform, extract 84D statistical moments from characteristic function of original and subbands. Multi-layer perceptron(MLP)
classifier is used to discriminate between cover and stego image. We experiment our proposed scheme on modified LSB
embedding method. The proposed method improves the detection rate to existence of hidden message.
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Table 1. Comparison of detection rate in the previous and proposed methods{units : %)
Xuan'sl6] Mehrabi'sl7] Proposed method
H| E2(bpp)
TP TN ave. TP TN ave. TP TN ave.
0.1 495 515 505 915 330 62.3 885 63.0 758
03 575 530 55.3 945 26.0 60.3 89.0 62.0 755
05 525 62.5 575 855 3.0 618 86.0 68.0 770
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Table 2. Comparison of F-measure in the previous and proposed methods
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