ALEG] AEUES A2dle] YR AFEY] Aol 4% HAE ANE AL R AZEY Axde 2
ZUEE olgale] /s FYolAE 9 $a8 Aaolth & RIS Secure LinkingdlAl AHg5IE
S4¢ FUS] 9% 0ok YHE RIS AN, o DL 088 SLIML 1L Akgth SLIMLE SLinking
ZH92E HEoR @ W54 WAojITk Ea B RS SLIMLe] MLo] FAE ERHE 44714
GORAE 71Eo] B3 ML BAACISHTE HE Bl g 5 9lge sk

Developing Safe Software with Modular Behavioral Properties

Hyong-Soon Kim, Eun-Young Lee
ABSTRACT

Verifying software components before deploying them is a significant process when component-based software
development is considered for building a large-scale software system. In this paper, we propose a refined model of
"property" of Secure Linking (SLinking) and SL-JML using the new model. SL-JML is a behavioral specification language
based on the Secure Linking framework, which inter-operates with JML specification. We also show that SL-JML is more

flexible than previous JML specifications without compromising the expressive power of the essence of JML specification.
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|. Introduction

Verification and validation is the name given to
the checking and analysis processes that ensure that
software conforms to its specification and meets the
needs of the customers who are paying for that
software.

Software inspection is one of the techniques for
system checking and analysis, which analyzes and
checks system representations including the program
source code. Inspections may be supplemented by
some automatic analysis of the source text of a
Inspection
techniques include program inspections, automated
source code analysis and formal verification. These
are static techniques as they do not require they

system or associated documents.

system to be executed.

Although program testing is still predominant
verification and validation technique, software
inspections are getting widely used these days. A
few researches found that static code reviewing was
more effective and less expensive than defect testing
in discovering program faults by empirically
comparing the effectiveness of inspections and
testing [1].

Secure Linking (SLinking or SL in short) is a
flexible way of allowing the users of software
components to specify their security policies, and to
endow digitally signed certificates with more
expressive power at link time [2]. It is more flexible
than typechecking with allowing informally
specified properties, and by providing a way of
reasoning about combinations of those properties in
a formal way. In addition, Secure Linking is more
expressive than simple code signing with restricting

the scope of guarantee made by digitally signed
certificates. Secure Linking would not prevent bugs
in a software component, but it would give a signer
finer-grain control of the meaning of his certificate
when signing on a software component.

The concept of general property gives SLinking
flexibility to express the program properties which
are difficult or even impossible to specify with the
existing specification methods. Some security critical
properties such as properties related to coding style
can be identified by human inspection, so human
inspection still takes a important part of software
validation. SLinking helps these inspection merge
into the software deployment process with a formal
logic. Thoughthe  global properties of Secure Linking
are powerful and flexible, the freedom of property
specification has sometimes been criticized as the
lack of rigorous specification.

In fact, there have been a few specification
languages for stating the property of a method in
forms of pre- and post-conditions. Hoare logic is the
oldest form of this specification [3]. The notion of
behavior subtyping is also based on the idea of
stating the constraints of a method first, and
verifying the constraints later [4,5]. JML (Java
Modeling Language) is a behavioral interface
specification language (BISL) [6] designed to specify
Java modules. Modules in JML are classes and
interfaces. As a methodology for component
composition, SLinking has been considered as being
less formal or less rigorous. It is because SLinking
does not provide a way of specifying properties in a
formal way though SLinking itself is based on a
formal logic called SLinking logic [2,7].

We propose a refined model of "property" of
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SLinking, which allows users can specify properties
of modules in forms of formal logic. With this new
model, we designed SL-JML and implemented a
JML-to-SLinking-logic translator embedded in a Java
class loader. SLJML is a behavioral specification
language based on the Secure Linking framework,
which inter-operates with JML specification. We also
show, in this papet, that SL-JML is more flexible than
previous JML specifications without compromising
the expressive power of the essence of JML
specification.

In Section 2, the related research topics are
discussed. The refined new model of SLinking
properties is proposed in Section 3, and the design
and architecture of SL-JML are discussed in Section 4.

The conclusion will follow in Section 5.

Il. Related Work

2.1 Secure Linking

Secure Linking is a software model for component
composition, in which 5 different principals are
involved: code provider, code consumer, property
authority, property server and key authority [1]. It is
based the idea of Proof-Carrying Code [89] and
Proof-Carrying Authentication [10].

A code provider is providing code which is
considered suspicious until it is proved to be safe. A
code provider could be a programmer who wrote the
code for herself, or a software vender who sells the
code. A code provider could be even a colleague who
is working together on a large software project. A
code consumer is the principal who uses outside

software components in his system, and wants to

protect his system by verntsing the components at
link time according to his own linking polics. A code
consumer , anestablish his own linking polics which ,
anbe consulted by code providers and used for
component verification at link time. After getting a
linking proof and the code from a code provider, a
code consumer checks the proof. If the proof is
verified, the code consumer will believe that the code
is safe and run the code; otherwise, he will refuse to
execute the code.

A property of a component is an assertion of
expected behavior from the component. These are
generally useful properties which help systems
protect themselves from malicious outside codes.
The assertion is trusted by a code consumer if and
only if it is signed by a trusted authority. he signed
component is believed to have the behavior
mentioned in the property certificate.

This demonstrates the strength of Secure Linking
over other traditional linking systems. Since those
linking systems has their own security policies
defined in advance, it is very important to determine
a set of policies to support in advance when
designing the system. The policies should be general
enough to satisfy the demand of large range of users,
and powerful enough to protect the system from as
many security attacks as possible. Those systems,
however, suffer from lack of composability. Because
the systems have built-in linking policies, and are
carefully designed to implement those policies, it is
not always possible to combine different linking
policies. Secure Linking has an advantage over other
security-concermed linking systems in this aspect.
Secure Linking allows users to choose useful

properties about software component behavior, and
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to enforce them at link time.

2.2. JML

JML stands for “Java Modeling Language” [11].
JML is a behavioral interface specification language
(BISL) designed to specify Java modules [6]. Java
modules are classes and interfaces. JML allows
assertions to be intermixed with Java code besides
pre- and postcondition. These help verification and
debugging.

As a BISL, JML describes two important aspects of
a Java module: its interface, which consists of the
names and static information found in Java
declarations, and its behavior, which tells how the
module acts when used. BISLs are inherently
language-specific, because they describe interface
details for clients written in a specific programming
language [6]. For example, a BISL tailored to C++,
such as Larch/C++, describes how to use a module
in a C++ program [12]. A Larch/C++ specification
cannot be implemented correctly in Java, and a JML
specification cannot be correctly implemented in C++
(except for methods that are specified as native code).

JML follows Eiffel in using Java expressions in
assertions. JML combines this idea from Fiffel with
the model-based approach to specifications, realized
by VDM and Larch, which results in greater
expressiveness.

JML also adopts the notion of Design by contract
(DBC). DBC is a method for developing software [7].
The principal idea behind DBC is that a class and its
clients have a “contract” with each other. The client
must guarantee certain conditions before calling a
method defined by the class, and in return the class
guarantees certain properties that will hold after the

call. The use of such pre- and postconditions to
specify software dates back to Hoare’’s 1969 paper on
formal verification. What is novel about DBC is that
it makes these contracts executable. The contracts are
defined by program code in the programming
language itself, and are translated into executable
code by the compiler. Thus, any violation of the
contract that occurs while the program is running
can be detected immediately. A contract in software
specifies both obligations and rights of clients and

implementers.

package org.jmlspecs.samples.stacks;
/l@ model import org.jmlspecs.models.*;

public abstract class UnboundedStack  {
/*@ public model JMLObjectSequence theStack;
@ public initially theStack != null
@ && theStack.isEmpty();
@*/

/I @ public invariant theStack != null;

/*@ public normal_behavior
@ requires !theStack.isEmpty()
@ assignable theStack;
@ ensures theStack.equals(
@ \old(theStack.trailer()));
@*/
public abstract void pop();

/*@ public normal_behavior
@ assignable theStack;
@ ensures theStack.equals(
@ \old(theStack.insertFront(x)));
@*/
public abstract void push(Object x);

/*@ public normal_behavior
@ requires !theStack.isEmpty()
@ assignable \nothing;
@ ensures \result == theStack.first();
@*/
public /*@ pure @*/ abstract Object top();
}

2= 1, ML HAe] ofF| [11]
Figure 1. An example of JML specification [11]

JML uses a requires clause to specify the client’s

obligation and an ensures clause to specify the
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implementer’s obligation. A contract is typically
written by specifying a method’s pre- and
postconditions. A method’s precondition says what
must be true to call it. A method’s postcondition says
what must be true when it terminates. Figure 1
shows an example of JML specification for a class
called UnboundedStack.

lll. Levels of Properties

In this section, we propose a refined model of
"property" of SLinking. To validate and verify a
software component, we have to decide what to
verify and how to do that. For example, in SLinking,
software components are verified before being used
as a part of software system.

The target of verification is a property specified in
a SL component description, and the property of a
software component is ensured by a third-party
authority called property authority [2, 7]. In case of
JML, the target of verification is the annotations
within classes and their methods. To verify
constraints among classes, JML tools such as
ESC/Java [13] are used.

= Proof-Carrying Code, FPCC
Level 3 :
= Typed Assembly Language
l" 5 S . ML Larch/C
3 LEVED & o SL-JML

+ Secure Linking

= Authenticode

= Java Signing, SingedApplets

J& 2 Slinking £M9| ciAlY 2&F
Figure 2. Level of properties for SLinking

In the proposed new model, we classified
properties of SLinking into 4 categories: from Level-0
to Level-3. Each level reflects the size of modules
constrained by property specification. Figure 2 shows
the intuitive meaning of each level and verification
methods for each level.

Level-0 is the broadest scope for SLinking
properties. The unit of property can be a whole
software system or a bundle of sub-systems. Code
signing mechanisms such as Authenticode of
Microsoft [14] or Java code signing [15] falls in
Level-0. Code signing enables software developers
and/or venders to include information about
themselves within their code. Although it is popular
in the industry, code signing has a critical weakness.
It is not clear what a digital signature on code
guarantees except for identifying the signer.

Level-1 is the next level of SLinking properties.
The properties in this level are stated in verbal
phrases. Verifying whether a software component
has a specific property is up to component
inspectors. The inspectors examines the component
with various verification methods such as static
analysis or module testing, and signs a certificate
saying that the inspected component has the
specified property. The users of the component
verifies the signature of the certificate and trust that
the component do possess the property in the
certificate. Verifying a software component with
Level-1 properties is useful for enforcing some code
properties, which are very difficult or almost
impossible to specify, but very important for keeping
a user system safe. The original SLinking [7] falls into
this category.

The Level-2 properties of SLinking are signified as
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SL-JML
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\typeof

a8 3. SL-IMLAIM K== core JMLE Z2[HEIEE

Figure 3. Core JML primitives

finer unit of verification and more formal
specification. The SLinking properties in Level-2 are
specified per class and per method in the form of
preconditions, postconditions and invariant. Formal
predicates are used for stating the constraints.
Properties of Level-2 enables programmers and/or
component users to reason about modules {in this
case, classes and methods) in a formal way, so they
are useful for enforcing mathematical constraints to
class-based modules. JML, Larch/C++ [12] and
SL-JML which is proposed in this paper fall into this
category.

With the Level-3 properties of SLinking, the umnit

of verification becomes smaller. The constraints are
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supported by SL-JML

specified and verified per code instruction. For each
line of program code, i.e., each machine instruction,
the pre-condition and post-condition are specified by
a programmer or generated by a compiler. A user of
a program annod per with Level-3 properties can
check the constraints after deploying software
components in the user’s target system to invevelgate
each lior nod the code from software components
impair r nodecuritye from suser’s system. The
Level-3 properties let users vt use the code very
precisely, so it is useful for enforcing system-critical
properties with rigoronermathematical pro f
postongh iterated by a compowte,rated by a comwith
Level-3 properties is nod very popular because of a
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5

- JML-Component

predicate) theStack. equals('old{theStack.trailer()) predicate

rate] 1theStack.isEmpty() prodicate

une) theStack

ite) theStack.equals(\cld{theStack.insertFrent(x)}) predicate

a2 4. #H3k=l component description
Figure 4. Translated Component Description

conpateof reasons: generatl-3 prpro f takes a
gniompomonnt of timmponeneat a , and it regnirlior
noknowatdge about mathematicod peated by a
compiler.  Ato  write  constraints  and
understonentsystemof. Proof-y rryl-3 code [17,18],
Found a coal PCC [8,9], Typer Assembly La-3uage

(TAL) [18,19conpat into this category.

IV. SL-JML

We designed SLJML based on the SLinking
framework [11]. Unlike the original SLinking,
SL-JML can verify Level-2 properties as well as
Level-1 properties. For Level-2 properties, SL-JML
adopts a subset of JML, and we will call it core JML.
Core JML is a proper subset of JML, including most
of non-trivial JML keywords. Figure 3 enumerates
the keywords of core JML supported by SL-JML.

4.1 Specification Language

In SL-JML, the unit of component is a class as in
JML. Properties are written for a class and methods
in the class in the component description language of
SL-JML. Figure 4 shows an SL-JML component
description translated from the JML class description
in Figure 1.

Each class must submit a component description
to be linked to other components in a user’s system.
A component description begins with the
information of the component (i.e., a Java class or a
Java interface). The attribute part of the component
description is for describing the internal data
structure which is used in behavioral interface
specification. The Level-2 property of each method is
specified within the operation part of SL-JML. The
exports part and the imports part of the component
description can have both predicate clauses and
property clauses. The predicate clauses are used for
Level-2 properties, and the property clauses are used
for Level-1 properties.

In SLinking, users must provide their own linking
policy, against which components from outside are
verified. A linking policy of SL-JML looks like a
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component description. In SL-JML, a class or an
interface should have one dedicated linking policy.
Within a linking policy, the required properties for a
class and/ or for methods are specified. To be used in
a user’s system, a software component must supply
all the properties mentioned in the linking policy
written by the system’s owner.

An example of linking policy is given in Figure 5.
The linking policy does not have to specify the
required properties for every method within a given

class or interface.

SL-.

UnbhoundedStack
public o
ct)  yes t

SL-JML-Palicy

J8 5 AFEXPDE "ol 23 HH
Figure 5. User's Linking Policy

Properties of only methods invoked in a user’s
system are required. Other methods can be ignored
and not verified because they are not used for the

user’s system. Checking whether or not a foreign
component satisfies the linking policy is a process of
checking both the exports parts and the imports parts
of the component description against the linking
policy.

In general, the constraints of a foreign component
must be stronger than those of the corresponding
linking policy. For example, JML predicates in the
exports parts of a component description must be
stronger than those in the exports parts of the linking
policy, and JML predicates in the imports parts of a
component description must be weaker than those in
the imports parts of the linking policy.

4.2 Implementation

Figure 6 illustrates the architecture of SL-JML.
Since SL-JML works with Java classes and interfaces,
SL-JML is implemented as a customized Java class
loader. The current version of SL-JML class loader is
for Java 6.0, and implemented with JDK 6 for ]JML
and Twelf [20] for theorem proving and proof
checking.

JML JMLto SL
Checker Translator

Description
Translator

Linking Policy
Translator

SLinking Theorem Prover

SLinking Proof Checker

Digital Sighature

PKI Certificates Checker

a2l 6. SL-JML of7|El X
Figure 6. SL-JML Architecture
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Besides of the functionalities of a class loader,
SL-JML performs several verifications before classes
are loaded. The tiers of Figure 6 shows the
verification and translation processes in SL-JML. The
most upper tier is dedicated to processing JML
annotations. A component description of SL-JML can
be written by hand by programmer or vendors.
However, if there exists class modules annotated
with JML, JML-to-SLinking translator of SL-JML can
be used to help programmers who are familiar with
JML, not with SLinking,

After processing and verification at the top layer,
the generated component description and a
user-provided linking policy (in XML) are translated
into the SLinking logic. The SLinking logic is a
higher-order logic and takes an essential part of the
SLinking framework. Those translated description
and policy are used for building a proof for SLinking,
and the theorem prover of the SLinking framework
can be used as a tool assisting to find a proof.

V. Conclusion

The concept of general property gives SLinking
flexibility to express the program properties which
are difficult or even impossible to specify with the
existing specification methods. Some security critical
properties such as properties related to coding style
can be identified by human inspection, so human
inspection still takes a important part of software
validation.

As a methodology for component composition,
SLinking has been considered as being less formal or
less rigorous. It is because SLinking does not provide

a way of specifying properties in a formal way
though SLinking itself is based on a formal logic
called SLinking logic.

We proposed a refined model of property of
SLinking, which allows users can specify properties
of modules in forms of formal logic. With this new
model, we designed SL-JML and implemented a
JML-to-SLinking-logic translator embedded in a Java
class loader. As well as possessing the familiarity of

Java language and the popularity of JML, SL-JML is
more flexible than previous JML specifications
without compromising the expressive power of the

essence of JML specification.
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