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요약

Requirements and Processes of Vulnerability Assessment for 

IT Security Products in Common Criteria

ABSTRACT

CC(Common Criteria) requires to collect vulnerability information and vulnerability analysis by using penetration testing for 

evaluating IT security products. However, CC has been criticized from developers or QA managers due to its complexity of terms, 

abstract description of evaluation methods and non-existence of guidelines. In this paper, we propose a guideline of vulnerability 

assessment for developers and evaluators by analyzing and summarizing of its requirements and processes defined in CC. To do this, 

we classify the evaluation process of AVA assurance family into 4 parts and describe each evaluation working systematically unit 

under every steps.
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TOE 요약명세

APE/ASE_OBJ

APE/ASE_REQ

ADV_FSP

ADV_TDS

ADV_IMP

ALC_CMC.5

ADV_SPM

보안 문제

보안목적

기능 요구사항

기능명세

설계 설명

구현 표현

구현

A가 B로 상세화

A가 B에 대응
(요구사항에 따라)

ASE_TSS

정책 모델

모든 설계 분해 단계
에서 수행된 상호 보
완적인 분석

구현 시 수행된 기능
시험 및 침투 시험ATE_AVA

A B

A B
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