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The Cloud-Based Approach for Disaster Recovery System

Manish Pokharel, Seung-Jun Choi , Bong-Jae Lee, Jong-Sou Park’

ABSTRACT

A disaster is unwanted event that may occur at any time during the life time of a system. Once a system is built, it needs to be able to
prevent and minimize the event and have several alternatives as many as possible or work around such events as much as possible, or at
least it should be recovered quickly when the event occurs. There are few existing approaches in recovering from such unwanted events but
they do not recover the entire lost data and also take more time to be back to the operating state. We analyze the existing disaster recovery
approach used in Information Communication Technology based system and find the loopholes in it, then try to get the solution to fix these
loopholes. In this paper we address disaster recovery plan for an Information Communication Technology based system based upon the

cloud computing.
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| . Introduction

A disaster refers to any unexpected and unwanted
events that render threats to life and property or caus
es the disruption of the normal functioning of a syste
m. Such events could be the result of natural disaster
s, technical faults or human made errors/disasters. T
he earthquake, flood, volcano, Tsunami are natural d
isasters. Mechanical failures of equipments, software
bugs are the causes of technical faults, where as terro
rist attack like 9/11, 6/6 are human made disaster. S
uch events are not generally expected or do not have
calendars but we have to be careful about our recove
1y plan for it. The disaster recovery and cloud comp
uting are described in Introduction. We put the curre
nt work done in this area in section 2 as literature re
view. The existing problems of disaster recovery are
given in section 3 and propose the solution as a cloud
based approach in section 4. We refer our previous w
ork done and make the continue works on it. [1].

We analyzes the existing system with Markov mo
del and try to compare it with the proposed system.
We consider the availability, survivability and downt
ime as comparing attributes between existing system
and proposed system. These attributes make the syst
em dependable and trustworthy. We try to emphasiz
e on disaster recovery system and provide the best so
lution on it with the comparison between with cloud
and without cloud in section 5 and finally conclude t
he paper in Section 6.

Il . Literature Review

Trust is one of the prime factors in convincing the

stakeholder. They trust the system if it can provide
services all the time, survive during fragile condition,
and does not go into down state for a long time.
Many efforts and researches have been conducted to
convince the stakeholder. The status quo of existing
system is not very much convincing. The existing
system claims the reliability, security, and disaster
recovery in some extent but the level of such features
are not convincing, The reliability is achieved with
just exira redundancy system. The security is
achieved up to some level through the traditional
security approaches. Disaster Recovery is carried out
by providing physical backup system far away from
the main operating system’s location, which takes
significant time to restart the system. A concept of
GIS and safe communication channels has been used
to design disaster recovery system for ICT based
system especially in e-government system. The
approach is very primitive and not applicable to the
range of e-government system [2]. Distributed
system and meta data handling concept was
proposed for disaster recovery in which there are
three main components like data center, supervisory
mode and client nodes. In this approach the
incoming data files are encrypted, fragmented,
duplicated and finally distributed [3]. Disaster
recovery can be addressed with some contingency
planning  using  virtualization  technology.
Virtualization technology offers the advantages like
portability, hardware independence, survivability,
availability and also reliability. These properties are
essential for any system in its life time and especially
during disaster. Stephen C. Gay has put the
possibilities of using virtualization technology in
managing disaster recovery[4]. Even though none of
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them is satisfactory enough to be convinced but
virtualization technology provides the possibility of
working more on these areas. In this paper, we
propose the disaster recovery system and try to
address the existing problems on disaster recovery

through cloud computing approach.

Ill . Problems in Traditional Disaster
Recovery Plan (TDRP)EA

Numbers of different Disaster Recovery Plans
(DRP) are being used since long time, among which
some of them are effective and some are not. We
classify the history of disaster recovery into three
phases; Disaster Recovery in Past, Disaster Recovery
in Present and Disaster Recovery in Future. We keep
the past and present form of disaster recovery under
the traditional DRP category and the future of
disaster recovery is cloud-based recovery. Here, we
first mention the traditional DRP in very brief and
then propose new DRP based upon the cloud
computing approach.

3.1 Traditional DRP

In most of the traditional DRP’s system, multiple
replication of a same system is made and placed into
different geographic location as a copy of primary
system. If disaster occurs in primary location then the
secondary location will provide the information, but
rarely services. Mostly in traditional approach, this is
done in two ways. One is online backup i.e. if the
system is down then another same type of system
will be up and provide the information, which is also
known as Disk Mirroring. Another approach is

offline backup in which the system of another
location does not start immediately like online but
the data are brought back to the compromised
system and wait till the system gets ready to take
data and not necessarily it provides both information
and services.

3.2 Analysis: Without Cloud

In this section, we try to do analyze the disaster
recovery method without using cloud computing,
We follow CTMC (Continuous Time Markov Chain)
for analyzing the system. Here, we consider the
traditional disaster recovery approach in which there
are many disks, tapes used to back up the data and
are kept in far distance from the main system. Here,
we assume one week is required to get the backup
data and start the system.
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Fig. 1. State Diagram without using Cloud Computing

In above Figure 1, there are three states ie.
Healthy, Defect and Failure. A system provides
service if it is in healthy state and in defect state but
no service in failure state. There is no mechanism to
recover when it is in defect state except getting
backup data from another location. The time it takes
to move from defect state to failure state is assumed
to be very high i.e. 5 hours so the failure rate is 0.2
hours. We assume the system works for 5000 hours
ie. MITF is 5000 hours. We take same working

hours for our next analysis with cloud computing in

-21-



HRAHEREMEE HGE Aled A3E 20119 69

section 4. We consider the same system but the
different is only the way we handle disaster. This is
the case of handling without cloud computing and
another is with cloud computing,

Let's start with analysis each state of above Figure
1 with steady state probabilities of every state with

balanced equation.

State”Healthy”
TuAup = Tplbry
(&)

State”Defect”

TuAup = TpApr

State”Failure”
T plrn = TpApr
Awp

P @

HrE

T —

Balance Equation:

Now,

As per the above state diagram and the nature of
the existing system, we use following operating

parameters given in Table 1.

E 1 &S oS

Table 1. Operating Parameters

Parameter X
Meaning Values
s
Agp Defected Rate 0.0002 hours
App Failure Rate 0.2 hours
Urr Repair Rate of Failure 0.00595 hours

3.3 Calculation

We use the parameters’ values from Table 1 and
put these values in equation (1), (2) and (4), we get
the steady state probability of every state. Steady
state probability is the probability of every state to be
in its own state. It is the inertia of the state given in
Table 2. We use simulation tool for this purpose. We
have verified these values with a SHARPE (Symbolic
Hierarchical Automated Reliability and Performance
Evaluator), is a well known package in the field of
reliability, availability and per formability. The
SHARPE is one of the appropriated simulation tool
for evaluating non functional properties of a system.
With these values we calculate the availability,
survivability and downtime of this system in this
section below.

E 2 ZE e =5

Table 2. Probability of every state

Ty 0.9665
T 0.0009665
T 0.03248
3.3.1 Availability

It is the probability of existing disaster recovery
system to provide the service. Availability of the
system is 1- Unavailability

The service will be unavailable only if it is
completely fail ie. if it is in failure state. So, the
availability can be calculated as:
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Availability =1 - 7

Availability =1 - 0.03248

Availability = 0.96752 [This means service is
available 96.7% of the service time.] ©®)

3.3.2 Survivability

Here we find out the probability of system to be
survived in spite of disaster. We have the equation
for the survivability given below.

Survivability = Availability - 7,

Survivability = 0.96752 - 0.0009665

Survivability = 0.96655 [This means survivability
is 96.65% of the service time.] ©6)

3.3.3 Downtime

This is the time when the entire system goes down.
The calculation is done with following equation. We
consider the time interval as one year.

Downtime = Probability of system to be in failure
state * Time Interval (L)

We assume L as 1 year i.e. (12 x 30 x 24) hours, so
total down time in a year would be:

Downtime = 0.03248 x (12 x 30 x 24)

Downtime = 280.62 hours [This means downtime
of the proposed system is 280 hours in a year.]

3.4 Demerits of Traditional DRP

The main demerits of traditional disaster recovery
system is high cost, more resource utilization,
complex infrastructure, security threat and low
availability and survivability. Here, we propose
cloud-based Disaster Recovery Plan in the following
section to overcome the problems of traditional

approach.

iV . Using Cloud Computing

Here, we use cloud computing for disaster
recovery. All required features are provided as a

service.

4.1 Developing DRP: Proposed Approach

Based upon the nature of the system, there are
different approaches in developing DRP in cloud
computing.

a7 2 Be9C #FYS MEw AUn 27

Fig. 2 Disaster Recovery with Cloud Computing

We propose above approach given in Figure 2 for
disaster recovery plan for our ICT system. In above
Figure 2, there are two zones i.e. Zone “A” and Zone
“B”. Each zone is replication of another ie. both
zone contains the same type of system. If one zone
gets down due to disaster then another will be up
with the data and services both. The service users
will not be deprived by the services if disaster
happens. Disaster like flooding, hurricane, make
system underwater for a long time and takes much
time to renovate it. Our proposed disaster recovery
approaches take care of such incidents.

In Figure 2, both zones have systems. The zone
“A” has Active Load Balancer to balance the work
load of the system. Resources are assigned as per the
degree of works which is nothing but scalability
features of cloud computing. Zone “B” has a Passive
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Load Balancer whose functions are same as Active
Load but it resides in passive mode. Zone “B” gets
active if Zone “A” does not work. Monitoring Unit
monitors both zones and performs actions
accordingly especially switching between two zones.

Analysis:

For analysis, we draw the state diagram of our
proposed disaster recovery mechanism. The diagram

is given below.

iiA!! i IIB!! i Fallure
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Fig. 3 State diagram with Cloud Computing

There are five states in Fig 3 with two zones i.e. A
and B. Here, we use Continuous Time Markov Chain
(CIMQ) for analyzing. Service is provided if it is in
state H. If there are some problems then it moves to
defect state with rate A ;. This is the base longevity
interval. This transition from healthy state to defect
is being monitored by Monitoring Unit as given in
Figure 2. The Monitoring Unit is smart enough to
make a move from existing cloud to healthy state of
another cloud ie. B with switching rate A, but it

also has the chance for moving to failure state with
wpp We try to consider almost all possibilities of

system going down. If B also gets defected being in
state D1, we assume by this time A will be ready to
provide the service after some repaired then
Monitoring Unit switches to the previous cloud A
with switching rate 1., ;; at the same time it also has

some chances to move to the failure state.

Here, we use same parameters with same values
as Section 3.2. We use balance equation and keep the
values of each state in equation 7.

TytTpt gty trp=1 )

We get,
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This is the probability of our proposed system to
be in healthy state i.e. capable of providing services.

V. Final Comparison

We compare the disaster approach with and without
cloud computing with some desired properties of a
system. We consider availability, survivability and
downtime as desired properties for a system to
function it properly. The Table 3 below shows the
differences in obtained attributes for disaster recovery
system without using cloud computing and with using
cloud computing. We plot the graph according to the
data in Table 3 in Figure 4 and 5.

E 3 dlnE

Table 3. Comparison Table

Attributes Without Cloud With Cloud
Availability 0.96752 0.9999
Survivability 0.96655 0.999664
Downtime 280.62 1.67
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Fig. 5 Downtime without and with Cloud Computing
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The Figure 4 is the obtained availability and
survivability with and without cloud. We can see
clearly the increase in availability of services and
increases of survivability with cloud. Even the
system is built for 5000 hours its availability is very
less in without cloud computing approach. Our
proposed cloud-based disaster recovery system
obtains high availability and survivability. In Figure
5, it is the duration of system goes down after
disaster. In traditional approach the system goes
down for almost 281 hours where as in cloud-based
disaster system the downtime is very low i.e. almost

2 hours. This figure shows the cloud-based disaster

recovery system is more appropriate in system. We
can even show the difference in the reliability but we
have considered this work as our future research

works.

VI . Conclusion

Disaster is an unpredictable event and thus a
precise recovery plan is required to tackle such
events. We have analyzed two types of disaster
recovery approaches; one without cloud computing
and another with cloud computing. In our proposed
disaster recovery approach, we use Monitoring Unit
that keeps on monitoring primary and secondary
system site i.e. zone A and zone B. The Monitoring
Unit ensures the possibility of high availability of
services and can survive for a long time as compared
to the traditional non cloud computing system
because of its intelligent performance in observing,
and switching between two zones. The cloud based
disaster recovery system goes down only for 2 hours
which is very low as compared to the downtime for
traditional system. The traditional system needs
almost 281 hours to be in working state.
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