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Access Control Policy for Flexible XML Management

Sun-Moon Jo*
ABSTRACT

XML as a simplified dialect of SGML overcomes the limitations of HTML with a fixed set of tags and thereby allows its users to
define their own document structures. The existing access control requires DOM trees to be loaded on memory in the process of parsing
XML documents to generate the trees. This provides data only corresponding to its users' authority levels by authorizing them to access
only the specific items of XML documents when they're searching XML documents. In order to do this, the XML eliminates certain
parts of documents which are inaccessible and transmits parts accessible depending on its users' authority levels. In this paper we

propose an efficient access control policy.
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<?xml version="1.0" encoding="euc-kr” 7>
<department id="production”>

<employee id="F101">
</employee>

<employee id="F123” manager="E101">
<name>
<firstname> SunMoon </firstname>
<lastname> Jo </lastname>
< / name>
<address>
<street> Paichai University 14 Yeonja-1-Gil, Seo-Gu,
Daejeon, Korea
</street>
<tel> 0425201234 </tel>
<tel> 0425201235 </tel>
<email mailto="sunmoon@pcu.ac.kr” />

</address>
<resume>
<education> ... </education>
<previousjob> ...
</previous-job>
<previousjob> ... </previousjob>
<skills> ...  </skills>
</resume>
<salary> 100%H  </salary>
<medical-dossier> .. . </medical-dossier>
</employee>

<employee id="E150" manager="E123">
</employee>
</department>
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Fig. 1 XML Document
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