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Smartwork Security Framework with Secure Access Control

Dong-bum Lee*, Jin Kwak

ABSTRACT

Many organizations’ employees and contractors use enterprise smartwork technologies to perform their tasks from external locations.
Most smartworkers use remote access technologies to interface with an organization’s non-public computing resources. The nature of
smartwork and remote access technologies generally places them at higher risk than similar technologies only accessed from inside the
organization, as well as increasing the risk to the internal resources made available to smartworkers through remote access. Therefore, in
this paper, we will analyze security vulnerability that can occur in smartwork environment, then we proposed smartwork framework that

provide secure access control.
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Table1. Working Type of Smartwork
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Fig. 1. Security Threat in Smartwork Environment
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Table 2. Security Requirement for Providing Secure
Access Control Function
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Table 3. Attack which is Possible in Smartwork
environment
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Fig. 2. Smartwork Framework Providing Secure Access Control
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Table 4. Information Stored in Storage
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Fig. 3. Access Control Technique According to
Role/Network Environment
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