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Classification Criteria and Application Methodology for Evaluating IT

Security Products

Ki-Seok Bang*, 1I-Gon Kim**, Ji-Yeon Lee***, Jun-Seok Lee***, Jin-Young Choi

ABSTRACT

CC(Common Criteria) requires to collect vulnerability information and vulnerability analysis by using penetration testing for
evaluating IT security products. However, CC has been criticized from developers or QA managers due to its complexity of terms,
abstract description of evaluation methods and non-existence of guidelines. In this paper, we propose a guideline of vulnerability
assessment for developers and evaluators by analyzing and summarizing of its requirements and processes defined in CC. To do this,
we classify the evaluation process of AVA assurance family into 4 parts and describe each evaluation working systematically unit

under every steps.

Key Words : Common Criteria, Vulnerability Classification, AVA
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