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A Study on User Authentication using
Speech Recognition in Smart Work Environment

Yoo-Kyeong Wi, Jin Kwak™

ABSTRACT

Smartwork is flexible work type providing convenient work environment to people. Many countries are promoting introduction of
smartwork provide for convenient work environment. As the importance of smartwork is increasing, countermeasure of security
threats become more important. Especially, we found it necessary to countermeasure the problem, because illegal program and
malicious code can be installed by unauthorized devices or the attacker can trying to leak confidential information. In this paper, we

propose user and device based light-weight authentication protocol using XOR operation and hash operation.
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Fig. 1. Conceptual diagram of smart work
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Fig. 2. Schematic diagram of speech recognition system
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Fig. 3. Conceptual diagram of proposal system
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