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Design of Enhanced Secure Authentication and Authority Management in

Cloud Computing Environment

Hyun-Mi Jung’, Gang-Soo Lee’
ABSTRACT

In the existing web service environment, the service that is provided after verifying identities at the step of user identification and
authentication was in the majority, but the authorization step is most important in the service environment that provides IT
infrastructures like cloud computing services. Due to the characteristics of the cloud computing service, the user authentication has to
be led to the authentication technology for the user authority management. In this paper, we designed a suitable authorization method
that can guarantee sufficient controls and personal information protection about the user information by designing to combine

SSO(Single Sign On) and PKI(public-key infrastructure).
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| . Introduction

The cloud computing service can use without the
specialized knowledge about an infrastructure and
the IT technology in which a user is particular easily
and a service is comprised of the mutually
heterogeneous environments and the external IT
resource keeps data, the specialized security factor
for the cloud computing after is needed[l, 2]. In
addition, when using service, because the personal
information and transaction service of saved in a
database the individual are exposed to an attacker
and an identifier and authentication method are
exposed to group data related to a transaction, in
case an identity and safety were infringed for the
arbitrary attack the serious damage is followed.
Therefore, at the same time, the application of the
suitable authenticating method fitted for the cloud
computing each object considering a complexity and
diversity is essential with the advantage of the
simplicity and dispersibility.

In this paper, we analyzed system requirements
and functions for authority management in order to
provide a personal authentication method which
guaranteed control and protection of the personal
information, and also we designed the two-factor
authentication system which combined 5SSO
authentication and PKI encryption.

In section 2, related works about existing
authentication systems are presented and analyzed.
In section 3, authentication system requirements in
the cloud computing environment are analyzed, and
we proposed the two factor authentication system
with comparative analysis in section 4. Finally,

conclusion is presented in section 5.

Il. Related Works

2.1 Authentication methods for user authority
management in the cloud computing
service

Hardware and software in the cloud computing
environment are shared through the internet, and for
this reason if security problems were occurred, the
private information of personal or company would
be possibly disclosed to outside. Therefore, we need
encryption, key, authority management technology
for secure communication in the cloud computing
environment. Due to the characteristics of the cloud
computing service, the user authentication has to be
led to the authentication technology for the user
authority management. The process to authorize the

user passes through the following three phases.

3 User identification phase confirms the
uniqueness among users who receive services of the
system through the user unique identifier.

2 User authentication phase proves the valid user
who can be possible to receive services after
identifying the user.

@3 User authorization phase decides authorizing
permissions for resources of the application server

that can be accessed by the valid user.

In this paper, we designed a suitable authorization
method that can guarantee sufficient controls and
personal information protection about the user
information by designing to combine SSO based on
SAML and public-key infrastructure.



2.2 Authentication method based on public
key infrastructure

Public-key authentication mode using public-key
encryption is a method that plain-text is encrypted
by private-key and cipher-text is decrypted by
publickey. This method does not guarantee
confidentiality of the massage because they can
decrypt the massage if anyone knew public-key, but
the sender can identify the receiver. After being
issued user own certificate and private key at the CA,
the user is certified as the valid user by sending
e-signature value[3, 4, 5]. Authentication method
using public-key encryption is as in the followings
with table 1.

@ User A generates hash value H(r) using hash
function via random value r.

2 User A generates Keb(r, A) which encrypted
public-key Keb with r and own identity A.

3 User A requests authentication by sending
Keb(r, A) to user B.

@ User B generates random value r1 using hash
fuction via H(r).

& User B certifies user A through comparing with
rl, which generates by hash function, and 12, which
is decrypted.

7 1. 377 &53t M
Table 1. Public-key encryption method

User 1 User 2
‘;‘}\H(I')‘)l'l
5
Or—H(r) @ H(r),Keb(r,A) ilfg(ﬁeb(r.a))
5 '
@Keb(r,A) G

iif(rl =r2)then
Authentication

2.3 Comparison of existing SSO authentication
systems based on PKI for authority
anagement

2.3.1 Kerberos

Kerberos structure based on PKI tries to convert
from the current symmetric-key infrastructure to the
public-key infrastructure. This system minimizes key
management costs, that are huge burden in the
symmetric-key infrastructure, and applies strong
security service which is provided by the public-key
infrastructure. Especially, the measure which can be
initially authenticate using PKINT (Public-Key
Cryptography for Initial Authentication) certificate at
KDC(Key Distribution Center) is suggested, and the
burden of user authentication is decentralized by
PKDA which suggests the immediate authentication
protocol between client and server without reference
to KDC[6].

However, Kerberos structure based on PKI could
not remove the unnecessary procedures for
maintaining compatibility with existing protocols,
and the limitation of symmetric-key infrastructure,
for example sharing symmetric-keys, could not be
overcome. Also, the extendable structure for SSO of
the convergence system like cloud computing

services did not be considered.

2.3.2 SESAME
SESAME(A  Secure
Applications in a Multi-vender Environment)

European System for

provides the integrated access control function based
on the roll in the huge distributed heterogeneous
environment through the Authorization server while

maintaining the existing structure. Also, the initial
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authentication was strengthened to apply the
public-key infrastructure and the key management
burden of the application system server was
reduced.

However, despite applying the public-key
infrastructure, SESAME could not overcome the
limitation of symmetric-key infrastructure and
became the complex structure through adding access
control functions, and besides the extendable
structure for SSO of the convergence system was not
considered[7, 8].

2.3.3 RSAKeon

RSAKeon can be possible user authentication and
integrated access control in the central through PAC
structure that stores user authority information at the
extended field of PKC. This system did not have
unnecessary symmetric-key infrastructure, and the
structure is simpler than SESAME. However,
RSAKeon did not consider the extendable structure
and additional costs that pair public-keys are

generated each time issuing PAC are existed[6].

2.3.4 Netscape SuitSpot

SuitSpot suggested a simple structure that could
authenticate between client and application server
without authentication server. However, integrated
access control was not considered and the extendable
structure for SSO of the convergence system was not

considered[§].

[11. Authentication and system requirements for
integrated authority menagement in the doud computing

3.1 The limitation of existing authentication
methods

Cloud computing, that has outsourcing types with
storing the major data of external IT resources and
constructing the cloud computing environment, is
composed of the service which consists of many
different types, and thus, depending on this
characteristics, specialized authority management
elements for only cloud computing should be
required. Also, the various properties of the user,
such as authorities, duties, status, are needed more
than user’s the identity information in this
application environment.

In the existing web service environment, the
service that is provided after verifying identities at
the step of user identification and authentication was
in the majority, but the authorization step is most
important in the service environment that provides
IT infrastructures like cloud computing services. If
authorization were not properly, the technologies for
payment policies in accordance with usage capacity,
providing user authentication interface and reliable
platforms about data access could not be secured and
the service could not be trusted.

In this paper, we proposed an authentication
method which can provide cloud services securely
by designing SSO authentication method based on
public-key  infrastructure using the property

information such as authorities, statuses, rolls.

3.2 System requirements and features for

authority management
When

designing user authentication for
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constructing the authority management system, the

following table 2 should be considered.

E 2 AXHE 27AE F 7s

Table 2. System requirements and features

Code Requirements Features
) Providing the structured

S1 Identity environment which can

management manage various user
requirements suitably
Authentication Providing a standard

S2 technology for secure

management user authentication
Increasing  security
Authorization through designing .
S3 efficiently access authority
management control model for
resources
fPlfg\ddin manla. gement
Policy based ction by policy
S4 ’ definition: authentication
management methods, ID rules,
password restrictions
Providing the user
rsgr;ahzaﬁon and
- exibility Providin;

S5 Personalization various hunctions s%ch as
self-modifying for the user
authority
Providing integrated

S6 Integrated authentication about
Authentication various application when

accessing services
Central Functions based onlog
management data: security audits,

S7 . statistic reporting work,
system / auditand  audit data back-up and
report functions deletion
Directory / DB

. New integrate

58 /enterprise construction of the storage

application or using existing user
authority storage system
integration

59 Stability and Ensuring stability and
scalability scalability of system

IV. Proposed the authentication system

In the cloud computing service environment, the
proposed authentication system provides a personal
authentication method which guarantees control and
protection of personal information, and also
integrated user authentication and authority
management system based on the effective SSO
environment would be built. The suitable integrated
two factor authentication, which is a combination of
SSO and PKI, in the cdoud environment, was

implemented.

4.1 Service user authentication step-by-step
scenario

In this section, we compose the whole module for
development of the authentication system and
construct the entire system through designing
development tools for each module.

The proposed authentication structure is
composed of user authentication, authentication
information verification, user access verification and

validation, certificate issue, certificate validation and

authentication.
Figure 1 shows whole modules of the
authentication  system. The followings are

explanations about the development environment.

* S50 Engine
The result which checked authority about the
uset’s business through policy server is

retransmitted to the business service.
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Fig. 1. Composition of the authentication system

PKI Encryption

SSL encryption session between web browser
and web server is applied for web server
security, and CS establishes SSL encryption
session between client and server. Encryption by
server’s public-key is only supported, and there

is no client certificate issue function.

LDAP (Lightweight Directory Access Protocol)
Application protocol that can look-up and
modify directory service on TCP/1P[9]

Access Server

This is a system that can provide a web-based
interface to the end user through integrating
enterprise information resources, regardless of
the type and the number of applications and

systems.

CA (Certification Authority)

CA verifies more powerfully identification of the
user on network through issuing digital
certificates to the user and provides firm
reliability, such as data integrity verification and
non-repudiation, in the digital environment
through realizing electronic signature based on
the certificate.

RA (Registration Authority)

RA can act as a proxy for the user’s
background check and registration when issuing
the digital certificate to the user.

OCSP (Online Certificate Status Protocol)
OCSP is a system that can check whether the
certificate is discarded or not using OCSP server

through the internet. PKI manager can operate
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OCSP for the validity verification of the user
certificate when providing the authentication

service[10].

+ TSA (Time Stamping Authority)

TSA is a system for improving reliability of PKI
using time information. Digital time stamp that
can check the existence of documentation and
data at certain time besides reliable time
information is provided. This system is
compliant with standardized time stamp and
support CMS functions.

4.2 Authentication process
In this section, we design the flow of entire

authentication and the result is shown. Figure 2

shows the design of the whole flow and user

authentication process.
| e
1] ®
—
n ©) LDAP
® Web 0]
g
s —¢ ® 550 Engine -
X r Policy Server
\/ o |n Authentication 4 @ S
User Solution
e
t Access Server
- Applicetion Applicaticn

S0 Engine | | SSO Engne

J8 2 2lEsE MAR

Fig. 2. The user authentication process flow

¢ The first user log-in process

T External wuser transmits minimum log-in

information through access server.

2 CA and RA verify the validity of user
authentication using authentication solution.

3; User authentication information is transmitted to
SSO Engine.

@ LDAP verifies the user information and service
usage authority information.

© After receiving authority, SSO engine generates
the user certificate.

® The certificate which generated at SSO engine is
transmitted to the user.

{7 The user who received the certificate stores the
certification on memory.

®

¢ The user authority process using the certificate

T When the first log-in, the user submits a stored
certificate.

{2 SSO Engine verifies the submitted certificate by
user.

@ After verifying the certificate, SSO Engine
requests to check the user information and the
service usage authority information to LDAP.

@ SSO Engine transmits the authority information
to the application after confirming the request.

& The use of the service is permitted.

4.3 Analysis of the proposed system

Table 3 shows comparison of the proposed system
and existing PKI-based SSO systems by requirements
in section 3.

Proposed system satisfies requirements that
needed to implement user authentication authority
configuration system, and this system has the

following advantages.
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T 3 Hoke AAE I J[E PKI 7|8H] SSO A|AH H[W
Table 3. Comparison of the proposed system and existing PKl-based SSO systems

Code Requirements Kerberos | SEASAME | RSAKeon SuitSpot Proposed System
S1 Identity management o) o) o) 0O ¢}
S2 Authentication management o) 0O 0O 0O ¢}
S3 Authorization management o) o) 0O ¢}
S4 Policy based management o) 0O ¢}
S5 Personalization 0] o
S6 Integrated Authentication @) 0O
- Central management system / o o o
audit and report functions
o Directory / DB / enterprise o o o
application integration
59 Stability and scalability 0] o
Integrated authority management available + Strong countermeasure establishment about
Integrated management of user authentication and security

authority policy and also integrated back-up system
construction are easy, and integrated user
monitoring can be constructed. Hence, authority
management and operation costs are decreased and

the business efficiency is increased.

Efficient SSO implementation

The service usage management of the user is
unified. Therefore, convenience and security of

the user are increased and additional service .
development costs of service providers are

decreased.

Secure user authentication and data management
and usage is easy owing to constructing
PKI-based encryption system, and the thorough
identification and authorization are possible due
to the multi factor authentication method. By
encrypting user information, integrated storage
management is secured, and the user is protected

from various security threats.

Integrated security infrastructure preparation
The certificate-based  consistent  user
authentication policy and the consistent

authority policy establishment about resource
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access are possible, and additional functions,
such as the user management, authentication,
authorization for each services, do not need to
implement separately. Also, it is easy to integrate

with the existing user authentication database.

V. Conclusion
The most important advantage of cloud
computing is that the user can use the service
without knowledge about the IT
infrastructure. However, this characteristic is not

specific

lead to obtain reliability of the user. In terms of
security, the size and economic feasibility of cloud
computing has both advantages and disadvantages.
The presence of large amounts of resources and data
is a big temptation to both the user and the attacker.
In the situation that the user authentication and the
service use are getting simpler, service providers
should design a more secure and reliable service and
authentication ~management technology using
various IT technologies than the existing computing
environment.

Therefore, a proposed authentication authority
configuration method, in this paper, uses PKI-based
S5O authentication technology for strengthening
security about the user information. Reduce costs
and increase in business efficiency would be
expected because, in terms of the user, flexible access
authentication

control is provided without

procedures for each service by just one
authentication, and authority configuration of the
authentication policy applied easily in terms of the
manager. In the future, we will design detailed

mechanism and protocol for proposed system and

will develop as more efficient and practical

technology.
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