)
e
1o
=
-
ro
1
b
r o
o
4o
<
=
fo
-\
ofo
12
|
oX,
g
1%

N
ogt
O

[@X¢]
I

™

AT B 7I9E0] A9 B E AR ARALE S F5HEA o] 5 &9 R BT 95 §90] S8k Yok 3
HAAR 2 7109 A4 T3 # ofd e} B9 Z2AL B A7 W2 IT 95 89 P2 7|99 83 JHE
A A58 A0 AAR A 7199 AR frE AR IT 95 8- ell o3 AfaLrh B2 vlE-& AA 8k 9o, uhet
AT 915 &l 3 AR 723 ALS WAsh7] A3 719 ol R BT o3 ifo] g7+t ey dA) =uje] Fr
B35 A A A (Information Security Management System, ISMS) EFAN M= IT 9|5 &0l tist 57 A A7} AlA = o] 3
A 7] Wzl 719l M Fnd 4 Ye Bt rto| = REF Ao mebA B =Rl A= 71 e 7 2] 84, 1T A
3, 89 P49 24 AA 2 A2 1T 5 719 ARAEE 725 et IT 9 F 89 F3 & E7dha, 24 78
o SAE AA s gt

Analysis of Characteristics of IT Outsourcing
for Insider Security of Enterprise

Ji-Yeon Kim”, Hyung-Jong Kim"
ABSTRACT

As many enterprises implement an information system to manage their business, IT outsourcing that operates and manages the
system is increasing. Information systems can integrate all business resources and manage business processes, which enables the
outsourced employees to obtain critical information about enterprise business. Actually, a large portion of security incidents
regarding information leakage of enterprises are being caused by IT outsourcing. However, there is a lack of guidelines that can be
used to establish security measures for the outsourcing, because domestic and foreign information security management systems
(ISMS) do not specify various types of IT outsourcing even though they provide security requirements for organizations. In this
paper, we classify various types of IT outsourcing and define their characteristics considering information system’s architecture,
such as the status of network isolation, IT resource type, employees’ location and their access authorization.

Key Words : IT outsourcing, Enterprise Security, Information security management system (ISMS), Information leakage,
Network isolation

* Mgt gt g B H 5 87K < hkim@swu.ac.kr)
- M1 ™ RHFirst Author) @ ZX[2d - WA XX Correspondent Author) : ZE &

-FY (20124 19 18Y), #HA(1x} 1 20124 29 159), A= d(20124 29 17Y)



R ik A7 A1 2012 29

S
7199 BRAZH e 799 3 HA FHo2A
RE 39 492 FHHT, A2 BT 5 9
£ 978 AT 19 AuAsRE TEY
24 A4 308 5a 7199 3AEE 38T 5
Aw, ARA o) S uek 34 34 A, 714

H37h PN 7199 AR F= )7t S8t

a1 9oH, 9af f3orE R FAR o3 13
Hoh i 347k o gal] Al 7} o] Beo] Baly
I e [1]. 53], W A= 7144 g3t
e JAE x3tE e HZde P IT 9+ &
Aol 3 JH {Z &) A7t Bo] Rasa gl
2010 9Ll = 7199 A WX]E-’F AA 2ol A

‘ﬂ°ﬂ °H7 Z2 IS AR5 NP EE FES}HS

N
ins
=2
R
o,
to
nfi

rlo
S~
—|—'

o 08 4 S0 B9l P o % o,
A4 719004 71900 AT UA $9L 99 2
$ 4 Q& WEHQ Bt FolEt RuERY

A (Information Security Management System,
ISMS) o]t} ISMS+ %2 9] FRA S B5317] 9
3l 7124, B2 HaxAg E3tete] JHHES
09 +951, o8 BATeE B2 L4T 4 3
= T BAAAZM S Lo H = o] & 71l
A e % IRE AZAEE ST AT 2L

I 2] ISMS 915 Al =9 ISO/IEC 270019 = <]

T &0l thak Aol BAIE o} A a1, =l
S AT oA Al ek ISMS 5 A=

ojo tigt g&o] /IR A A &9 F
o that g 9 Fore A A5 o] 91A] Pt} uh
A ISMS GAIT 95 §92 93 AHKE S g2 &
ol g-g-317]0= 37} ik

3

Y B

B =R M 7oA IT 25 &9l that met
el AAE vHEE & AEF 7199 ARAI2H
Z5 1A IT 95 &9 F3-& B, 2t
yH EAS A stz stk 53], 7]l M ulF- 4
HEFE 8 = 3l 3 2 7)&S 133}
AT LT &9l HLTF F AT FIS AFH 2

2.1 =] ISMS QIS H =

ISMS =4 ¥591 ISO/IEC 270018 9= %5 7]
(British Standard)®] BS 779901 4] "3 H RS2 A BS
7799 Part 1 ¥ Part 2= Z2F ISMS #8] A 4 &

AFS WAJSHATE o], Part 12 20004 1SO/IEC
17792 L3 = k7 20073 1SO/IEC 27002 73
53, Part 2 20053 1SO/IEC 270012 L35 Utk
[4]. ISO/IEC 27001 %29 ISMS 4, 78, %,
2 AE, A L AN AT S 7S F 11709
A 9, 3870 FA| &=, 113709 AlF
2 38te] "ASk Ak [5][6]. %141 of| A= 20021
S E IR E- ol 23 ISMS A5 A =7} Al 9

54 g20

- 168 —



7194] W7 91 B SITHIT 2% 4o 54 24

2

, ©] ISO/IEC 270012 117] $A <ol &5}
oh ARRT ws 9 Fd, G5FA, AAAY 2
of7} F7He 157 FA| wof % 1209] 54 &5
FREG [6][7]. ©] F, £ =EolA gFE 9F
Hotw}h FHH 9HAL BV FA Bobe o
Ak Al HoF @ AV A 37k9}e] Ak A] Bt
AR, S5 $1eF Bt e, Al 3xF Kt B
[8]. L2 ZF QALgto] AR
1, BA dl’del &3k 9 9
Ao tigk Aoy B el s He At

o] WA AAE ol YA F& 38

o
r2

[e)

-

¢

[e)

_lﬂ 182 H‘Ll =i

o
&
Rl

rr il

ol

EXN
2 w
o
-4

= 0 oz [0 fo d0 oo [o

SR
aC)
>
)
rr
)
O
hu
X
_‘
b

w2l 71eS A stal itk [9].

=24 BEd Ve A e AEUEY 224
AES ALFoRH H S =Y & AT, ZE
Aol = o AFHE ¥ AHSsfokshe =8
B FEAIGo] vitte Eo] EART. =2 E %
8 7le 7HE 71eE ol8ste TEHY] Wi
ol 224 ¢ £ 7leht v§ SHdM e B4
o] AR, Heto] oz o). A
Zole =24 B 22 71e9] B A7
st has} B HEA AT SAG 22 Hat 7
o] A& W Y &7 S8k 3

|

T

r = e
li:lr‘u —d

T
O
ol
N
— F
o
_O|L
£
Y
ry
_()|L
rir
oL
lo,
o
ot
=2 o

40 32 & oo
=y
e

T
i
R

)
¥o N
o o2
T =
=
ol rr
lo

N

=
=2
-
e
re
o
o
f
>
N

W lelE % ARAR
Azdol H2Z3) AT ARHR T 97§42
8 FHEIT 97 £ Aol 3
93 B AL FES S

=gl %

A EaTe B Be

ri,
R
to
of —r -
on M
fo o

>~
>
oo
Q‘L
o rir

Hr 2

hint2)
i fu

ol

ol
oo £

ol

i ro,

Mo o

=

o

2,

iy

e
-
A

NI

=¥
kS
=
i
X
re

19 W Al 7H el 7, of
[EL2 8t 747 9

Ze=IT AL 78 2

rg
o
ol

z =
-
o o
oo M & 10 g 18 puogy te 15

% dg B Jo 4

X
o o Mo
24
N
N

QL

2

H

o rr
N
(it

]ﬁ“_, N
=

LN
W

fi Mo ol to

|t

oX,
=<
Koy

o £

7] el

L3 7t

of
s

(

—_
~

¢
o iy iyl
At

& 3
o i 4o <
ﬁ’

o g
b

o, 1o
do Ho
ofl

fo
o
- ﬁ ]
oz
o
T

T I
flo o2 of

G
o wa

H
H
lo go rlo
o
~

it

fe

off | o% ox o dHu

9 w2 U
ot _xl;
oflt
oz d
il o, td
rJ :‘O ‘1)’1
s

=2

o
=
£

fo Jr oo

2
ot
ofl
>
il
rlo
o
=2
=2 Ho

of
B
|m
ox
tllo
b
)
ol
O,

5 e 1

=
>
>
s
ot
o
,

o &g
N
=)
o o

to o
=

o
=
)

o
-

ol
-
rir

E 10T 9% 89 3¢ He|

Table 1. Definition of types of IT outsourcing
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Fig. 1 Type 1 of IT outsourcing - types of work and methods for accessing resources
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Table 2. Definition of types of employee of Type 2
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Table 3. Definition of types of employee of Type 3
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