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An Effective Security Monitoring Scheme Based on Correlation

Analysis of Multiple Security Events

Haeng-Gon Lee’, Sang-Soo Choi’, Jungsuk Song’, Gi-Hwan Cho ™

ABSTRACT

In order to cope with recent cyber attacks more effectively, it is needed to focus on only the significant security events from a large
number of the original security events triggered by the security products such as IDS, TMS, etc. In this paper, we propose an effective
security monitoring scheme which is able to collect and classify the security events provided by diverse types of the security products
that are already deployed on the backbone network. In addition, the proposed scheme can contribute to the reduction of the security

events that the security operators have to inspect. We expect that the proposed scheme can be used for reference model of the security

centers to carry out incident response.
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Fig. 1. Generic Security Monitoring Scheme
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Fig. 2. Detected Security Events by S&T-SEC
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Table 1. Security Event Set Collected by S&T-SEC
HOlOHE 2 7= (BH)
SR Mgme | aebmw| | el
(TMS) (FW, IPS, WAF) (IDS)
Ef 1 16 2
S| 8,858 65,791 5,297
=l 229 5,315 124
Bl 43,402,776 | 922,122,481 26,154,977
®2 Y88 EM 21
Table 2. Results of Static Analysis
EOoNO[HIE UMY A (BH)
B T xictoe | mx ol | UsERiope
(SA-1) (SA-2) (SA-3)
ESEN 16 1 2
S| 65,971 2,974 5,297
=l 5,315 72 124
Bl 922,117,369 12,217,157 | 26,154,634
4123H 24 2yt
T4 EA= Fl8kd 3 5 F 49k 2 RS
Aete] 443 53] BAFA1L 2709 ol
HE #4122 370 9] vlo|H & 283t A
B¢ Seeke ge2 s,

E3 SN 24 71

Table 3. Example of Dynamic Analysis Rule (1)
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e
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A

EIX[OMIE, SHE|AE

select » from EX|O[HIE a, SHE|AE

P b where a. Z&MX| = b. M ¢l and b. 2
O|HI E like '%Fosniw%'
EIX|O[HIE = SUp|AE S20f 24H E
&l Mo | XHEI2 2 FosniwE #H= EHQISE F

-

E 45X BN 752

Table 3. Example of Dynamic Analysis Rule (2)

=MAEY | ssdt
oA A EIX|O|HIE, SHE|AE, ALIHME[0|H
select » from EX|O|HIE 3, SH2|AE
a5 32 b, Al2X{2|0|2 ¢ where a. 58X =b. &
K Mol and a. 2XX|IP = c.2HX|IP and b.
22 0[HI E |ike '%ssdt%'
EIX|O|HE & S| AE S=of 23 &
XIEO2 ssdtE e THCZ HE
23 Mo st= Hlole, olmf =mQl IP7F HAE
= 2o
UA7| 2ol 7| Almxz2| Hlolef & Y
st el oz AIIXE|E SHX|IPE &
ol
5 5 2.0 = o
35} 5 49) BATAE Ag3le] 54 24 5

ir =
5 4 =4 24

Table 5. Results of Dynamic Analysis

2477 OfHIE gk A HEg
Fosniw 1,946 650 (33%)
ssdt 274 124 (45%)
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