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A Study on Intelligent Mobile Malware Infection Paths

Yo-Han Choi’, Hee-Suk Seo’, Eui-Chil Baek’, Seong-Jun Kim"”

ABSTRACT

Interest in smart phones is increasing. Using the expanding user base, a variety of smart phones is underway in many areas of
research. Now, the smartphone is very closely connected with our everyday lives. Because an increase in smart phone users, malicious
code has increased The purpose of the malicious code to steal the personal information. In the past, was the most simple types of
malicious code. The other hand, recently a variety of ways, such as APT has emerged of malicious code. The malicious code in order to
detect and respond Should be followed for the study to Smartphone is infected by any route. In this paper, we look for malicious code
found so far, Grafted with a variety of ways, such as APT and mobile malicious code infection scenarios are recognized. That may

occur in the future intelligent mobile malware infection paths will be discussed.

Keywords : mobile, malware, scenario, wi-fi, add-on application
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Mobile Device
Threat

Wireless attack

Eavesdropping
* Profiling or Tracking
SMS/MMS attack

Cross-service attack

Privacy Exposure
Viruses and Worms

Logic Error attack

Break-in attack -
Code Injection attack
Jamming attack
DoS attack
Battery Exhaustion

1111}

IPR Invasion attack
Loss or Theft
Hardware attack
a7 1. 2l 24 R 28

Flg. 1 Mobile Device attack threat
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