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A Role Based Multi Security Label Access Control Model
formalized by Z Language

Eun-Bok Choi’

ABSTRACT

This paper proposes the differential multi security label model which has the detailed security classes with the confidentiality and
integrity of the subject and object. We were specially described a role with the security classes to be applied to commercial enterprises.
And the model has a role flexibility that can be reconfigured according to the organization and the environment. Finally, accurately
expressed by the constraints of the roles to the formalized structures using Z language, it provide the advantage that you can reduce

the cost and time to design and implement a model.
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Table 1. Access Control Matrix
A
S F1 F2 S1 S2

A

U1l Own, R R E
U2 W AD RW
P1 R RW
P2 RW R
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——— READ_PRIV_SET

object : P_OBJECT
Access_mode : ACCESS_MODE

Access_mode : view, check

<2)7] A% P>

b

— WRITE_PRIV_SET

object : P_OBJECT
Access_mode : ACCESS_MODE

Access_mode : modify, append

<7] AT >

hud

——— GENERATE_PRIV_SET—

object : P_OBJECT
Access_mode : ACCESS_MODE

Access_mode : generate

<A Azt Ak

pud

——— DELETE_PRIV_SET

object : P_OBJECT
Access_mode : ACCESS_MODE

Access_mode : delete

<abr) A Q>
ROLE
v_level, c_level : P_OBJECT
r_scope : READ_PREV_SET
m_level, a_level : P_OBJECT
w_scope : WRITE_PREV_SET
g_level : P_OBJECT
g_scope : GENERATE_PREV_SET
d_level : P_OBJECT
d_scope : DELETE_PREV_SET

<98

LEVEL_TO_INT
level_to_int: CON_LEVEL, INT_LEVEL = N

Vs : CON_LEVEL, 1: N -
(s ts =>1=1) v
(s s=>1=2)w
(s cf=>1=3)v

(s

(s ur=>1=75

Vs INT_LEVEL, 1: N -
(s=cr=>1=1)v
(s =vi=>1=2)wv
(s=i=>1=3)v
(s =uc=>1=4)
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—— VIEW_ROLE_ASSIGN

Sc : CON_LEVEL, Si : INT_LEVEL
Level_to_int : CON_LEVEL - N, INT_LEVEL > N
v_level : CON_LEVEL & INT_LEVEL

Level_to_int(Scc) 2 level _to_int(v_level(Rco)) A
level_to_int(Sic) < level_to_int(v_level(Rio))

[append %]

MR Ago] BEE FA Seot TR DAY A
Si, append %% 721 1 S]] FH HtEHE

alevelolet & f B2 T2 o] " FA 7}
append &l v 7] 95 Az LA
Ao HeksHol B2 AAe) 9 Hotew
27 oforstn] 7474 4 9 E"J%TELO] -‘nj‘
MA ] 4 HFEFHETG AAY 2
R R o e o e

—— APPEND_ROLE_ASSIGN——————

Sc: CON_LEVEL, Si : INT_LEVEL
Level_to_int: CON_LEVEL - N, INT_LEVEL 2 N
a_level: CON_LEVEL & INT_LEVEL

Level_to_int(Scc) < level_to_int(a_level(Reo)) A
level_to_int(Sic) = level_to_int(a_level(Rio))

[modify &g
Hlg A BEd

Si, modify 93 12)3 1 A3 T BkE

m-levelo] 2} & v W29 F Al B FA7}
modify &l W75 7] ¢ Afrn e wLA F
A9 Bebswo] HlEA AA ¢ A Het
ofolst AN FAo) HbsHO| F
4 HeteHI} 2otk 3t ol & H¥
ahv] v} 2.

—— MODIFY_ROLE_ASSIGN

Sc: CON_LEVEL, Si : INT_LEVEL
Level_to_int: CON_LEVEL - N, INT_LEVEL 2 N
m_level : CON_LEVEL & INT_LEVEL

Level_to_int(Scc) = level_to_int(m_level(Rco))
level_to_int(Sic) = level_to_int(m_level(Rio))
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—— CHECK_ROLE_ASSIGN

Sc: CON_LEVEL, Si : INT_LEVEL
Level_to_int : CON_LEVEL > N, INT_LEVEL > N
c_level : CON_LEVEL & INT_LEVEL
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S oft ox i

N

[ Level_to_int(Scc) > level_to_int(c_level(Rco)) and
level_to_int(Sic) £ level_to_int(c_level(Rio)) ] v

[ Level_to_int(Scs) = level_to_int(c_level(Rco)) and

level_to_int(Sis) < level_to_int(c_level(Rio)) ]
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—— GENERATE_ROLE_ASSIGN —————

Sc: CON_LEVEL, Si : INT_LEVEL
Level_to_int : CON_LEVEL = N, INT_LEVEL = N
g_level : CON_LEVEL & INT_LEVEL

[ Level_to_int(Sce) 2 level_to_int(g_level(Rco)) and
level_to_int(Sic) < level_to_int(g_level(Rio)) ] v

[ Level_to_int(Sce) < level_to_int(g_level(Re

)

o
level_to_int(Sic) 2 level_to_int(g_level(Rio)) ] v

(o)

)

[ Level_to_int(Sce) = level_to_int(g_level(Rco)) and
level_to_int(Sic) = level_to_int(g_level(Rio)

)
]
)) and
]
)
]

[delete &+

B2 o] A 7 S} FAX] BAH Fa
Si, delete 98 183 1 93 g =
d-levelo|g} & wj H|WA T} ZAA
delete & &tol] uj7g 7] 913+ A7 generate %
o] At g o2 R FA S A Hekew
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—— DELETE_ROLE_ASSIGN

Sc: CON_LEVEL, Si : INT_LEVEL
Level_to_int: CON_LEVEL < N, INT_LEVEL > N
d_level: CON_LEVEL & INT_LEVEL

—[ Level_to_int(Scc) 2 level_to_int(d_level(Rco)) and
]

)
level_to_int(Sic) < level_to_int(d_level(Rio)) | v

—[ Level_to_int(Scc) < level_to_int(d_level(R

)

(Reo)) and
level_to_int(Sic) > level_to_int(d_level(Rio)) ]

(

)

v

—[ Level_to_int(Scc) = level_to_int(d_level(Rco)) and
level_to_int(Sic) = level_to_int(d_level(Rio)) ]
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char RoleAssign(int Sc, int Si, char Rv)
{
FOR ALL Sc, Si, Sce, Sic €5, Reo, Rio €R
IF M(Scc) > v-level(Rco) AND A(Sic) <
v-level(Rio)
THEN
yes = RoleAssign(Sc&Si, Rv) ;
ELSE
no = RoleAssign(Sc&Si, Rv) ;
ENDIF
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Append &l th & v A g FA o] WIEA] B
ool AA 9 HelgFol A= F4 9] FAA

Hol=2 o] 7”;4]4 E?l’%—%% A gehd Append

char RoleAssign(int Sc, int Si, char Ra)

{

FOR ALL Sc, Si, Sce, Sic €S, Reo, Rio €R

IF A(Scc) < a-level(Rco) AND A(Sic) >
a-level(Rio)

THEN

yes = RoleAssign(5c&Si, Ra) ;
ELSE

no = RoleAssign(Sc&Si, Ra) ;

END IF

}
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char RoleAssign(int Sc, int Si, char Rm)

{

FOR ALL Sc, Si, Sce, Sic €5, Reo, Rio €R

IF A(Scc) = m-level(Rco) AND A(Sic) =
m-level(Rio)

THEN

yes = RoleAssign(5c&Si, Rm) ;
ELSE

no = RoleAssign(Sc&Si, Rm) ;

ENDIF

J

Check & &l th & wj A hre T4 of v A B3k
S0l AAle) HETE Auen FA9) 2%
HekEFol AAel HASRA ApE, FA9l

fd

A9] HIL A HotSFo] A 9] HOISFS Au) s}
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A EE Check G ML A Bg F

AE A ol wjg gy ool Wi JEuj = o
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char RoleAssign(int Sc, int Si, char Rc)

{

FOR ALL Sc, Si, Sce, Sic €S, Reo, Rio €R

IF [A(Scc) > c-level(Reo) and A(Sic) <
c-level(Rio)] V' [A(Scs) > c-level(Rco) and A(Sis) <
c-level(Rio)]

THEN

yes = RoleAssign(Sc&Si, Rc) ;
ELSE

no = RoleAssign(Sc&Si, Re) ;

END IF

}

Generate &gt th3l Wi sk A1) HLA]
Hebswol A9 HebswS Aufstal 4

3 Btswol AA Y Betswad AujEe A¢,
A o] HlEA Bksro] A e Bets gl Auj= A
U A 72744 Hebswol AAY Bt EE
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char RoleAssign(int Sc, int Si, char Rg)

{
FOR ALL Sc, Si, Sce, Sic €5, Reo, Rio €R
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IF [A\(Scc) > g-level(Rco) and A(Sic) <
g-level(Rio)] vV [A(Scc) < g-level(Rco) and A(Sic)
> g-level(Rio)] V [ M(Scc) = g-level(Reo) and A(Sic)
= g-level(Rio) ]

THEN

yes = RoleAssign(5c&Si, Rg) ;

ELSE

no = RoleAssign(Sc&Si, Rg) ;

ENDIF

J

t}A] 2} 0 2 Delete H89] 79+ Generate &+9]
H7id o2 whek o o] FA|of g o] w7y
5 A] Fotof sk o] A4 FA o i 9 A
A 8h= Delete o] 8= ofo} gt} o]of tjgh o
Sy = o 2ok

char RoleAssign(int Sc, int Si, char Rd)
{
FOR ALL Sc, Si, Sce, Sic €5, Reo, Rio €R
IF [A(Scc) = d-level(Reco) and A(Sic) <
d-level(Rio)] V '[A(Scc) < d-level(Rco) and A(Sic)
> d-level(Rio)] V [ A(Scc) = d-level(Rco) and A
(Sic) =d-level(Rio) ]
THEN
yes = RoleAssign(5c&Si, Rd) ;
ELSE
no = RoleAssign(Sc&Si, Rd) ;
END IF

BEGIN

FORALLm={v,a,m,c,gd}EM /*

{

ENUM RoleAssignType {View, Append, Modify,
Check, Generate, Delete} RoleAssignValue;

SWITCH ( RoleAssignValue)

{

CASE 0: RoleAssign(5c&Si, Rv); /* View & &
g g

BREAK;

CASE 1: RoleAssign(5c&Si, Ra); /* Append 9
g g

BREAK;

CASE 2: RoleAssign(Sc&Si, Rm); /* Modify
g g

BREAK;

CASE 3 : RoleAssign(Sc&Si, Rc); /* Check 93
g g

BREAK;

CASE 4 : RoleAssign(Sc&Si, Rg); /* Generate 9
g g

BREAK;

CASE 5 : RoleAssign(Sc&Si, Rd); /* Delete &
g g

}

END SWITCH

END FOR
END BEGIN
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