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Vulnerability Analysis and Improvement of a Remote User Authentication

Scheme by Legitimate Members (Oriented Chien & Bindu et al.’s protocol)

Kwang-Cheul Shin’

ABSTRACT

The password and nonce based method of certification has been studied for a long time in the field of remote user authentication and
the study for guaranteeing user's anonymity has recently been under way. In 2004 Das et al.’s carried out the study for guaranteeing
anonymity using dynamic ID and in 2005 Chien et al.’s proposed an improved protocol. In 2008 Bindu et al.’s suggested a new
protocol pointing out that the protocol proposed by Chien et al.’s was vulnerable to the attack from insider and man-in-the-middle
attack. This paper points out the vulnerability of the protocol proposed by Chien and Bindu et al.’s and suggests an improved protocol
producing nonce for guaranteeing the security of secret key and keeping the secret key indecipherable by using the padding. It also
increase efficiency of calculation by removing exponentation operation and increase efficiency of protocol by making it possible to

change user's password randomly.
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Table 1. Security analysis
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