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A Study for Attack Detection Rate Improvement using Hierarchical
Structure in MANET

Hwan-Seok Yang

ABSTRACT

Recently, as the use range of wireless networks rapidly increase the target of network security become wider and the
number of threat is increasing. Existing security mechanisms have problems which cannot be applied as it is because of
dynamic topology by the movement of nodes and characteristic of MANET which cannot do the central control. In this
paper, we proposed hierarchical structure intrusion detection technique that manages the whole nodes in the center and can
improve reliability by performing distributed intrusion detection. The misuse detection is performed in each cluster head and
anomaly detection is performed in the gateway. And RDHT, CMT is managed to detect the location of attack node in the
cluster head. ZBIDS, MCBIDS technique with the proposed technique was compared to evaluate the performance of

proposed technique and superior performance of the proposed technique was confirmed through the experiment.
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Table 1. Simulation parameters

Parameter Values
Network size 1000m x 1000m
Mobility model Random waypoint

Number of nodes

100

Speed of Mobile node 0~ 10 m/s
Transmission range 200m
Bandwidth(MB) 2

Attacks 15

Pause time(Sec)

20

2] ©A &, TPR(True Positive Rate)Z FPR(False
Positive Rate)& 573t t}. TPR¥ FPR2 2] 33} 4
42 ALTE T,

TP(True Positive)

TPR=
7 TP+ FN(False Negative) ©)
FP(Fualse Positive)
FPR= 4
R FP+ TN(True Negative) @
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Fig. 7. Attack node position detection rate
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