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A Study on Improvement Security using Hybrid Defense Mechanism in
Wireless Ad-hoc Network

Hwan-Seok Yang

ABSTRACT

Wireless ad-hoc network is exposed easily to security vulnerabilities due to limited resources and open network structure.
Routing and data transfer is performed through the flooding because of especially the mobility of nodes. The damage is
huge as flooding attacks using these characteristics affect the whole network. In this paper, we propose hybrid defense
mechanism that can detect RREQ flooding and data flooding attack in whole network and isolate. The amount of whole
traffic of network is investigated in order to improve active detection and accuracy against attack nodes. The area-based
shape which divides whole network to constant area to improve detection performance of suspicious nodes is used. The
proposed method does comparative experiments with PFM, TBSS method in order to evaluate its performance and the

superior performance of the proposed method is confirmed by the experiments.
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Table 1. Simulation parameters

Parameter Values

Network size 1000m x 1000m
Mobility model Random waypoint
Number of nodes 50

Routing Protocol AODV
Transmission range 200m

Traffic CBR

Attack Nodes 10

Pause time(Sec) 20
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