Journal of The Korea Knowledge Information Technology Society(JKKITS), 75~83, Vol.9, No.l1, February 2014

-. * Joumal of The Korea Knowledge Information Technology Society

KITS

ISSN 1975-7700

http://www kkits.or.kr

Randomized Keypad against Password Guessing Attacks

with Motion Sensors

Iksu Kiml, Jongmyung Choi’

'School of Computer Science and Engineering, SoongSil University
2Department of Computer Engineering, MokPo National University

ABSTRACT

With the increase of smartphone users, smartphone users using the mobile banking services has
increased significantly. For using the mobile banking services, users have to input their passwords in
mobile banking App. According to recent studies, passwords inputted on a keypad could be inferred by
using smartphone’s built-in motion sensors. In this paper, we propose a randomized keypad against
password guessing attacks with motion sensors. When users try to input their passwords, the proposed
keypad displays the area of random arrangement on which users can input their passwords. Accordingly,
the location information of touched keys is different whenever users input their passwords. Users can
safely use the mobile banking service because it is impossible to infer the inputted passwords with

motion Sensors.
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® 1. 717} B4 A4 wiAd FE
Table 1. Probability of keys to be placed in specific location

71 1€ 24 34 44 54 6% 74 84 9g 108 g
T, 920091 | 9.09 0 0 0 0 0 0 0 0 0
2, W 0| 8.8 | 1818 0 0 0 0 0 0 0 0
3, e 0 0| 7| 22w 0 0 0 0 0 0 0
o, 0 0 0| 6364 | 3636 0 0 0 0 0 0
5, 0 0 0 0| 5455 | 4545 0 0 0 0 0
6,y 0 0 0 0 0| 4545 | 5455 0 0 0 0
7, 0 0 0 0 0 0| 3636 | 6364 0 0 0
g, 0 0 0 0 0 0 0| w2z | nB 0 0
9, 0 0 0 0 0 0 0 0| 1818 | 81L& 0
o, p 0 0 0 0 0 0 0 0 0 909 | %9
B AR A EY Qlo] SAE WESY HA 4 R
s N . ¥ 2 H2a9sE 208 Y Az
TE zlsxj' ELLEH& ﬂﬂi% = %2'57} 7}-0—011 ZLE}' Table 2. Result of inputting a password 20 times
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Figure 6. 3-button random key area

ol& & fi ﬁ-}%i 54 A WA E. et
§ HES =3& o AAd 9]
e AHEAZE HAG 7]

=3, mTranskeys} 2

BAAE WA HEE 5 NAYE F30] B}
3t

Aokel AY ANSAA AEATL 29ES
QUG W, mA ANTE AT SIH ARE o)
stel A7k Azl 43 T8 P e 2,

1
:m, n=p+q+r (1)
4 (DolA n& A2y dojojn, p= 374
S 7& FHE 2% A4 AagEe 98}
= ol 28al g r 2 A7 s 5749
7& TAE 2% 71A 2 sef dFTE e

l

T 3FE Yeit A&ATE Ho9 dxgEE
ARG ASLE aERA. HY FHrYre
‘DL, ‘mt BEARY A sagso)
t. 8289 H2g=E ‘b, ‘n’, ‘m’
2% AT A a7 s2d=E dgeto
AFd A3 &2 g5 2.

= A

-

i

1
3°X4" X5

i C T AL 49 2 F
AE 2% HEJAT Hx9dss AFTE A9l
A Fo%ke fay syt ARET. Ty, A}%x}ﬂ
8a4g 9 H2EE w, X,y
Azt AP A7 A HTE
°F 0.00001500 aBatet. wEkAl A FUL

oXx
ot N
e

=2 o rlo Mo

=2
R
& o
>
- S0
2 g oo I
>
o i
F < 1Y
& Jo g o2
=Ry 2 =
N-(Ol‘lr l‘.‘O:I;
—‘—‘IFLEO‘ o(r_'(;r
mu RN
. 2 fe
2 rl;%
o po 2 o
[ o =
n}
= 2Ty
e éj‘g‘
fo fo v &t
oo o ooy o1e 8

N

e

U
v
ox
o
ol

o
S
re
N, 2 rfo
=

oo [

B
re
oXx,
é ﬁ'
>
P» =
ol
rlr
N [
N i
ASH
sta)
o

v}
2 rr olo
4 9,
o o
N o
il Y
o s ) I
rlI.
=
)
o
fu)
N

I
aln rim

AL e -
O
-
o
e
N
=

fu

rlo
inj
Ho
2
i)
rhl do

=
o] HeF 7=} Ajke J)HE
Aolth. mTranskeyS W E3te] [7]o] A

VAN
=5
w
N
rlo
N

i
=
El
ol
)
(o3



Journal of The Korea Knowledge Information Technology Society(JKKITS), 75~83, Vol.9, No.l1, February 2014

A Het F|HEEE 2284 Jed %ol B
A ARE T H2E F5 T4 FHgsin
B, AY 24 e 24 718 U8 gE
2 Jolef HAl s mEe 2A ANE
T H2E F5 340 A&t AT A
28 74" H29e A At A Thsstt
T A7 Aok B =qoA A¢d A =
s w8 AR 7AE d2HEd=E 48 Vb
stol dY A 7Egt 2ol ZA AME T
P2 35 T A AT AEALY
e Addo weh Hoto A4 H2Y= Aol
o F wjel sigets EAZF 2T Tl
AT

£ 3 7|EY B A|HES A JHE ¥
Table 3. Comparison between existing secure keypads and the

proposed keypad
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