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There are studies on biometric based authentication using physiological or behavioral characteristics of 
the user to improve reliability of user authentication. This study suggests the user authentication method 
using key input patterns and hand shapes when the user inputs authentication information. When 
behavioral characteristics are used for user authentication, there is a disadvantage for the authorized user 
to fail for user authentication and to be prohibited to access the information system. This study 
suggested a method of granting access to the authority system by differential access in order to solve 
user authentication failure problems by the authorized user when behavioral characteristics are used for 
multi-factor authentication. It enables for the authorized user to use the stored information in the 
information system even though the user fails to authenticate behavioral characteristics by granting the 
user differentiated authority. 
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Figure 1. Finger vein recognition device
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2.2

2.3
2 Kincet

Figure 2. The user's hand shape recognition using Kincet

3.



- 250 -

Journal of Knowledge Information Technology and Systems(JKITS), Vol. 9, No. 2, pp. 247~255, April 2014
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Figure 3. Authorization process

3.1

3.1.1
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 Home HE 36

 End ED 35

 left SHIFT LS 160

 right SHIFT RS 161

 CAPS LOCK CL 20

NumPad NP0~9 -

D0~9 -

1. 

Table 1. The key value for the special keys

3.1.2

4. 

Figure 4. Behavioral characteristics of users

5. 

Figure 5. Comparing each feature point of the user

6. 

Figure 6. Comparison of the results
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7. 

Figure 7. User Authorization step
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