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ABSTRACT

In general, data loss accidents is mostly caused by the insiders of organizations than it's outsider. In
this paper, we propose a new method which collects the 3 information types of PC(Personal Computer)
system to prevent this kind of accidents. The first important type is the screen video made by image
capture timer. The other information types are the system's process list and the keyboard contents. we
uses messages hooking procedure to catch the system information. To implement a hooking module, we
made a hook chain structure, hook procedures, and a message monitoring function. In experiment results,
we can successfully collect the screen capture video, the process list and the keyboard contents. In
specially the screen capture function was sensitive to the video quality setting. The capacity of high
quality videos was about 4.6 times larger than that of low quality.
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Figure 1. Coping methods according to information leakage
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LRESULT CALLBACK HookProc(int nCode, WPARAM
wParam,LPARAM 1Param) {

/I process event

return

CallNextHookEx(NULL,nCode,wParam,lParam);
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Figure 4. Hook for keyboard input processing
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[System Process]
Systen

SNSs . exe

£S5 exe

£S5, exe

wininit, exe
winlogon, exe
services. exe

lsass . exe

svchost  exe
svchost . exe

svchost  exe

dum, exe

svchost  exe
svchost . exe

svchost  exe
svchost . exe
spoolsy.exe
svchost . exe
hppleMobileleviceService.exe
SynTPEnh . exe
taskhostex. exe
hdminService. exe
explorer. exe
uDNZResponder . exe
dasHost . exe
ImageShFERSve , exe
npkemsye . exe
svchost . exe

Tean¥iewer _Service.exe
ImageShFERStart _X66. exe
GoogleCrashHandler.exe
ASDSVC exe
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Figure 6. Process file contents
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Figure 8. Comparison of capture screens
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Figure 9. Recording file capacity according to frame rates
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