Journal of Knowledge Information Technology and Systems(JKITS), Vol. 9, No. 4, pp. 483~491, August 2014

m' Joumal of Knowledge Information Technology and Systems

ISSN 1975-7700

KITS http://www kkits.or.kr

Secure Keypad against Password Guessing Attacks with
Accelerometer and Gyroscope Sensors

Tksu Kim', Jongmyung Choi’

'School of Computer Science and Engineering, SoongSil University
2Department of Computer Engineering, Mokpo National University

ABSTRACT

According to recent studies, data generated from smartphone’s built-in accelerometer and gyroscope
sensors can be used to infer users’ passwords. Currently, the secure keypad which is being used in
smartphone apps is vulnerable to password attacks using sensor data. In this paper, we propose a secure
keypad against password guessing attacks with accelerometer and gyroscope sensors. In the keypad, the
rows of keys on the proposed keypad is randomly changed whenever a user inputs a letter of the
password. Accordingly, it is very difficult to find out the user’ password using accelerometer and
gyroscope sensor data. Moreover, the proposed keypad uses fake key buttons to further reduce the
success rate of the attack. Users do not have to memorize fake keys. Users only need to touch the fake
keys on the proposed keypad when they input their passwords. Because attackers cannot distinguish fake
keys from touched keys, they cannot find out users’ passwords with accelerometer and gyroscope
sensors. Therefore users can safely use a variety of internet services.
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Figure 1. Fingerprint on the smartphone
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Figure 2. Secure keypad with blanks
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