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ABSTRACT

The subjective of this study is to analyze a possibility of occurring traffic flooding in order to ensure
stable services as bandwidth exhausting attacks are presented to users who wuse limited network
bandwidths. Also, a model that can improve service availability and maintain service consistency through
rapid responses is proposed. As abnormal traffics occur in a limited network environment, it makes
possible to quickly response to traffic flooding attacks, which may occur in future, through estimating
changes in subjective traffics. For achieving it, a traffic state model in normal users is extracted as
samples of continuous and discrete values in a specific range and the error between these values and its
transition process are also used as prediction and detection models. Then, the detection data extracted
from normal users are compared and analyzed with the traffics in bandwidth exhausting attacks. Based
on the results, the availability and consistency in Internet access services are improved through rapid
responses for different unexpected traffics.
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