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ABSTRACT

Peer-to-Peer (P2P) network is a group of computers communicating directly with each other without
through a central server. P2P network is used for file sharing, multi-player online games, to avoid the
expense and delay of traffic at the server. However, P2P communication has problems dealing with
Network Address Translation (NAT) traversal. Conventional Simple Traversal of UDP through NATSs
(STUN) protocol was given to discover the type of NATs behind Clients. In conventional STUN
processing, the tests follow the sequence of time that means the first test is needed to get the result
before performing the second test and so on. Thus, the system testing has the delay of time. So, in this
paper, we propose an improved STUN algorithm that separating tests of the conventional STUN
algorithm and perform all tests in parallel. So, the execution time will be shortened significantly. We
also have reality experiment in which is applied improved STUN algorithm for testing NATs.
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1. Introduction The Internet is based on 32 bits Internet
Protocol (IP) addresses that means the maximum

number of computers on the Internet is around
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four billions. In fact, the Internet may be only a
few years away from running out of IP addresses.
A technique known as NAT [1], [2], [3] was

developed to allow the use of a single IP address
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STUN
protocol was released in 2003 to discover the
NATs  behind

conventional STUN has a disadvantage about

for a whole network of computers.

type  of Clients.  However,

execution time because all test following
sequence. In this paper, we propose an idea to
improve STUN algorithm that separating tests of
the conventional STUN algorithm and perform all
tests in parallel then apply this algorithm for
testing NATs behind Peers. Our solutions can be
applied to many applications from P2P networks
such as instant messaging, streaming media.
Structure of remain paper as following: section 2:
related work, section 3: proposed idea and system
design, section 4: implementation and experiment

results, section 5: conclusion.

2. Related Works

2.1 Network Address Translation

Terminologies

A NAT is located between the public Internet
and the network, works by rewriting IP addresses
and port numbers in IP headers from the single
public IP address of the NAT device instead of
the actual source or destination [4, 5].

There are several ways of implementing
network address and port translation such as
STUN [6]. It classifies NAT

implementation as full-cone NAT, restricted-cone

protocol

NAT, portrestricted cone NAT or symmetric
NAT as shown in <Figure 1>.
Full-cone NAT is one where all requests from

the same internal IP address and port are napped

to the same external IP address and port.

Restricted cone NAT unlike full-cone NAT, an
external host can send a packet to the internal
host only if the internal host had previously sent
a packet to external IP address.

Port-restricted cone NAT is like restricted cone
NAT, but the restriction include ports numbers.

Symmetric NAT is one where all requests from
the same internal IP address and port, to a
specific destination IP address and port, are

mapped to the same external IP address and port.

"Restricted Cone” NAT

*Full Cone” NAT

"Symmetric" NAT

T8 1. NATO 471X 78

Figure 1. Four types of NATSs

2.2 Simple Traversal of UDP through
NATs Protocol (STUN)

Simple Traversal of User Datagram Protocol
through Network address translation is lightweight
protocol that allows application to discover the
of NATs

between them and the public Internet. It also

presence and types and firewalls

provides the ability for application to determine

the public Internet Protocol addresses allocated to
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them by the NAT. STUN can be used to
discover type of NAT on the path between a
client and server, and attempt to discover the
type of NAT by a structured sequence of requests
STUN, an algorithm
proposed for testing NAT of a device accordingly

and responses [7]. In

as shown in <Figure 2>. The client sends an

initial request to the STUN server.

Fort
—>Restricted

[ Test T —{Test 11— Test 1 —{ Test 111

& 2. 7[ZESTUN Z2EZS ALSSHNAT 4 2ty

Figure 2. NAT discovery process using conventional STUN protocol

The flow make use of three tests. In the test I,
the client send STUN Binding request to a
server. In the test II, the client send a Binding
request with both the change IP and change port
flag. In the test III, the client send a Binding
request with only the change port flag.

If the public address and port in the return

response are the same as the local address, then
the client can conclude hat there is no NAT in
the path between the client and the server [8, 9].

If the values differ, the client can conclude
that there is a NAT on the path. STUN then
uses subsequent requests to determine the type of
NAT. If the STUN client receives this alternative
source response, then it can conclude that it is
behind a full-cone NAT. If no response is
received tho the second request, then the STUN
client sends the original probe request. If the
returned address and port values relating to the
new NAT binding, then the client can conclude
that it is behind a symmetric NAT. If the address
and port are the same, the client is either behind
a restricted or port restricted NAT. To make a
determination about which one is it behind, the
client initial test III. If response is received, its
behind a restricted NAT, if not, its behind a port
restricted NAT [10, 11, 12].

3. Proposed Idea and System Design

3.1 Setup Reality Scenario

The scenario included two Peers, two Servers
for discovering type of NAT behind each Peer.

Two Peers belongs to different private
networks, with Peer A’s private/public 1P
address: 192.168.92.128/168.131.39.188 and Peer
B’s private/public IP address: 192.168.161.128/
14.162.247.234.

Two Servers: TEST NAT 1 1P
address: 128.199.252.55 and Server TEST NAT

2 IP address: 173.254.246.181.

Server
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3.2 Testing NATs with Improved STUN
Algorithm

From conventional STUN algorithm is given in
<Figure 2>, we propose idea to improve this
algorithm to separate tests of the conventional
STUN algorithm and perform all tests in parallel
as show in <Figure 3>.

In experiments, we sent packet STUN has
structure of header and content shown in <Figure

4> from Clients to Server 1, 2 and converse.

¥

I' . IE

> Symmetric

Address
Restricted

Port
Restricted

1213 SAEI STUN Z2EZE S AFSHNAT 24 2HE

Figure 3. NAT discovery process using improved STUN protocol

With detail of STUN packages as below: we
have four tests which independence from each
other and perform parallel.

Test 1A with packet STUNTEST 1A is sent
from Client to Server TEST NAT 1.

Test Il with packet STUNTEST 3 is sent
from Server TEST NAT 1 to Client.

Test 1T with packet STUNTEST 2 is sent from

Server TEST NAT 2 to Client.

Test IB with packet STUNTEST IB is sent
from Client to Server TEST NAT 2.

These tests don’t need following sequence time
like conventional STUN algorithm. They can be

performed parallel without depend on each other.

0 1 2 3
012345678901234567890123456789301

1 STUN Message Type I Message Length 1

Transaction ID

0 1 2 3
01234567880123456789012345678901

| Type 1 Length |

I Value

a8 4. ol L STUN H7|X| 42
Figure 4. Header and Content of STUN package

Server TEST_NAT 1

a4 \s TUNTEST_3 sTU NTEST_Z/ \

L —

Sub Network 1 \\
STUNTEST_1a STUNTEST_18
— | =

25 NATH2AES 9|5t =%t

Server TEST_NAT 2

Figure 5. Actions for testing NATs
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From the results obtained from test IA, test III,
test II, test IB following actions as shown in
<Figure 5> and based on <Table 1>, we can

discover the type of NATSs behinds Peers.

E 1. ZZo | AE 2 NATZ b of i

Table 1. Parameter of each Test and NAT results

Test | Test | Test | Tes
NAT result
IA 11 1B t III
0 - - - Block  UDP
1 1 - - Full-=cone NAT
1 0 0 - Symmetric NAT
1 0 1 1 Restricted NAT
Port Restricted
1 0 1 0
NAT

[T3RIN

Where: “1”: response, “0”: no response,

don’t care.

4. Implementation and Experiment Results

Development environment: Ubuntu 12.04 LTS,
programming tool: Eclipse CDT, programming
language C/C++ compiler by GCC/G++. We
obtained some experiment results which will be

shown as in <Figure 6, 7, 8, 9>.

4.1 Server NAT 1 and Server NAT 2

<Figure 6, 7> show log file of Server NAT 1
and Server NAT 2 with actions receive and send
packages STUN with two Peers. As shown in
<Figure 6>,  Server NAT 1
STUNTEST 1A from
STUNTEST 3 to Clients. Similarly, after Server
NAT 2 received Client’s IP from Server NAT 1,
it sent STUNTEST 2 to Clients and received

received

Clients and sent

STUNTEST 1B from Clients.

Initial Server J b
NAT1

Server NAT 1 received
STUNTEST 1A from Peer A

Server NAT 1 sends
STUNTEST 3 to Peer A

Server NAT 1 received
STUNTEST 1A fromPeer B -

Server NAT 1 sends
STUNTEST 3toPeer B

% 6. M NATIS| 21!
Figure 6. Log file of Server NAT 1

Tnitial Server
NAT2
Peer A'S TP
N

Received STUNTEST LA from Server NAT 1
Server NAT 2 sends STUNTEST 2 to Peer A
Peerd
Server NAT 2 received STUNTEST_1B Peer A
Peer B I
N
Received STUNTEST LA from Server NAT 1

Server NAT 2 sends STUNTEST 2 to Peer B
(~PeerB

Server NAT 2 received STUNTEST_1B Peer B

J27. MB NAT29| 23t
Figure 7. Log file of Server NAT 2

4.2 Peer A Side and Peer B Side

<Figure 8, 9> describe the actions of Peer A
and Peer B with two Server in testing processing.
As seen from <Figure 8>, all tests don’t
following sequence for example STUNTEST 3
response earlier than STUNTEST 2. Based on
result tests and refer to Table 1, NAT behinds
Peer A, Peer B is Full-cone NAT and Symmetric
NAT respectively.
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[2¢ Proble <& Tasks El consol £3 |= Propert < Search = O

® R w B | &8 o B v I~
<terminated> DATN_client_testNAT [C/C++ Application] /home/popey
Opened port 17597 with socket 3
Send STUNTEST_1A successfully
Test NAT type API of sCall app - version 1.0.4
Received Response of server STUNTEST_3
Received Response of server STUNTEST_1A
Received Response of server STUNTEST_2
Send STUNTEST_1B successfully
Send STUNTEST_1B successfully
Received Response of server STUNTEST_18B
Received Response of server STUNTEST_18
test TA = 1
test II = 1
test IIT = 1
test IB = 1

Send result of NAT type to server successfully
1 bR :

|Result: Type of MAT - FullconeNat] | N

J2 8. O ASINATHIAE
Figure 8. Testing NAT of Peer A

[zl Proble < Tasks B Consol 23 [ Propert < Search = O

X % G REE|&E £ B ~vrI-
<terminated> DATN_client_testNAT [C/C++ Application] /home/popey
Opened port 17833 with socket 3
Test NAT type API of sCall app - version 1.0.4
Send STUNTEST_1A successfully
Received Response of server STUNTEST_1A
Send STUNTEST_1B successfully
Send STUNTEST_1B successfully
Send STUNTEST_1B successfully
test TA = 1
Send re of NA pe to server successfully
[(Result: Type of NAT - symmetridest IT = o
test IIT = 0
test IB = 0 b
Internal address: 127.0.1.1

J29. 0 B NATHAE
Figure 9. Testing NAT of Peer B

4.3 Crossing NAT, establish direct

connection between Peer A and Peer B

Opened port 19162 with socket 3
client-sendto() ok
sizeof(bufRecv):512

jwaiting for connections from peers.

MY_INFO
ip address:168.131.39.188
port:64665
lwaiting for connections from peers.

BHerver: are you still alive...
jwaiting for connections from peers.

OTHER_PEER_INFO
ip address:14.162.247.234
port:19084
jwaiting for connections from peers.

Peer: ip-port 14.162.247.234-19084

12 10. mof AQ| Eold

Figure 10. Peer A’s terminal

Opened port 25222 with socket 3
client-sendto() ok
sizeof(bufRecv):512

waiting for connections from peers...

MY_INFO
ip address:14.162.247.234
port:19684

waiting for connections from peers...

OTHER_PEER_INFO
ip address:168.131.39.188

waiting for connections from peers...

Peer: ip-port 168.131.39.188-64665 say: hello

a8 11. 1o Bl E{old

Figure 11. Peer B’s Terminal

After knowing kind of NAT behinds each Peer,
P2P connection is established between 2 Peers.
<Figure 10> shows the Peer A’s terminal when
this Peer tries to connect with Peer B in the P2P
network. Similarly, as shown in <Figure 11> is

Peer B’s terminal.

5. Conclusion

In this paper, we proposed an idea to improve
STUN algorithm with performing all tests in
parallel. In experiments, we used improved STUN
algorithm for testing NATs behind Peers. From
the experimental results, we can recognize many
benefits of improved STUN protocol such as:
simplicity, high mobility and quickly. Our idea
can be applied into P2P networks for social

applications, online data sharing.
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