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ABSTRACT

Finite field multipliers are the basic building blocks in many applications such as error-control coding,
cryptography and digital signal processing. Hence, the design of efficient dedicated finite field multiplier
architectures can lead to dramatic improvement on the overall system performance. In this paper,
LSB-first word-level normal basis multiplier with low latency in Galois field is presented. To speed up
multiplication processing, we divide the product polynomial into several parts and then process them in
parallel. The proposed multiplier operates in normal basis of GF(2™) and is faster than bit serial ones
but with lower area complexity than bit parallel ones. The most significant feature of the proposed
architecture is that a trade-off between hardware complexity and delay time can be achieved.
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Figure 2. LSB-first word-level normal basis multiplier over GF(2")

13 29 FAZIE ¥ DY FA7Is v
drd, (d—1)mMY 298 XOR A°lE,
(d—1)m79 298 AND AolE, a2z g,
e g 5717 A

EH0ES & & Atk A7AA d= [ m/w]

£ 1§04 347159 BHE W

Table 1. Complexities Comparison between Finite Field Multipliers

2w | MESY | WEHE | A

A7 w47 A7
REG 0 3m 3m
AND m? m dm
XOR m’—1 m dm
e 547 0 1 dm
w

CLOCK 1 m (1<w=m)

a2y COd D FAIE w Y AR F
Aol AshE 4& F o webd f= ol w &
A3 Addstd g2 BRmet AAANZE A
ARG AZo] 7hssAl dn & Dol 7129 §
A71ek AR FA719] BRAES vlas i

AA d2A ATF] pr)=1+2"+2°
A fFdA GFR°)ANM w=3% J=dE F47]

2 AAs BA GF(2°)Y d99 T 94 4
9t B ¥ CE ven o] Frh
C=A4-B (15)

= by (48)+b,(A4687) + by (457)
+ by (A5%) +b, (457)

mo] 50]a w7} 3°|EE d&

[m/w] =
[5/31, & 27} Atk wgA 4 (1H)E 4 0)F
ol Jrwl thes ol gt

Cy= by A B+ b, AR+ b, A" (16)

Cl=b, A+ b, AF + 045" 17

A7lA 4 193 4 ADE 4 1213+ 2ol
oA Beetd thes 2ol Hnk

G = (b, AB) >+ 0,42 3)V2 (19
+b,A4Y%3

GV = ((byAB™)2 4 5,462 (19)
+04"7p”

GF(2°)9 Q99 & 92 A9 f(=a")%
F =7 Fekod Aeet thes o gtk

- 575 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 9, No. 5, pp. 571~578, October 2014

A-B= a B+ (ay+ay)f (20)
+ (a3+a4)ﬁ4+ (a1 JraQ)ﬁS
+ (a2+a4)516

A - 623 = (a, +ay)p+ (a0+a4)ﬁ2 2D
+ (ao + a, )64-1- a4B8
+ (a1 +ay )Blﬁ

uebA 4 (18)-2D< ol &std (1d D3 2
of GF(2°)A w=3¢ LSB $A =i A

FAA BHE AT % Utk <2 DY FA
7 32w A9 A%e 2t

f&iﬂ GF(Qm)Q] @ﬁﬂxi 2

OW d7ﬂi e o

a3 3 GAD) A9 LSB ¢4 Y=dd AF71A A7)
Figure 3. LSB-first word-level normal basis muttiplier over GF(2°)

AR FA7E MEAE 34719 1 A9A
A HERE Bl BRE g2 AoE AW
Al AEFOEMN, HEAE FAV|ROE F
AN ARE A F loH HEHE {4
ARtk Ao FEdolE FAT & dE AW
7HA L e
References

[1] R.Lidl, and H. Niederreiter, Introduction to
finite fields and their applications, Cambridge
University Press, 1994.

[2] Man Young Rhee, Error-correcting coding
theory, Mcgraw-Hill, 1989.

[3] D.Hankerson, A.Menezes, and S. Vanstone,
Guide to elliptic curve cryptography, Springer-
Verlag, 2004.

[4] E.R. Berlekamp,
encoders, 1EEE Transactions on Information
Theory, Vol. 28, No. 6, pp. 869-874, 1982.

[5] J.K.Omura, and J.L.Massey, Computational

Bit-serial reed-solomon

method and apparatus  for finite field
arithmetic, U.S. Patent #4,587,627, 1986.

[6] IEEE Std 1363-2000, /EEE Standard Specifica-
tions for public-key cryptography, 2000.

[7] National Institute of Standards and Technology,
Digital signature standard, FIPS Publications

186-3, 2009.
[8] A.Reyhani-Masoleh, and M. A. Hasan, 4 new
construction  of  Massey-Omura  parallel

multiplier over GF(2"), IEEE Transactions on
Computers, Vol. 51, No. 5, pp. 511-520, 2002.
[9] C.K.Koc, and B. Sunar, Low-complexity bit-
parallel  canonical  and  normal  basis
multipliers for a class of finite fields, IEEE
Transactions on Computers, Vol.47, No.3,

pp. 353-356, 1998.

- 576 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 9, No. 5, pp. 571~578, October 2014

[10] T. Beth, and D. Gollmann, Algorithm engineering
for public key algorithms, 1EEE Journal on
Selected Areas in Communications, Vol.7,
No. 4, pp. 458-466, 1989.

[11] G. B. Agnew, R.C.Mullin, I. M. Onyszchuck,
and S. A. Vanstone, An implementation for a
fast  public-key  cryptosystem, Journal of
Cryptology, Vol. 3, pp. 63-79, 1991.

[12] L. Song, and K. K. Parhi, Low-energy digit-
serial/parallel finite field multipliers, Journal
of VLSI Signal Processing, Vol. 19, pp.
149-166, 1998.

[13] W.Tang, H.Wu, and M. Ahmadi, VLSI/
Implementation  of  bit-parallel  word-serial
multiplier in GF(ZZ”), Proceedings of The
3rd International IEEE-NEWCAS Conference,
Xi’an, China, pp.399-402, 2005.

[14] A.H. Namin, H. Wu, and M. Ahmadi, Comb
architectures for finite field multiplication in

F2,,,,, IEEE Transactions on Computers, Vol.

56, No. 7, pp. 909-916, 2007.
[15]Y.S.Cho and J.Y.Choi, A  hardware
implementation of word-parallel  bit-serial
GDC/IESH/
CGAG 2012, Communications in Computer

polynomial  basis  multiplier,

and Information Science, Vol.351, pp.
176-181, 2012.

8 <

T4 de FAE, LRANEE, ¢T A2E,
OAE AzAe 53 2 oy RopilM 71Ezel
T4 842 ALHY 9t JHEE ZEHA F=2
g Zre 34 4o FAVIE AASE AAFHA A
289 A5e UE FGAD F Uk B =EqAe
7129 HEAL §3A FA] nlE] Fe AAA
7+ Zk= LSB $A ey AF7A FA7) 7=
g At Add FAVe F3AY F& 53
= g s o A2 g3 v, o gIES
A APste WS AEdtY £EE FAAR
Aolth, Aletd FANE #3344 GF(2™) Y Ht7
A goA FAetH, 7]Ee HEAE FAV|ERGE
e NAN AFRS S S Y, HESE FA4
Z1ETE A FEYolZ FEE $ ol AUd F
A7e 29 BFZ AAAT Aold AHI A

3298 5 9t #Re MLtk

F&A GF2MH2 AF71AE |87 LSB
A = EHd FA470

=84, HAqQ*

g z=mgsty 25 ExH oLk

LAl S et YR E 38

- 577 -

Yong-Suk Cho received the
B.S., M.S., and Ph.D. degree
in the Department of
Electronic Communication
Engineering from Hanyang
University in 1986, 1988 and
1998, respectlvely From 1989 to 1996, he was
a researcher at Korea Telecom. He has been a
professor in the Department of Information &
Communication Security at Youngdong
University since 1996. His current research
interests  include finite field  arithmetic,
cryptography, and error-control coding.

E-mail address: yscho@yd.ac.kr



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 9, No. 5, pp. 571~578, October 2014

Jae-Yeon Choi received the
B.S., M.S., and Ph.D. degree
in the Department of
Electronic Communication
Engineering from Hanyang
Yl University in 1985, 1987 and
1998, respectively. From 1987 to 1989, he was
a researcher at Samsung Advanced Institute of

Technology. He was a researcher at LG
Information & Communication Research Center
from 1989 to 1992. He has been a professor in
the Department of Information &
Communication  Engineering at  Namseoul
University since 1996. His current research
interests include finite field arithmetic,
cryptography, and error-control coding.

E-mail address: cjy@nsu.ac.kr

- 578 -



